3GPP TSG-SA5 (Telecom Management)

Meeting #24, Cancun, MEXICO, 26 – 30 November 2001
S5A010706

Source:
BT

Title:
IMS Subscription Management Requirements

Document for:
SWG A/Subscription Management

Agenda Item:


Category:

Work Item ID:
SM
Doc Summary:
This document identifies a number of management requirements contained in 23.228 IMS Stage 2
Specs involved:
TS 32.140

This contribution is based on an initial review of 23.228, further analysis will be required.

It is intended to provide input for the “HSS-IMS functions” section of Subscription Management

The following table contains extracts from 23.228 “IMS Stage 2” that identify potential requirements for Subscription Management .

Parameter
Extract from 23.228

Filter Information
This filter information is stored and conveyed on a per application server basis for each subscriber. The name(s)/address(es) information of the application server(s) are received from the HSS.

Application Server name/address
The name/address of more than one “application server” can be transferred from the HSS

Private User Identity
The Private User Identity is used to identify the user’s information (for example authentication information) stored within the HSS (for use for example during Registration). The HSS and S-CSCF need to obtain and store the Private User Identity.

Public User Identity
Public User Identities may be used to identify the user’s information within the HSS (for example during mobile terminated session set-up).

S-CSCF Name/Address
Provide the Address of the S-CSCF

Registrations
The HSS behave as a Registrar as defined in RFC2543 or subsequent versions, i.e. it accepts registration requests and makes its information available through the location server.

Subscriber Services
Provide information on subscriber services

Operator preferences
Provide information on Operator preference on a per-user basis

CSCF-UE Security Parameters
Provide CSCF-UE security parameters from HSS to CSCF via the Cx reference point

Subscriber service parameters
The Cx reference point shall support the transfer of service parameters of the subscriber from HSS to CSCF.

This may include e.g. supplementary service parameters, application server address, triggers etc.

CSCF Capabilities
The Cx reference point shall support the transfer of CSCF capability information from CSCF to HSS.

This may include e.g. supported service set, protocol version numbers etc.

session signalling transport parameters
· The Cx reference point shall support the transfer of session signalling transport parameters from CSCF to HSS. The HSS stores the signalling transport parameters and they are used for routing mobile terminated sessions to the Serving-CSCF.

The parameters may include e.g. IP-address and port number of CSCF, transport protocol etc

Subscription Data

Note 1
HSS will have the capability of informing the S-CSCF whenever the subscription data stored in HSS is changed for an IM subscriber, and the changes affect the subscription data stored in the S-CSCF.The exact content of the subscriber profile have yet to be defined

Extracts from 23.228 IP “Multimedia (IM) Subsystem - Stage 2 (Release 5)” containing References to the HSS.
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Figure 4.3: Functional architecture for the provision of service in the IMS



The HSS shall:

· Provide (filter) information to the S-CSCF. The S-CSCF shall decide whether an Application Server is required to receive information related to an incoming SIP session request to ensure appropriate service handling (or other sources, e.g. application servers). This filter information is stored and conveyed on a per application server basis for each subscriber. The name(s)/address(es) information of the application server(s) are received from the HSS.

· The name/address of more than one “application server” can be transferred from the HSS.
· The “application server” (SIP Application Server and/or the OSA service capability server) may communicate to the HSS. The Sh interface is used for this purpose. The Sh interface is shown in Figure 4.3.

· For the Sh interface, the following shall apply:

· 1 The Sh interface is an intra-operator interface.

· 2. The Sh interface is between the HSS and the “Sip application server” and between the HSS and the “OSA service capability server”.

· 3 The Sh interface transports transparent data for e.g. service related data , user related information, …

· In this case, the term transparent implies that the exact representation of the information is not understood by the HSS or the protocol.

· The Private User Identity is used to identify the user’s information (for example authentication information) stored within the HSS (for use for example during Registration). The HSS and S-CSCF need to obtain and store the Private User Identity.

· Public User Identities may be used to identify the user’s information within the HSS (for example during mobile terminated session set-up).

·  A network operator can control access to the HSS.

· Provide the Address of the S-CSCF.

· The HSS behave as a Registrar as defined in RFC2543 or subsequent versions, i.e. it accepts registration requests and makes its information available through the location server.

· Provide information on subscriber services

· Provide information on Operator preference on a per-user basis

· Provide CSCF-UE security parameters from HSS to CSCF via the Cx reference point.

· Editor's Note: unless SA3 defines a different method to support a secure association between UE and CSCF. 

· This allows the CSCF and the subscriber to communicate in a trusted and secure way (there is no à priori trust relationship between a subscriber and a CSCF)

· The security parameters can be for example pre-calculated challenge-response pairs, or keys for an

· authentication algorithm, etc.

· The Cx reference point shall support the transfer of service parameters of the subscriber from HSS to CSCF.

· This may include e.g. supplementary service parameters, application server address, triggers etc.

· Editor's Note: It has also to be made clear what are the functionality of the application level and service level.

· The Cx reference point shall support the transfer of CSCF capability information from CSCF to HSS.

· This may include e.g. supported service set, protocol version numbers etc.

· The Cx reference point shall support the transfer of session signalling transport parameters from CSCF to HSS. The HSS stores the signalling transport parameters and they are used for routing mobile terminated sessions to the Serving-CSCF.

· The parameters may include e.g. IP-address and port number of CSCF, transport protocol etc.

· When the subscriber deactivates the terminal or possibly when he moves, the Serving-CSCF assignment shall be cancelled. The Cx reference point shall support the indication of cancelling the CSCF assignment.

· It shall be possible to initiate cancelling by both the CSCF and the HSS

· In order to support the S-CSCF selection described above, it is required that the following types of information be transferred between the CSCF and the HSS:

1. The Cx reference point shall support the transfer of CSCF-UE security parameters from HSS to CSCF.

Editor's Note: unless SA3 defines a different method to support a secure association between UE and CSCF.

- This allows the CSCF and the subscriber to communicate in a trusted and secure way (there is no à priori

trust relationship between a subscriber and a CSCF)

- The security parameters can be for example pre-calculated challenge-response pairs, or keys for an

authentication algorithm, etc.

2. The Cx reference point shall support the transfer of service parameters of the subscriber from HSS to CSCF.

- This may include e.g. supplementary service parameters, application server address, triggers etc.

Editor's Note: It has also to be made clear what are the functionality of the application level and service level.

3. The Cx reference point shall support the transfer of CSCF capability information from CSCF to HSS.

- This may include e.g. supported service set, protocol version numbers etc.

4. The Cx reference point shall support the transfer of session signalling transport parameters from CSCF to HSS. The HSS stores the signalling transport parameters and they are used for routing mobile terminated sessions to the Serving-CSCF.

- The parameters may include e.g. IP-address and port number of CSCF, transport protocol etc.

The information mentioned in items 1 – 4 above shall be transferred before the CSCF is able to serve the mobile subscriber. It shall also be possible to update this information while the CSCF is serving the subscriber, for example if new supplementary services are activated for the subscriber.

5.1.5 Subscription Updating Procedures

· HSS will have the capability of informing the S-CSCF whenever the subscription data stored in HSS is changed for an IM subscriber, and the changes affect the subscription data stored in the S-CSCF.

· The following list contains the requirements identified for updating the subscription information on the S-CSCF.:

A single procedure shall be supported in the HSS and in the S-CSCF to update the subscription information in the S-CSCF as a result of this information changing in the HSS. The procedure should either be based on a Push model or on a Pull model, but should not use both models.

Whenever a modification has occurred in the subscription data that constitutes the data used by the S-CSCF, this complete data set shall be downloaded to the S-CSCF. The control logic maintained in the HSS and in the S_CSCF during the subscription data update should be kept as low as possible. The update procedure should then be independent of the structure of the subscription data

The exact content of the subscriber profile have yet to be defined. The S-CSCF shall not use outdated user profile data, therefore, the S-CSCF has to make sure that for a new session the updated profile data are used.

The update procedure should enable the S-CSCF to avoid overload situations that might for example occur in the case of an HSS recovery, a S-CSCF recovery, an operator initiated O&M subscriber migration from one HSS to another HSS or other O&M functions that affect multiple user profiles.

The update procedure should enable the HSS to avoid overload situations that might for example occur in the case of an S-CSCF recovery

Upon receipt of the register information flow, the P-CSCF shall examine the “home domain name” to discover the entry point to the home network (i.e. the I-CSCF). The proxy shall send the Register information flow to the ICSCF (P-CSCFs name, subscriber identity, visited network contact name). A name-address resolution mechanism is utilised in order to determine the address of the home network from the home domain name. When the I-CSCF receives the registration information flow from the proxy, it shall examine the subscriber identity and the home domain name, and employ the services of a name-address resolution mechanism, to determine the HSS address to contact.

The I-CSCF shall send the Cx-Query information flow to the HSS (subscriber identity, home domain name, visited domain name). The P-CSCF name is the contact name that the operator wishes to use for future contact to that P- CSCF.

The HSS shall check whether the user is registered already. The HSS shall indicate whether the user is allowed to register in that visited network according to the User subscription and operator limitations/restrictions if any. 4. Cx-Query Resp is sent from the HSS to the I-CSCF. If the checking in HSS was not successful the Cx-Query Resp shall reject the registration attempt.

5. At this stage, it is assumed that the authentication of the user has been completed (although it may have been determined at an earlier point in the information flows). The I-CSCF shall send Cx-Select-Pull (subscriber identity) to the HSS to request the information related to the required S-CSCF capabilities which shall be input into the S-CSCF selection function.

The HSS shall send Cx-Select-Pull Resp (required S-CSCF capabilities) to the I-CSCF.

3GPP

· The I-CSCF, using the name of the S-CSCF, shall determine the address of the S-CSCF through a name-address resolution mechanism. The I-CSCF also determines the name of a suitable home network contact point, possibly based on information received from the HSS. The home network contact point may either be the S-CSCF itself, 3GPP TS 23.228 V5.1.0 (2001-06) 29 Release 5 or a suitable I-CSCF in case network configuration hiding is desired. If an I-CSCF is chosen as the home network contact point, it may be distinct from the I-CSCF that appears in this registration flow. I-CSCF shall then send the register information flow (P-CSCFs name, subscriber identity, visited network contact name, home network contact point in case network configuration hiding is desired) to the selected S-CSCF. The home network contact point will be used by the P-CSCF to forward session initiation signalling to the home network.

· Information Flows

8. The S-CSCF shall send Cx-Put (subscriber identity, S-CSCF name) to the HSS. The HSS stores the S-CSCF name for that subscriber.

9. The HSS shall send Cx-Put Resp to the I-CSCF to acknowledge the sending of Cx-Put. 

10. On receipt of the Cx-Put Resp information flow, the S-CSCF shall send the Cx-Pull information flow (subscriber identity) to the HSS in order to be able to download the relevant information from the subscriber profile to the S-CSCF. The S-CSCF shall store the P-CSCFs name, as supplied by the visited network. This represents the name that the home network forwards the subsequent terminating session signalling to for the UE.

11. The HSS shall return the information flow Cx-Pull Resp (user information) to the S-CSCF. The user information passed from the HSS to the S-CSCF shall include one or more names/addresses information which can be used to access the platform(s) used for service control while the user is registered at this S-CSCF. The SCSCF shall store the information for the indicated user. In addition to the names/addresses information, security information may also be sent for use within the S-CSCF.

· The I-CSCF shall send the Cx-Query information flow to the HSS (subscriber identity, home domain name, visited domain name). The P-CSCF name is the contact name that the operator wishes to use for future contact to that P- CSCF.
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The S-CSCF sends an update to the HSS to remove itself as the registered S-CSCF for this UE.

· The HSS confirms the update.

1. HSS initiates the de-registration, sending a Cx-Deregister (subscriber identity)

Note: A third trusted/secured party may also initiate the de-registration, most probably issuing a third party SIP registration with timer set to 0.

If the analysis of the destination address determined that it belongs to a subscriber of a different operator, the request is forwarded (optionally through an I-CSCF within the originating operator’s network) to a well-known entry point in the destination operator’s network, the I-CSCF. The I-CSCF queries the HSS for current location information. The I-CSCF then forwards the request to the S-CSCF.If the analysis of the destination address determines that it belongs to a subscriber of the same operator, the S-CSCF passes the request to a local I-CSCF, who queries the HSS for current location information. The I-CSCF then forwards the request to the S-CSCF.

The Serving-CSCF handling session origination performs an analysis of the destination address, and determines that it belongs to a subscriber of a different operator. The request is therefore forwarded (optionally through an I-CSCF within the originating operator’s network) to a well-known entry point in the destination operator’s network, the I-CSCF. The I-CSCF queries the HSS for current location information, and finds the subscriber either located in the home service area, or roaming. The I-CSCF therefore forwards the request to the S-CSCF serving the destination subscriber. I-CSCF#2 (at the border of the terminating subscriber’s network) may query the HSS for current location information. If I-CSCF#2 cannot determine, based on analysis of the destination number, that the HSS query will fail, then it will send “Cx-location-query” to the HSS to obtain the location information for the destination. If ICSCF#2 can determine, based on analysis of the destination number, that the HSS query will fail, it will not send the “Cx-location-query” message, allocate a MGCF for a PSTN termination, and continue with step #6.

5. HSS responds with the address of the current Serving-CSCF for the terminating subscriber.

The Cx reference point shall support retrieval of routing information from HSS to CSCF. The resulting routing information can be either Serving-CSCF signalling transport parameters (e.g. IP-address).

User identity to HSS resolution

This section describes the resolution mechanism, which enables the I-CSCF and the S-CSCF to find the address of the HSS, that holds the subscriber data for a given user identity when multiple and separately addressable HSSs have been deployed by the network operator. This resolution mechanism is not required in networks that utilise a single HSS e.g. optionally, it could be switched off on the I-CSCF and on the S-CSCF using O&M mechanisms. An example for a single HSS solution is a server farm architecture. By default, the resolution mechanism shall be supported. On REGISTER and on MT INVITEs, the I-CSCF queries the HSS for subscriber specific data, e. g. the actual location or authentication parameters. This also has to be accomplished by the S-CSCF on REGISTER. In the case when more than one independently addressable HSS is utilized by a network operator, the HSS where user information for a given subscriber is available has to be found. To get the HSS name the I-CSCF and the S-CSCF query the Subscription Locator Functional (SLF) entity. The relationship with number portability is for further study.

The subscription locator is accessed via the Dx interface. The Dx interface is the standard interface between the CSCF and the SLF.

A way to use the subscription locator is described in the following.

The Dx interface provides:

- an operation to query the subscription locator from the I-CSCF or from the S-CSCF, respectively

- a response to provide the HSS name towards the I-CSCF or towards the S-CSCF, respectively.

By sending the Dx-operation DX_SLF_QUERY the I-CSCF or the S-CSCF indicates a subscriber identity of which it is looking for an HSS. By the Dx-operation DX_SLF_RESP the SLF responds with the HSS name. The I-CSCF or the S-CSCF, respectively, continues by querying the selected HSS. As an option at the registration flow, the I-CSCF may forward the HSS name towards the serving CSCF to simplify the procedure by which the serving CSCF finds the subscriber’s HSS. This option is for further study and can be used in a single HSS environment.

The following two sections present the session flows on REGISTER and on INVITE messages.

4. The SLF answers with the HSS name in which the subscriber’s data can be found.

The I-CSCF sends a DX_SLF_QUERY to the HSS and includes as parameter the subscriber identity which is stated in the INVITE request.

The synchronisation between the SLF and the different HSSs is an O&M issue.

One of the functional elements in a basic session flow that may initiate a redirection is the S-CSCF of the destination subscriber. The subscriber profile information obtained from the HSS by the ‘Cx-pull’ during registration may contain complex logic and triggers causing session redirection. S-CSCF#2 sends the SIP INVITE request to the I-CSCF for the new destination (I-CSCF#F in the diagram), who forwards it to S-CSCF#F, who forwards it to the new destination. 
4. I-CSCF queries the HSS for current location information of the destination subscriber.

One of the functional elements in a basic session flow that may initiate a redirection is the S-CSCF of the destination subscriber. The subscriber profile information obtained from the HSS by the ‘Cx-pull’ during registration may contain complex logic and triggers causing session redirection. S-CSCF#2 sends the SIP INVITE request to the I-CSCF for the new destination (I-CSCF#F in the diagram), who forwards it to S-CSCF#F, who forwards it to the new destination.

I-CSCF queries the HSS for current location information of the destination subscriber.

5. HSS responds with the address of the current Serving CSCF (S-CSCF#2) for the terminating subscriber.

5.12 Mobile Terminating call procedures to unregistered IMS subscriber

This section describes information flows for the procedures of Mobile Terminating call flows for unregistered IMS subscriber. The detection of unregistered subscriber is done in HSS and if subscriber has services related to unregistration state, a S-CSCF is selected for the subscriber. S-CSCF performs whatever further actions are appropriate for the call attempt to the unregistered IMS subscriber.







