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Foreword


This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).


The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:


Version x.y.z


where:


x
the first digit:


3 presented to TSG for information;


3 presented to TSG for approval;


3 or greater indicates TSG approved document under change control.


Y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.


z
the third digit is incremented when editorial only changes have been incorporated in the document.


1 Scope


Subscription Management is a feature that permits operators to provision services for a specific customer subscription.


This document defines the requirements, and a model for a management interface(s) that allows an operator’s provisioning application, their staff (and possibly the Subscriber via an application) to create, amend, and delete subscriber subscription data held in:


· The Home Network (e.g. the interface to the Home Subscriber Server (HSS));


· The User Equipment  ( via User Equipment Management);


· Application VASP Equipment ( e.g. Servers accessed by the subscriber for content and information based services.)

The capability is necessary to allow operators to provision, control, monitor and bill the configuration of services that they offer to their customers.

Release 5 focus will be on the HSS interface and the B2B trading partner interfaces, other interfaces are FFS.


2 References


The following documents contain provisions which, through reference in this text, constitute provisions of the present document.


· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.


· For a specific reference, subsequent revisions do not apply.


· For a non-specific reference, the latest version applies.


This specification may contain references to pre-Release-4 GSM specifications.  These references shall be taken to refer to the Release 5 version where that version exists. Conversion from the pre-Release‑4 number to the Release 4 (onwards) number is given in subclause 6.1 of 3GPP TR 41.001.


 [1]
3GPP TS 23.228:: “ IP Multimedia (IM) Subsystem – Stage 2 “.


[2] 
3GPP TS 23 008  “Technical Specification Group Core network: Organisation of subscriber data”.


[3] 
3GPP TS 43 020  “Technical Specification Group Services and system aspects; Security related network functions (release 4) Editos note check this ref (should it be to 33.102


[4] 
ebXML Transport Routing and Packaging Overview and Requirements 26th May 2000 v0-96


[5]
3GPP TS 23.002: Network Architecture.  


[6]
MWIF MTR-002/AnnexA

[7]
3GPP TS 32.101 “3G Telecom Management: Principles and high level requirements”


[8] 
3GPP TS 22.121 “The Virtual Home Environment”  


[9]
3GPP TS 22.240 “Stage 1 service Requirements for the Generic User Profile”


[10]
3GPP TS 23.207 “End to End QoS”


[11]
3GPP TS 29.198-3 “OSA;API;Part 3: Framework”

[12]
ITU-T Recommendation M.3010 “Principles for a telecommunications management network”

[13]
TMF GB901 “Telecomm Operations Map”

3
Definitions, abbreviations and terminology


3.1
Definitions


For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.


A distinction is made in this document between Roles and Actors/Organisations. This distinction is important as it allows multiple business models to be described as different allocations of roles amongst co-operating organisations.


Actor:
An entity, party, person or organisation playing one or more Roles.

Core Network Operator:  An operator that provides core transport and call routing capabilities as distinct from Radio Access Network services.


Customer:  a Customer is an entity, which receives services offered by a Service Provider based on a contractual relationship. It may include the role of a network user (ITU-T Rec. M.3010). 


End User: An end user is in the domain of the customer. An end user is interested in using communications and data services, e.g., Telecom, Internet/Intranet, Mobile/Wireless, etc.

Organisation: A 'legal entity' that may perform one or more 'business roles' when interacting with other Organisations. 


PLMN Operator: a specific organisation that performs the roles of Access Network Provider, Core Network Provider - a traditional mobile operator.

Retailer (Actor): An organisation that sells 3GPP User Equipment and Services to retail customers.

Reseller Service Provider: an Actor that resells Services provided and defined technically by another service provider. The reseller may re-brand the Service or offer a modified tariff package to its customers.

Service Provider (SP): a company or organization that provides telecommunication services as a business. SPs may operate networks, or they may simply integrate the services of other providers (who operate networks) in order to deliver a total service to their Customers. Providing telecommunication service to any one end Customer may involve multiple SPs, where one provider may “sub-contract” with other providers to fulfill the Customer’s needs (TMF 701).


Note that the term Service Provider is now being used generically and may include Telecom Service Providers (TSPs), Internet Service Providers (ISPs), Mobile Service Providers, and Application Service Providers (ASPs) and another organization that provides services, e.g. internal IT organizations that need or have SLA capabilities or requirements.

Service Integrator : An organisation that takes a set of services from other providers and derives an end-to-end set of services. It has responsibility for the end to end service QoS to the Customer.


Trusted Third Party An organisation that performs an agreed role on behalf of two or more other roles (e.g. authentication, trust, market place services etc.) 


User Equipment Supplier: An organisation that supplies User Equipment to Customers.

USIM Supplier: An organisation that supplies USIM that are used in Mobile Equipment

Role: An activity performed by an Actor. Each Actor can play many Roles.  A Role is defined by a set of properties or attributes that describe the capabilities of an entity that can be performed on behalf of other Role(s).


Agent:
The role that takes a request from a Service Customer (role) and determines how to satisfy that request. It then has responsibility to ensure that it is provided using dialogue and requests to other roles such as Service Providers.  It is an intermediary.

End Use (or Service Use) : The role that makes use of the service.


Internet Service Provision  A Service Provision role where the primary services offered are access to internet and related service e.g. email News, Web,

Integrating Service Provision  A role that integrates services from other services providers together with services provided by resources that it owns.

Customer Service Negotiation : The role that is responsible for determining the End Use Role’s requirements for Services. The role is distinct from the End Use role in that this role requests and pays for the services as distinct from the user of an instance of the service.  This distinction is needed for corporate accounts.


Service Retailing : A role that supports the retail service interface to a Service Customer and acts an agent for the wholesale services of a Service Provider. The Retailer role may be a separate from the Service Provider Role

Service Provision (or Service Supply): A role that has defined a Service and can supply the Service to a Customer Service Negotiation Role directly or through an intermediary such as an Agent, or other Service Provision role.


Service Use or End Use  : The role that makes use of the service.

USIM Configuration Role : A role that sets the initial configuration of a USIM or modifies it in a controlled and audited manner.

Value Added Service Provision : A Service Provision role that provides a service other than transport or connectivity.


Business Role : A set of properties or attributes that describe the capabilities that can be performed on behalf of another Business Role(s).


Process Role : Within a business role there is a set of management process areas that are supported. The Process roles are a distinct process area that can be modelled. In the TMF TOM the process roles can be things such as Customer Care, Service Management, Network Management, Fulfilment, Assurance, Billing, or some smaller component such as Problem Handling.


User Equipment Supply : The act of supplying User equipment to Service Customers.

USIM Supply (Role): The supply of the USIMs that are used in Mobile Equipment


Validation Authority : The role that takes a Service Customer mandate for an order and communicates (using a transaction that cannot be repudiated) that the customer did in fact originate a request for a specific Service Operations Management / Subscription Management Option, or set of options. This role is needed for regulated services such as Carrier Pre-selection, and Number Portability Services


Interface: An interface is a physical interconnection between two systems. For this study these are systems operated by distinct organisations. TMN Interfaces are interfaces between TMN systems. 


Service – a telecommunication service is a set of independent functions that are an integral part of one or more business processes. This functional set consists of the hardware and software components as well as the underlying communications medium. The Customer sees all of these components as an amalgamated unit (TMF 701 modified).


TP-IRP:  Trading Partner IRP, an IRP that exists between two Trading Partners and extends the IRP Framework to include role based business model. 

3.2
Abbreviations


For the purposes of the present document, the following abbreviations apply:


2G
Second Generation Mobile


3G
Third Generation Mobile


ASP
Application Service Provider


B2B
Business to Business


HLR
Home Location Register


HSS
Home Subscriber Server


IRP
Interface Reference Point


ISP
Internet Service Provider


MWIF
Mobile Wireless Internet Forum


SLA
Service Level Agreement


SOM
Service Operation Management


SP
Service Provider


TMN
Telecommunication Management Network 


OSA
Open Services Architecture


TR_IRP
Trading Partner IRP


UICC
UMTS Integrated Circuit Card


USIM
UMTS Subscriber Identity Module


VHE
Virtual Home Environment




4
Subscription Management Overview


4.1
Introduction


Subscription Management is an area of Service Operation Management that sets a complex challenge for operators in their support of new or existing customers during their every day network operation.


In 2G solutions the main repository of the subscription information is in the Home Locations Register (HLR). However the management and administration interfaces for controlling this information is proprietary to each vendor.


The use of proprietary interfaces is inconvenient for those operators using multiple vendors' equipment since their provisioning systems have to accommodate multiple proprietary interfaces, which perform essentially identical functions. Moreover, it makes it more difficult to generate customer self care applications that allow customer to the provisioning, and amendment of subscription data.


The 3G environment requires more complex service delivery mechanisms than in 2G and subscription management is no longer simply an internal matter for a single operator but a capability that is achieved by linking together features across multiple operators' Operations Support Systems.  The parallel trend in 2G toward the support of Virtual Network Operators is accentuating this need.


Service delivery and support across multiple vendors' solutions and organisations is a feature of other industries, and the solutions are adopted are supply chain solutions based upon mainstream e-commerce principles, methods and technologies.


The objective of this document is to:


· Provide an overview of the concept of Subscription Management


· Document the operators' requirements for Subscription Management 


· Document a model for a suitable set of management interfaces.


There is a relationship between this Feature and the Open Services Architecture (OSA) which is addressed later in the document.


Integration Reference Points are specified in separate documents.


4.2
Service definitions, controls and management


Historically, the services provided by operators have been defined within standards groups such as ETSI or 3GPP . With the advent of  Open Services Architecture being adopted by 3GPP the end customer Service Definitions will be replaced by Service Capabilities traded amongst network operators.


The Network Operator delivers through its network operations various forms of services to subscribers. The development and specification of Service These are documented in the 3GPP TS22.xxx series of technical specifications.


The operation of such services requires a sophisticated network control capability. This dynamically adjusts the manner and the extent of the service delivery based on many parameters and variables pertinent to both network and the subscriber; For example, the subscriber’s static subscription profile parameters, the subscriber’s service-time request, network’s temporal resource availability, etc.


The service control mechanisms are studied and specified in the 3GPP TS 23.xxx series of technical specifications, so that the system will be able to efficiently deliver the services to the end users. Nevertheless, it is clear that the subscriber’s static subscription parameters are one of the most crucial factors that determine the network’s service control mechanisms.


Service providers require automated provisioning of services which requires more than automated call control, and includes the ability for operator’s OA&M systems to manage modify, audit the information held in the network 


There are two specific areas of operator’s operational involvement, which both fall within the scope of the Service Operation Management (Building Block):


· operator’s management of the network service control mechanism;


· operator’s management of the subscriber’s service Subscription Profile/capabilities.


It is important that a network operator has the means to adequately manage both areas so as to operate a network to its customers’ satisfaction. Additionally in response to changing business models – such as Virtual Mobile Operators and Service Providers - the operator needs to be able to offer open secure management interfaces to the Subscription Profile.


The focus of this document is on the management of the Subscriber's Subscription Profile Parameters.


4.3
Subscription Management


The design of the management of the network service control mechanism is very closely coupled with the architecture of the network service control mechanism (such as, e.g., VHE/OSA), and subscription management is complementary to those mechanisms.


The specification of the management of the subscribers’ static subscription profile (service parameters, options and limitations) is relatively less dependent on the general system architecture.


By providing a well-thought-out standardised management procedures for subscription management, the cost of operators’ network deployment and operation will be enormously reduced because of the streamlined customer care activities.


As illustrated in the diagram below, the purpose of Subscription Management is to provide specifications that define the interfaces and the procedures that interconnect the three points of the subscription management triangle: network operation centre(usually realised as Customer Care Centre), the Customers and the network wherever the subscription profile resides (such as HSS, USIM, etc.).


[image: image1.png]K ey






Figure 1 High level view of Subscription Management


Subscription Management is concerned with the provisioning the Subscription Profile whereas the service control mechanisms determine the dynamic behaviour of the service experienced by the Customer.
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Figure 2 Subscription Management relationship with Network Control


The above diagram shows the relationship between the Release 5 architecture [5] and the Subscription Management Feature defined in this document.


The Subscription Management feature provides as a minimum:


· The management of the Subscription data in the HSS;


· The capabilities required by the Customer Care Operations for the control and modification of  Subscription information;


· The capabilities that need to be offered to Business to Business (B2B)Trading Partners, such as Virtual Mobile Operators;


The capabilities that need to be offered to ' Network APIs' such as those required by OSA.
 Where the service provided to the customer is a combination of:


· Terminal features;


· Core Network capabilities;


· Application services.


The interfaces that are needed for Subscription Management are shown in Figure 3 below:
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Figure 3 Subscription Management relationship to Terminal Profile and Application Services


The figure above introduces a set of management interfaces (Integration Reference Points IRP) associated with the operation of the Subscription Management feature:


· SMh the interface between the Subscription Management feature and the Home Subscriber Server (HSS);


· TP-IRP the interface between Trading Partners


In any specific implementation only a sub set of these interfaces may be needed for example the Service Management Feature may physically be implemented in the same environment as the HSS and supplier by a network equipment supplier.


The need for an interface to the Authentication Centre AuC is for further study. It is assumed that the necessary information can be obtained and controlled via the HSS.




5
Subscription Management Assumptions


The following assumptions are made in developing the Subscription Management requirements:


5.1
Business Model assumptions


The provider of the service package to the customer may be different from either the Mobile Service Provider or the Mobile Network Provider.


The model shall allow for retailers and distributors that are independent of the Mobile Service Provider and the Mobile Network Provider.


The business model shall satisfy the subscription management requirements expressed in for example the MWIF business model [6] shown below, this business model shows an organisational model for Trading partners co-operating to provide wireless mobile services, the terms used in this example may not coincide exactly with those used in other parts of this document, e.g. Subscriber and Customer are believed to be equivalent.


Example Business Model from Mobile Wireless Internet Forum (MWIF)
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All commercial links are potential Trading Partner Interfaces.




Figure 4: Assumed Business Model


In this business model the Subscriber is a customer of the Service Provider (SP). Commercial agreements are set up and maintained between them for the provision of services from the SP to the User via the Network Operator. The Subscriber may have contracts with multiple SPs and maintains these on behalf of one or more users. There is no commercial relationship between the User and the SP that prevents Users directly requesting additional or modified services. Approval must be gained from the Subscriber who subsequently authorizes the SP to provide the service.


The Subscriber informs the SP which services each user should have access to and may choose to set limits on how much a User can use a particular service. For instance the Subscriber may authorize $x a day of video calls with a high QoS and unlimited video calls with a lower QoS.


The SP must enter into contract(s) with one or more Network Operators in order to deliver services to Users. Other companies may wish to sell services without having a contract with a Network Operator. This can be achieved by adopting the role of Third Party Service Provider and selling service via the SP. Other Companies may wish to sell just content. This is made possible by developing a commercial relationship with either a SP or a Third Party Service Provider.


It is important to note that Service Use, Customer Service Negociation, etc are roles , and that one Actor may adopt more than one role. For instance an individual may adopt the roles of both Service Use and Customer Service Negociation. A Company may adopt the roles of Network Operator, SP and Content Provider.


A user initiates a service by requesting it from the Service Provider, not the Network Operator. On receipt of a service request the Service Provider uses Network Operators and Third Party Service Providers to service the request in the best way possible. In the example of the video call the Service Provider may choose to use different Network Operators for high and low QoS calls.


Editors note – Can 3GPP standards support this?

5.2
Network and Control assumptions


The invocation of service feature in real time shall be the responsibility of the network and any associated control 


The Open Service Access mechanisms shall be supported by the network and Subscription Management features, provided by Operations Systems responsible for OAM&P. 


5.3
User Equipment assumptions


The User Equipment (UE) may contain one or more UICCs. 

Each UICC (Universal Integrated Circuit Card) may host one or more USIM applications   and may also contain other applications owned by 3rd party service providers as part of an authentication process (PKI, digital signature processing etc).


Customer secure information may be held on the UICC as opposed to the ME.


UICC may be issued by an organisation other than the Mobile Service Provider. 

UICC may contain applications owned by third party Service Providers.

6
Subscription Management Requirements


6.1
Subscription Management High Level requirements.


In the 2G and 3G Release 99 the main focus has been the provision by a single operator of a set of standardised services (mainly voice) to a customer. The involvement of multiple operators has been limited to customer roaming where the customer's services or some subset of them are supported.


The move to 3G has introduced a number of significant changes.


· Services are not standardised but are replaced by a set of service capabilities that can be combined in arbitrary ways to deliver competitive end services to customers


· The services provided include more diverse data and information services, many supplied by third parties


· The introduction of UICC/USIM allows for multiple subscriptions to be present within a single Mobile Equipment


· There may be multiple UICC/USIMs in a single Mobile Equipment.


· UICC/USIM may be issued by parties other than the Mobile Service Provider.


· Complex business models are emerging for mobile service provision including virtual Mobile Service Providers and arrangement where multiple organisations work together provide the customer's services.


6.2
Process requirements


A process shall be defined to support a customer wish to check their Subscription Configuration.


Authentication of a customer shall be provided to prevent anyone other than the customer or an authorised person from gaining access their subscription configuration.


Customer service centre representatives shall be able to view and modify Subscription information.


Processes shall be defined access to Subscription Profiles by Trading Partners and Network APIs.


6.3
Technology requirements


Interfaces supporting Interface reference points shall use main stream e-commerce technology methods.


For TP-IRP interfaces preference shall be given to the use of ebXML based e-commerce solutions.


6.4 Business Aspects and Integration


Interfaces between trading partners shall meet the commercial and legal standards required for the business to business transactions.


Solution sets for interfaces between trading partners should include a solution set based on industry standards (ebXML).


7
Approach to defining TP-IRP Interfaces 


The purpose of this document is to define a set of management interfaces to support Subscription Management. The specification of Trading Partner IRP interfaces is complex because it has to combine a number of perspectives:


1. Business roles; (New requirement for Trading Partner IRPs)


2. Process, and functions; (As described in IRP Information Service)


3. Services, Networks and other Resource Models (As described in IRP Resource Models)


4. Implementation matters. (As described in IRP Solution Sets)


Earlier work on IRPs has been mainly focused on interfaces within a single organisation, For interfaces between Trading Partners it is important to model the business roles that each partner performs, this is the additional element of TP-IRPs.


Mainstream e-commerce work in the ebXML (www.ebxml.org)and RosettaNet groups have introduced the concepts of multiple views of interfaces:


· A Business Operational View (corresponding to 1. above)


· A Functional Service View (corresponding to 2. above)


and 


· an Implementation View (corresponding to 4. above)


Historically the importance of business roles has not been apparent because the telecommunication business model has been static and highly regulated. With the growth a competitive market the importance of business roles is rising since TP-IRP interfaces between organisation are now much more dynamic.


Each of the TP-IRP interfaces identified in Figure 3 may support different business roles depending on the business model being supported.




.


7.1
Role based Business Model to support TP-IRPs




7.1.1
Introduction


The Business Model described here is based upon the definition of Roles. 


The reason that a role based model is utilised is that it allows the definition of the essential capabilities that are traded between organisations whilst at the same time allowing any reasonable structure of organisations to be adopted by the industry. Specific organisations may perform one or more of the roles developed in this document.


The role based model is divided into a number of perspectives in order to simplify its presentation:


· The retail model. the view as seen by the retail customer 


· The wholesale model. The view seen amongst the Service Providers that are co-operating to provide service capabilities or components of the service.  For example, the suppliers of the voice service, the WAP portal and the unified voice messaging might be different. 


The following sections introduce the high level Retail Model, the Wholesale Models and then a discussion of how these basic models are extended to give a mobile specific role model. Finally some examples are explored to show the relevance of this business model approach.


7.1.2
Customer retail model


In a retail model the emphasis is on a Service provided to a Customer.


The first element of the Retail part of the model is to distinguish between:


· The End Use Role , which is the entity that uses the service and requests instances of service, such an establishing calls, modifying call features such as diverts.


· The Customer Service Negotiation Role, that pays for the retail service and has the legal responsibility to pay for the service requested by the End User Role.


The same or different individuals may perform these roles. The authentication of these roles,  is essential to be able to control which subscription management services can be invoked or modified. The model also introduces the concept of  Service Retailing role. This Role is a specific form of reseller and acts as a link between the Customer Service Negotiation and the Service Provision role. The service as seen by the Customer Service Negotiation role is defined by the Service Provision role and not the Service Retailer. When purchasing the Service the Customer Service Negotiation role is clear the product is from the Service Provider. This is usually achieved by branding the service.
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Figure 5 General Retail Model


In this model the end User Role interacts with the Customer Service Negotiation Role to establish the contractual agreement with the Service Provision role. Service Provision roles are responsible for the provision of communications Services to intermediaries for sale to other parties, which may include Service Retailing and other Service Provision roles.. .  A Trusted Third Party may be needed for the purpose of brokering the relationships or for the provisioning of trust service to allow  roles to identify one another in a secure and non –repudiateable manner. This is needed for authentication  in processes such as Billing.

Service Retailing roles may perform some of the following :


· sales and promotion – retailing roles carry out this activity on behalf of the Service Provider, by using either their the Service Provider /manufacturer’s brand or in conjunction with their own brand.


· bulk breaking – retailing roles can make margins because of discounts obtained through purchasing in bulk when selling smaller quantities of a product to end customers


· warehousing – retailing roles may hold inventories of a product on behalf of a producer or end customers


· transportation – retailing roles are usually located closer to end users than the manufacturer and can reduce transportation times and costs


· assortment building – retailing roles can aggregate products and services from different suppliers for delivery as a package to the final user.

Note: This model assumes that the terminal has been supplied by the Retailer or Service Provision role, and the USIM(s) by the Service Provision role. This is achieved in a in a way that their supply mechanism is invisible to the customer.


The end use role may for customer self care or pre-payment interact directly with the Service Provision role  after the initial sale or set-up up of their Service. This is within the contractual parameter agreed between the Customer Service Negotiation role and the Service Retailing role.


7.1.3
Wholesale model


The wholesale model is about Service Providers and other intermediaries establishing a supply chain between them that is based upon volume sale arrangements
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Figure 6 General Wholesale Model


The roles that have been identified in this model are:


· Reseller Service provision is the role that simply re-brands a service obtained from another Service Provider This is the simplest form of wholesale reseller.


· Integrating Service Provision is the role that take several products and services from others and bundles them into a single service and product package.


· Mobile Service Provision is the role of a service provider that supplies mobile network based services e.g. telephony services, roaming services, mobile data services: GPRS, SMS, Voice Mail, etc.


· Mobile Network Provision is a role that is facilities based and provides mobile service capabilities ( traditional and OSA based to Mobile Service Providers)


Other Service Provision roles such as value added Service Provision may all be involved in the wholesale supply chain.


Manufacture roles are involved in the supply of handsets and UICC/USIMs.


7.2
Example and scenario
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Figure 7 Example of Roles and organisations


This diagram shows an example of the roles combined in a specific way across organisations to deliver service subscriptions to a Service Customer.


8
The Subscription Profile parameters


Ed note - ensure this aligns with GUP work.

8.1
User Equipment Profile


A reference will be made here to the parts of User Equipment Management that support the configuration of the terminal profile.


8.2
Subscriber Profile


8.2.1
Subscription Management Data Structure and Functions


Below is an example of how Subscription/Customer information could be structured for use within SA5:


1-Subscriber contains multiple users:



1.1-Subscriber/Customer Profile/Contract




1.2-User 1:





1.2.1-User Profile





1.2.2-Subscription to Service x






1.2.2.1-Service Profile a






1.2.2.1-Service Profile b





1.2.3-Subscription to Service y






1.2.3.1-Service Profile c






1.2.3.1-Service Profile d




1.3-User 2:…


This specification will define which part of this information is subject to the Network Manager only, and which subject to the Network Manager-HSS Interface /other Network Elements, and which is subject the HSS/Network Elements/Feature Server only. 


In accordance with [8], the minimal set of Management/Provisioning functions that shall be supported for the management of the User Profile are: 


1) Create one or more User Profiles.


2) Request information contained in a User Profile.


3) Delete and archive a User Profile.


4) Modify a User Profile.


5) Define the default User Profile.


6) Define the criteria for automatically selecting User Profiles.


7) Provide change log for user profile

8.2.2
Subscriber Profile Data


The information in this section is a summary of the Subscriber Profile information held in the HSS. The normative version of this information is in Organisation of Subscriber Data, (see appendix 1 for an extract).


Editor Note to be updated to reflect  Generic User profile work.

It maybe that later in the development of this document that this material should be removed or summarised in some way.


It shall be possible to retrieve or store subscriber data concerning a specific MS from the HLR by use of each of the following references:


-
International Mobile Subscriber Identity (IMSI);


-
Mobile Station ISDN Number (MSISDN)


It shall be possible to retrieve or store subscriber data concerning a specific MS from the VLR by use of each of the following references:


-
International Mobile Subscriber Identity (IMSI);


-
Temporary Mobile Subscriber Identity (TMSI).


It shall be possible to retrieve or store subscriber data concerning a specific MS from the SGSN by use of each of the following references:


-
International Mobile Subscriber Identity (IMSI);


Packet Temporary Mobile Subscriber identity (P-TMSI).


It shall be possible to retrieve or store subscriber data concerning a specific MS from the GGSN by use of each of the following references:


-
International Mobile Subscriber Identity (IMSI);


See clause 3 for explanation of M, C, T and P in table 1 and table 2.


Editors Note: This section might be better presented in a table

9
SMH IRP High-level Architecture Overview
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This section identifies the high level Architecture and Interfaces involved in the management of the HSS component of the Subscription profile.


Figure 8: High Level Management Architecture


9.1
SMH IRP Subscription Management Functions


Source: TS 22.121 the Virtual Home Environment

See 8.2 (Subscriber Profile) above.


9.2
SMH IRP Interface Architecture


This section identifies the Interface Architecture involved in the management of the HSS component of the Subscription profile. 
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Figure 9: Example Management Interface Architecture


Inside the broken line box some possible interface implementations are identified, however these are not required for compliance. Possible implementations below the IRP could include the following OSSs, HSS Element Manager, AuC Element Manager, Authorisation and Authentication Element manager or IMS Element Manager.


The interface that shall be standardized and shall be required for compliance is between the Network Manager and the HSS Subscriber Profile. It should be noted that management of subscription information in USIM/UE is not subject of the initial phase of subscription management, but should be considered during a following phase, probably in the context of and in combination with “UE/Terminal Management”. 


9.3
Subscription Management IRP Solution Sets


Below possible Solution Sets for Subscription Management are presented. The variety is related to alignment with current solutions sets (CORBA, CMIP) but is also addressing IM and IP technologies. It should be noted that a Solution Set based on database replication is taking advantages of ODBC into account. ?????
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Figure 10: Candidate Subscription Management Interface Solution Sets


Editor Note DO we not need to add in the OSS through Java OSS/J as a possible transport technology?



The valid IRP Solution Sets for the Management of UMTS on the Itf-N interface are found in TS32.101 Annex C.

10
SMH IRP DETAILED REQUIREMENTS




10.1
MANAGED RESOURCES 

10.1.1
Logical Entities 


The Home Subscriber Server (HSS)


The HSS is the master database for a given user. It is the entity containing the subscription related information to support the network entities actually handling calls/sessions. 


A Home Network may contain one or several HSSs: it depends on the number of mobile subscribers, on the capacity of the equipment and on the organisation of the network.


As an example, HSS could provide support to the call control servers in order to complete the routing/roaming procedures by solving authentication, authorisation, naming/addressing resolution, location dependencies, etc…  


The HSS is responsible for holding the following user related information: 


· User Identification, Numbering and addressing information. 


· User Security information: Network access control information for authentication and authorisation 


· User Location information at inter-system level: the HSS supports the user registration, and stores inter-system location information, etc. 


· User profile information 


Based on this information, the HSS is also responsible of supporting the call control and session management entities of the different Domains and Subsystems (defined in section 3.3 and 3.3a) of the operator as shown in Figure 0-a.
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Figure 0-a: Example of a Generic HSS structure and basic interfaces


HSS may integrate heterogeneous information, and enable enhanced features in the core network to be offered to the application & services domain, at the same time hiding the heterogeneity.


The HSS consists of the following functionalities:


· IP multimedia functionality to provide support to control functions of the IM subsystem such as the CSCF. It is needed to enable subscriber access to the IM CN subsystem services.


· The subset of the HLR functionality required by the PS Domain. 


· The subset of the HLR functionality required by the CS Domain, if it is desired to enable subscriber access to the CS Domain or to support roaming to legacy GSM/UMTS CS Domain networks.


The organisation of the subscriber data is outlined in UMTS TS 23.008. TS 23.008 also indicates which numbers, addresses and identifiers specified in TS 23.003 are stored in HSS.


Home Location Register (HLR)


The HLR is shown in the Reference Architecture up to and including R4. 


The HLR can be considered a subset of the HSS that holds the following functionality:


· The functionality required to provide support to PS Domain entities such as the SGSN and GGSN, through the Gr and Gc interfaces. It is needed to enable subscriber access to the PS domain services.


· The functionality required to provide support to CS Domain entities such as the MSC/MSC server and GMSC/GMSC server, through the C and D interfaces. It is needed to enable subscriber access to the CS Domain services and to support roaming to legacy GSM/UMTS CS Domain networks.


Functional Mapping to Basic Interfaces in the HSS 
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Figure 0-b: Example of a generic HSS structure with further breakdown into protocols over the basic interfaces

· MAP termination

HSS terminates the MAP protocol as described in MAP specifications: 


· User Location Management procedures


· User Authentication Management procedures


· Subscriber profile Management procedures, 


· Call handling support procedures (Routing information handling)  


· SS related procedures, etc…

· Addressing protocol termination


HSS terminates a protocol to solve addressing according to appropriate standards: 


· Procedures for user names/numbers/addresses resolution


· As an example, DNS+ protocol could be a suitable candidate, as it is being defined within the ENUM group in IETF (currently looking into URL/E.164 naming translation, etc…). 

[editor’s note: the statement above is too vague. It should be confirmed or deleted.]

· Authentication, Authorisation protocol termination

HSS terminates authentication and authorisation protocols according to appropriate standards:

· User authentication and authorisation procedures for IP based Multimedia services


· As an example, Diameter protocol could be a suitable candidate, as it is being defined within IETF.


[editor’s note: the statement above is too vague. It should be confirmed or deleted.]

· IM Control termination

HSS terminates the IP based MM call control protocol, according to appropriate standards:

· User Location Management procedures for IP based Multimedia services 


· IP based Multimedia Call handling support procedures (Routing information handling)

· As an example, the SIP protocol (or some parts of it, related with location procedures) could be a suitable candidate.


[editor’s note: the statement above is too vague. It should be confirmed or deleted.]

The Visitor Location Register (VLR)


A mobile station roaming in an MSC area is controlled by the Visitor Location Register in charge of this area. When a Mobile Station (MS) enters a new location area it starts a registration procedure. The MSC in charge of that area notices this registration and transfers to the Visitor Location Register the identity of the location area where the MS is situated. If this MS is no yet registered, the VLR and the HLR exchange information to allow the proper handling of calls involving the MS.


A VLR may be in charge of one or several MSC areas.


The VLR contains also the information needed to handle the calls set-up or received by the MSs registered in its data base (for some supplementary services the VLR may have to obtain additional information from the HLR). The following elements are included:


-
the International Mobile Subscriber Identity (IMSI);


-
the Mobile Station International ISDN number (MSISDN);


-
the Mobile Station Roaming Number (MSRN), see TS 23.003 for allocation principles;


-
the Temporary Mobile Station Identity (TMSI), if applicable;


-
the Local Mobile Station Identity (LMSI), if used;


-
the location area where the mobile station has been registered;


-
the identity of the SGSN where the MS has been registered. Only applicable to PLMNs supporting GPRS and which have a Gs interface between MSC/VLR and SGSN;


-
the last known location and the initial location of the MS.


The VLR also contains supplementary service parameters attached to the mobile subscriber and received from the HLR. The organisation of the subscriber data is outlined in TS 23.008.


The Authentication Centre (AuC)


The Authentication Centre (AuC) is an entity which stores data for each mobile subscriber to allow the International Mobile Subscriber Identity (IMSI) to be authenticated and to allow communication over the radio path between the mobile station and the network to be ciphered. The AuC transmits the data needed for authentication and ciphering via the HLR to the VLR, MSC and SGSN which need to authenticate a mobile station.


The Authentication Centre (AuC) is associated with an HLR, and stores an identity key for each mobile subscriber registered with the associated HLR. This key is used to generate:


-
data which are used to authenticate the International Mobile Subscriber Identity (IMSI);


-
a key used to cipher communication over the radio path between the mobile station and the network.


The AuC communicates only with its associated HLR over an interface denoted the H-interface (see clause 5).


The Equipment Identity Register (EIR)


The Equipment Identity Register (EIR) in the GSM system is the logical entity which is responsible for storing in the network the International Mobile Equipment Identities (IMEIs), used in the GSM system.


The equipment is classified as "white listed", "grey listed", "black listed" or it may be unknown as specified in TS 22.016 and TS 29.002.


This functional entity contains one or several databases which store(s) the IMEIs used in the GSM system.


The mobile equipment may be classified as "white listed", "grey listed" and "black listed" and therefore may be stored in three separate lists.


An IMEI may also be unknown to the EIR.


An EIR shall as a minimum contain a "white list" (Equipment classified as "white listed").


See also TS 22.016 on IMEI.


Focus is not the management of the boxes but data within those boxes)

(network data models)

11.
MANAGEMENT FUNCTIONS 


11.1
Common Functions


1.1.1 Information Element Management Function


This function provides the possibility to:


-
create and delete objects


-
replace attributes


-
add and remove values to and from attributes


-
get attribute values


-
initiate actions on objects


-
initiate notifications on configuration changes


1.1.2 State Management Function


This function defines the values of certain standardised state attributes and provides the possibility to:


-
report changes in the state attributes


-
read the state attributes


-
change the state attributes


-
initiate notifications on configuration changes


1.1.3 Relationship Management Function


This function provides the general attributes, operations and notifications for relationship management. 


1.1.4 
Alarm Reporting Function


This function provides the possibility to report alarms, errors and related information. 


1.1.5 Event Report Management Function


This function provides: 


-
the definition of a flexible event report control service allowing systems to select which event report are to be sent to particular managing systems.


-
the specification of the destinations (e.g. the identities of managing systems) to which event reports are sent.


-
the specification of a mechanism to control the forwarding of event reports, e.g. by suspending and resuming the forwarding of those reports.


-
the ability for an external managing system to modify the conditions used in the reporting of events.


-
the ability to designate a backup location to which event reports can be sent if the primary location is not available.


1.1.6 Log Control Function


It may be necessary to be able to preserve information about events that have occurred or operations that have been performed by, or on, the various objects. Resources may be allocated to store such information. In OSI management these resources are modelled by logs and log records contained in those logs.


The management needs for the type of information that is to be logged may change from time to time. Furthermore, when such information is retrieved from a log the manager needs to be able to determine whether any records were lost, or whether the characteristics of the records stored in the log were modified at any time.


The log control function provides


-
the definition of a flexible log control service which allows selection of records that are to be logged by a management system in a particular log.


-
the ability for an external system to modify the criteria used in logging records.


-
the ability for an external system to determine whether the logging characteristics were modified or whether log records have been lost.


-
specification of a mechanism to control the time during which logging occurs.


-
the ability for an external system to retrieve and delete log records.


-
the ability for an external system to create and delete logs.


11.2
Functions Required in the AUC



Create Subscriber in AUC


An appropriate IMSI-Ki pair for a subscriber needs to be transferred to the AUC and stored there prior to service provision for the subscriber in the HLR. The Ki is transferred and stored encrypted.


When a subscriber is created in the AUC a notification may optionally sent to originator and to others.



Interrogate Subscriber in AUC


This function may be necessary to query if a certain subscriber is installed within an AUC. It is not possible to interrogate the value of a Ki.



Delete Subscriber in AUC


After removing the service from the subscriber in HLR the data shall also be deleted within the AUC.


When a subscriber is deleted in the AUC a notification may optionally sent to originator and to others.



Modify Subscriber in AUC


This function is necessary to change writeable attributes of the subscriberinAUC object (e.g. Administrative State)


11.3
Functions Required in the HSS

11.3.1
Manage Directory Number in HSS


Create MSISDN in HSS

It is necessary to provide blocks of available directory numbers (MSISDN) in an HSS which can subsequently be connected to a subscriber in the same HSS (i.e. IMSI). If these MSISDN are not connected immediately to an IMSI, then either they need to be related to a (default) announcement, or their administrative states are set to locked. This ensures that calls routed to these MSISDN are treated in a consistent manner. An IMSI can only be connected to MSISDN which currently exist. The information related to the MSISDN is stored in the object msisdnInHSS.


When a MSISDN is created in the HSS a notification may optionally sent to originator and to others.



Modify MSISDN in HSS

The MSISDN (msisdnInHss object) may be modified in the following circumstances:


a)
Establishing a group relationship with an IMSI.



The MSISDN is associated with an IMSI via the subscriberInHss object. At the same time it is associated either for multi-numbering with one basic service, or for single numbering in which case several basic Services (basicServiceInHss objects) can be included. For multi-numbering a pointer to the bearer capability allocation (BCA) is stored for each MSISDN. The BCA consists of one or more bearer capabilities and is stored as an instance of the object bcaSetInHss. For both multi- and single numbering the corresponding associations (one or more) to the msisdnInHss objects are established within the basicServiceInHss objects.


b)
Modifying the relationship to an IMSI or to a BS.



If the MSISDN is associated with a different IMSI or with a different BS within an IMSI, then the appropriate attributes are changed. This change may trigger a MAP operation (see below).


c)
Modifying the BCA.



If the BCA of a BS is changed (in the case of multi-numbering) then either the pointer to the bcaSetInHss object in the msisdnInHss object can be changed to a new pointer, or a new BCA set can be set up i.e. a new instance of the object bcaSetInHss is set up and the pointer in the msisdnInHss object updated to point to this instance.


d)
Removing the relationship to an IMSI.



If the MSISDN is disconnected from a certain IMSI (i.e. the IMSI is removed from service or the IMSI is connected to a different MSISDN) then the attribute related to the IMSI is set to a null value. The attribute related to the announcement is set accordingly; or, alternatively, the msisdnInHss object is set to administrative state locked. The associations to the basic services are also removed.


When a MSISDN is modified in the Hss a notification may optionally sent to originator and to others.



Interrogate MSISDN in HSS

To query the data and associations of an MSISDN it is necessary to provide an interrogation function.



Delete MSISDN in HSS

To remove an MSISDN completely from an HSS. This is only possible if the MSISDN is not associated with an IMSI, and if the administrative state is locked.


When a MSISDN is deleted in the HSS a notification may optionally sent to originator and to others.


11.3.2
Manage Subscriber in HSS

Create Subscriber in HSS

To provide service to a customer the subscriber data related to an IMSI (subscriberInHSS information element) needs to be created within an HSS, and this data shall then be associated with one or more MSISDN. The data should only be entered in the HSS if there is a corresponding entry in the AUC.


Whether this is enforced within the HSS function or within the OSF is operator and implementation dependent because there is no MAP interface defined between HSS and AUC. (editors note – check this)

When a subscription is offered to a customer the network needs to know a certain amount of information related to the IMSI. This function describes the data needed by the Telecommunication Network (within the HSS) to operate.


It will not be necessary to input all attributes at once but the minimum set of attributes to ensure integrity of the data may be as follows:



IMSI



International Mobile Subscriber ISDN number (mainMsisdn)



Associated MSISDN



Administrative State



MS Category



The information element subscriberInHSS shall additionally contain at least one basic service group with one basic service.



It may also contain supplementary services with their data.


The operational state is set to enabled by the HSS itself only if the subscriber data is in a consistent state and the minimum set of attributes is supplied (see also subclause 6.4.5). Otherwise the operational state is set to disabled.


The remaining subscriber data can be added, removed or changed with the functions provided to modify the subscriber in HSS as described below.


The subscriber in HSS may be established in the following way (see also annex B):



The information element subscriberInHss is created in HSS with its attributes. This may only be possible if a corresponding information element subscriberInAuc already exists. The attribute administrativeState is set to locked.



An IMSI needs to be associated with at least one MSISDN, which is the mainMSISDN, and which has been allocated to a basic service to which the subscriber subscribes to. This number would normally be taken as that associated with the Teleservice Telephony, if that service is provisioned.



For each Basic Service required a basicServiceInHss information element and the relevant basicServiceGroupInHss information element will be created if they do not already exist. The basicServiceGroupInHss information element is contained in the subscriberInHss information element and the basicServiceInHss information element is contained in the basicServiceGroupInHss information element.



Each basic service may be associated with one MSISDN, and this MSISDN is associated with the IMSI and the basic service. In the case of multi-numbering a pointer to the information element bcaSetInHss is set within the information element msisdnInHss.



For each supplementary service (SS) to be provisioned, the appropriate supplementaryServiceInHss information element is created. These information elements are contained in the information element subscriberInHss. The necessary attributes are set depending on the SS involved (subscription options).



Some SS need parameters related to a BSG. If this is the case for each appropriate BSG additional ssInHssParameter information elements will be created, contained in the SS information elements and associated with the basic service groups.



The requirements for adding a CUG are described in the next subclause.



After input of all necessary data, the administrative state of subscriberInHss is set to unlocked. Now the subscriber is available for normal operation.


No MAP procedures are triggered with this function.


When a subscriber is created in the HSS a notification may optionally sent to originator and to others.



Modify Subscriber in HSS

This function is equivalent to the OM_Modify_Subscriber_req in GSM 09.02 clause 17.


The subscriber data within the HSS can be modified in the following ways:


a)
The modification is internal to the HSS.



When modification is internal to the HSS then it has no effect on the data in the VLR.



Whether or not a modification is only internal to the HSS depends on the attributes and their values, and need to be defined for each attribute.



Examples are: Changes to Barring of incoming calls, some changes to Operator Determined Barring, etc.



No MAP request primitive is initiated.


b)
Data are modified both in HSS and VLR.



This can be considered as the normal case for modifications these being either changes to attributes or provision of basic services and/or supplementary services.



The MAP-INSERT-SUBSCRIBER-DATA request primitive is initiated.


c)
Withdrawal of a basic service or a supplementary service.



If a basic or supplementary service is removed then the MAP-DELETE-SUBSCRIBER-DATA request primitive is initiated.


d)
The modification effects the roaming of the subscriber.



If data effecting the roaming of the subscriber are modified (e.g. roaming restrictions, certain Operator Determined Barring values), the MAP-CANCEL-LOCATION request primitive is initiated.


Which case is valid for a particular attribute is described within the behaviour of each object and attribute in Annex B.


Since most of the modifications of subscriber data require a sequence of system management functions it needs to be ensured that only consistent data are interrogated via MAP.


Therefore a modification of subscriber data needs to be implemented as an atomic action.


One way to achieve this would be the use of the administrative state locked. However, this would always require a MAP-CANCEL-LOCATION.


A more efficient method would be the implementation of an additional control status with the value partOfServicesLocked. For the HSS this means that the MAP services are locked from updating the data of this specific subscriber and the interrogations should work on old data. The administrative state remains Unlocked. If the modifications would imply inconsistency in subscriber data when the partOfServicesLocked value is removed from the control status all the modifications are disregarded and the old subscriber data remains valid.


The control status attribute is read-write and set-valued (see CCITT X.731). For possible values see Annex B. When the value of this attribute is the empty set, none of the status conditions described below are present.


Administrative state and control status are described in subclause 6.4.5.


Modification of attributes in existing objects



This means the replacing of an attribute value in an existing object. Since this is an atomic action then normally no additional measures are necessary, but if the subscriber data becomes inconsistent the operational state should be set accordingly (see section 6.4.5).



Depending on the attribute and its value either a MAP-INSERT-SUBSCRIBER-DATA, a MAP-DELETE-SUBSCRIBER-DATA or a MAP-CANCEL-LOCATION request primitive may be initiated.


Adding of a supplementary service



Each subscriberInHss object may contain supplementaryServicesInHss objects. 



In order to add a supplementary service to a subscriber, the control status of the subscriberInHss object is set to partOfServicesLocked, the appropriate supplementaryServiceInHss object will be created. 



Also depending on the SS the ssInHssParameter objects are created for each basicServiceGroupInHss. The attributes for these objects are set and they are associated with the basic service group.



Now the partOfServicesLocked value is removed from the control status and the MAP‑INSERT-SUBSCRIBER-DATA request primitive is initiated.


Adding of a basic service



Each subscriberInHss object may contain basicServiceGroupInHss objects which in turn will contain basicServiceInHss objects.



In order to add a basic service to a subscriber, the control status of the subscriberInHss object is set to partOfServicesLocked, the appropriate basicServiceInHss object is created and the relevant basicServiceGroupInHss object will be created if it does not already exist. 



The basic service may now be associated with an MSISDN (if multi-numbering), and the MSISDN is associated with the IMSI and the basic service. In addition (also for multi-numbering) a pointer to the object bcaSetInHss is set within the msisdnInHss object.



If a new basicServiceGroupInHss object has to be created, and there are existing SS, the following applies:



Some SS need parameters related to BSG. In this case additional ssInHssParameter objects are created, one for each related SS, which are contained in the SS objects and associated to the basic service group.



For CUG, the ssInHssParameter objects are only created if the basic service group is also added to the associatedOwnerBSG attribute in at least one ssInHssCUGSubscription object.



Now the partOfServicesLocked value is removed from the control status and the MAP-INSERT-SUBSCRIBER-DATA request primitive is initiated.


Adding of a CUG



The control status is set to partOfServicesLocked.



If this is the first CUG the object ssInHssCUG will be created. Then the object ssInHssCUGSubscription, which contains the attributes for this CUG, will be created. A maximum of 10 of these objects is possible and the identification is the CUGIndex.



Then for each basic service group associated via the assocOwnerBSG attribute in the ssInHssCUGSubscription object an ssInHssParameter object will be created, if it does not already exist, and it will be associated with the basic service group.



Now the partOfServicesLocked value is removed from the control status and the MAP-INSERT-SUBSCRIBER-DATA request primitive is initiated.


Removing of a supplementary service



The control status is set to partOfServicesLocked.



The supplementaryServiceInHss object will be deleted together with any ssInHssParameter objects it contains. Any associations in the basicServiceGroupInHss objects are removed.



Now the partOfServicesLocked value is removed from the control status and the MAP-DELETE-SUBSCRIBER-DATA request primitive is initiated.


Removing of a basic service



The control status is set to partOfServicesLocked.



The basicServiceInHss object is deleted and the association to the MSISDN is removed. For multi-numbering the msisdnInHss object is either locked or set to an announcement. For single numbering the msisdnInHss object is either locked or set to an announcement only if the basic service being removed is the last basic service subscribed to by the subscriber.



If the associated basicServiceGroupInHss object is now empty, it is deleted and also all associated ssInHssParameter objects have to be deleted.



If the basic service group is associated with ssInHss​CUG​Subscription objects, the association has to be removed. 



Now the partOfServicesLocked value is removed from the control status and the MAP-DELETE-SUBSCRIBER-DATA request primitive is initiated.


Removing of a single CUG


The control status is set to partOfServicesLocked.



The ssInHssCUGSubscription object and the ssInHssParameter objects which only apply to this ssInHssCUGSubscription object are deleted. The associations to the deleted ssInHssParameter objects in the BSG objects will also be removed.



If the supplementaryServiceInHss object for CUG is now empty then it is also removed.



The partOfServicesLocked value is then removed from the control status and the MAP-DELETE-SUBSCRIBER-DATA request primitive is initiated.


When a subscriber is modified in the Hss a notification may optionally sent to originator and to others.



Deleting Subscriber in HSS

This subclause defines the function necessary following cessation of a subscription. The function is equivalent to the OM_Delete_Subscriber_req in GSM 09.02 clause 17.


For this purpose the Administrative State is used. An IMSI and its associated data can only be removed if the IMSI is in administrative state Locked.


The sequence to be employed needs to ensure data integrity across the network and should consist of the procedure as described in subclause 6.4.5.


If the IMSI is in state Locked, the subscriber data now can be subsequently removed from the data base. This means deleting the object subscriberInHSS with all contained objects.


The relationships to the corresponding MSISDN have to be removed and the MSISDN objects have to be set to announcement, locked or deleted.


When a subscriber is deleted in the HSS a notification may optionally sent to originator and to others.



Interrogating Subscriber in HSS

It shall be possible to interrogate subscriber data in HSS in order to respond to subscriber enquiries.



Removing Subscriber Temporarily from Service


In order to update data, or to avoid fraudulent usage and/or complaints from a subscriber, an Operator of a PLMN needs to be able to invalidate subscriber data within the HSS and VLR for a certain period of time. This would be needed, for instance, if the Operator was aware of non-paid bills by a particular subscriber. The following possibilities exist:


Operator Determined Barring:



Most of the above requirements can be achieved with the Operator Determined Barring feature as described in GSM 02.41 and GSM 03.15. This feature is not applied to Emergency Calls.


Administrative State:



This attribute has the values Unlocked, Shutting down and Locked (see CCITT X.731). If the state is Locked, the subscriber is temporarily removed from service.



In the Locked state the service will not be offered again until a restore function has been activated by the PLMN Operator (unlockSubscriberInHss). The HSS needs to inform the VLR; which is a necessary feature with respect to interworking between PLMN. An established call will not be prematurely cleared since the VLR provides the subscriber status to the MSC only on subsequent request for calls or services. Should there be an urgent requirement to clear a call then NM procedures to be defined may be applied.



Emergency calls based on the IMSI are not allowed in such a situation, but there is still the possibility to make emergency calls based on the IMEI.



Procedure to remove subscriber from service:


-
In principle the state transitions as defined in CCITT X.731 apply.


-
The action lockSubscriberInHss is performed on the managed object instance related to the IMSI. The administrative state is set to Shutting Down.


-
HSS initiates a MAP-CANCEL-LOCATION request primitive, if necessary, to the  relevant VLR (see GSM 03.12 and 09.02). This point is essential to interworking between PLMN.


-
A confirmation is generated once the sequence is complete.


-
After reception of the confirmation the administrative state is set to Locked.



In administrative state Locked then subsequent call establishment or location update requests will be rejected.



Procedure for restoring subscriber to service:



Restoring service is achieved by the action unlockSubscriberInHss, which means all functions are now available to the subscriber. However, the MS needs to register again.


Control Status



Most of the modifications of subscriber data require a sequence of basic TMN management functions, therefore it needs to be ensured that only consistent data are interrogated via MAP.



This implies that a modification of subscriber data needs to be implemented as an atomic action. Specific support of atomic synchronisation and cross-object synchronisation in a particular open system is, according to CCITT X.720, a matter local to that system.



Implementation of the administrative state Locked has the drawback that a MAP-CANCEL-LOCATION is always initiated, which in most cases would not be necessary.



A more efficient method would be the optional use of the control status setting its value to 'partOfServicesLocked'. For the HSS this means that the MAP Services are locked from updating the data of this specific subscriber, and that interrogations should work on old data. The administrative state remains Unlocked.



The control status attribute is read-write and set-valued (see CCITT X.731). For possible values see Annex B. When the value of this attribute is the empty set then none of the status conditions described below are present.


If the administrative state is set to Locked, then MAP Interrogations are rejected.



System management functions required:



Actions: 



Lock MAP Service



Unlock MAP Service


A notification may optionally sent to originator and to others.


Operational State



This attribute can have the values Enabled or Disabled (see CCITT X.731). If the state is Disabled the subscriber is temporarily removed from service.



The operational state is set to Enabled by the HSS itself only if the subscriber data is in a consistent state and the minimum set of attributes is supplied. In particular a main MSISDN and at least one basic service needs to be supplied, otherwise the operational state remains Disabled even if the administrative state is set to Unlocked.



If during subsequent modifications the subscriber data becomes inconsistent again (e.g. all the basic services are deleted), the operational state is again set to Disabled by the HSS, and the HSS initiates a MAP-CANCEL-LOCATION request primitive, if necessary, to the  relevant VLR.



In operational state Disabled subsequent call establishment or location update requests have to be rejected.



Managing of Regional Subscription Zone Lists


A regional subscription zone list is defined as a set of one or more zones where regional subscription is required. The zone list is not included directly in the subscriber profile but held separately in the object rsziListInHss.


The use and interpretation of the zone identities is not defined in the present document. Each list can be stored as an instance of the object rsziListInHss. A pointer consisting of the RDN of the rsziListInHss object can be stored per subscriber in the subscriberInHss object.


A notification may optionally sent to originator and to others.



Managing of Bearer Capability Allocation


In multi numbering systems the bearer capability allows call compatibility checking on incoming calls to each allocated msisdn individually. To accomodate this a Bearer Capability Allocation (BCA) consisting of one or more individual bearer capabilities can be allocated to an msisdn for a subscriber.


A Bearer Capability Allocation is defined as a set of one or more bearer capabilities. Each set is stored as an instance of the object bcaSetInHss. A pointer consisting of the RDN of the bcaSetInHss object can be stored per msisdn.


A notification may optionally sent to originator and to others.


11.4
Manage Subscriber in VLR



Create Subscriber in VLR


A subscriber profile in VLR can only be created by an internal operation. It cannot be created by a management operation although the event of creation can optionally be notified.


A notification may optionally sent to originator and to others.



Interrogate Subscriber in VLR


It shall be possible to interrogate subscriber data in VLR to respond to subscriber enquiries.



Modify Subscriber in VLR


A subscriber in VLR can only be modified by internal operation. It cannot be modified by management operation although the event of modification can be notified optionally.


A notification may optionally sent to originator and to others.



Delete Subscriber in VLR


Subscribers within the VLR may be deleted, but there is no means to prevent a subscriber from registering again immediately.


A notification may optionally sent to originator and to others.



Identity Request in VLR


The function is equivalent to the OM_Subscriber_Identity_req in GSM 09.02.


This function allows an operator to retrieve the IMSI of any MSISDN via the MAP_SEND_IMSI request primitive from the relevant HSS.


11.5
Functions Required in the EIR



General List Administration


The three lists white, black and grey have similar structures and are all managed in the same way. The lists are composed of objects each covering IMEI ranges. If an individual IMEI is required to be stored on a particular list then this can be done by storing the IMEI as a range of one.


The reason that the entries on the lists are stored as ranges is due to the fact that the IMEI ranges are considered to form an individual entity particularly for the white and the grey lists, i.e. that a range is created composing of IMEIs which logically belong together. The black list would generally (but not necessarily exclusively) be composed of individual IMEIs The possibility to alter such a range once created is not considered necessary and so a modify function is not included. The function, if needed, would be performed by the original object being deleted, and one or two (depending on where the range alteration lies) new objects being created in its place.


A new object instance (i.e. a new range of IMEI) can only be created on a list if no part of the specified range of IMEI already exists in the same list. This will be ensured by the firstImei and lastImei of the new object being checked against the firstImei and lastImei of the object instances already existing in the list.


Only valid IMEIs will be stored in the EIR lists.


A valid IMEI is composed of 15 digits, of which the 15th digit (i.e. the spare byte) is assigned the value zero while the usage of this digit is not clearly specified.


Interrogation can be performed by specifying the values of the firstImei and the lastImei required using a filter to select the objects in the range of IMEI required.



Create WhiteEquipmentInEir


This object is created according to the rules defined in subclause above.


A notification may optionally sent to originator and to others.



Delete WhiteEquipmentInEir


A notification may optionally sent to originator and to others.



Interrogate WhiteEquipmentInEir


It shall be possible to interrogate data in the equipmentInEir objects according to the rules defined in subclause 6.6.1 above.



Create GreyEquipmentInEir


This object is created according to the rules defined above.


A notification may optionally sent to originator and to others.



Delete GreyEquipmentInEir


A notification may optionally sent to originator and to others.



Interrogate GreyEquipmentInEir


It shall be possible to interrogate data in the equipmentInEir objects according to the rules defined above.



Create BlackEquipmentInEir


This object is created according to the rules defined above.


A notification may optionally sent to originator and to others.



Delete BlackEquipmentInEir


This object is deleted according to the rules defined in above.


A notification may optionally sent to originator and to others.



Interrogate BlackEquipmentInEir


It shall be possible to interrogate data in the equipmentInEir objects according to the rules defined in subclause 6.6.1 above.



Process EIRManagementFile


This is part of the Bulk Transfer Management of the EIR. When the transfer of a management file towards an NEF is completed the NEF is requested to start processing the management file by performing the management operations that are held in that file. This start is initiated by a startManagementFileExecution Action.


When the execution of the management file has ended the NEF informs the OSF by sending a managementFileExecuted Notification. This notification can be stored to log as managementFileExecutedLogEntry.


A notification may optionally sent to originator and to others.



Interrogate EIRManagementFileExecution


This is part of the Bulk Transfer Management of the EIR. Using this management function the OSF may interrogate the NEF at any time about the progress of the management file execution.



Remove EIRManagementFile


When the OSF has decided that management file(s) can be disposed of in the NEF, the NEF is informed about this using a disposeOfManagementFile Action.


11.6
IMS functions 

Add HSS-IMS functions 


Create/modify/interrogate /delete IMS related data


(e.g. name and address info of application server and filter info)


















12.
Security


This section will need to address the relationship with the security mechanisms used in the Network since the subscription management feature will need to bridge between the 3GPP network security functions and the security used in main stream e-commerce solutions such as those in ebXML  Reference GUP doc 


Do we need more e.g threats???

13
Relationship to Open Service Architecture


Tba


·  
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