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Foreword

This Technical Specification has been produced by the 3GPP.

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of this TR, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3 or greater
indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the specification.

Introduction

The 3GPP Generic User Profile is the collection of data that is stored and managed by different entities such as the UE, the Home Environment, the Visited Network and Value Added Service Provider, which affects the way in which an individual user experiences services. The 3GPP Generic User Profile is composed of a number of User Profile Components. An individual service may make use of a number of User Profile Components (subset) from the Generic User Profile.

1 Scope

This Technical Specification defines the stage one description of the User Profile. Stage one is the set of requirements for data seen primarily from the subscriber’s and service providers’ points of view.

This TS includes information applicable to network operators, service providers, terminal and network manufacturers.

This TS contains the core requirements for the User Profile.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies.

-
A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

[1]
3G TS 21.133: "3G Security; Security Threats and Requirements"

[2]
3G TS 21.905: “Vocabulary for 3GPP Specifications”

[3] 
3G TS 22.121: “Service aspects (Virtual Home Environment)”

3 Definitions and abbreviations

Definitions and abbreviations used in the present document are listed in TR 21.905 [2]. For the purposes of this document the following definitions and abbreviations apply:

3.1 Definitions

Application: A value-added service which requires use of, or provision of the User Profile. 

Client: in the content of User Profile the client is a device (or service) that is the subject to receive User Profile data from a User Profile storage area/server.

End user: a person who interacts with a user agent to view, hear or otherwise use a rendered content.

Server: a device (or service) that provides or stores User Profile data. A server may accept or reject a connection to User Profile data.

User agent: is any software or device that interprets resources. This may include textual browsers, voice browsers, search engines etc.

3.2 Abbreviations

For the purposes of this document the following abbreviations apply:


URL – Uniform Resource Locator.

4 Requirements

The following list gives the high level requirements for the User Profile:

4.1 General 

The 3GPP Generic User Profile shall help enable content personalisation, handling of variations, and service behaviour control for the user. It contains the user preferences, policies and capability descriptions which support the Virtual Home Environment concept [3]. It does not contain run-time data, historic-statistical data and user created data (i.e. messages)

4.2 Service Aspects

Services are customised and personalised by the 3GPP Generic User Profile.
[note: further work required]

4.3 Location, Distribution and Recovery 

Location and distribution of the User Profile shall be supported between the following entities:

· (U)SIM

· Mobile Equipment (ME)

· Entities of the Home Environment (e.g. network databases such as HSS, GPRS Radius Server, SMSC, MMS Server)

· Entities of the HE-VASP (e.g. WAP Gateways, MExE Servers)

4.4 Management, Provisioning and Access

The collection of all data in the various User Profile storage entities for a particular user constitute the user’s User 

Profile and may need to be accessed by:

· The network entities that perform call/session control 

· The operator for OA&M administration

· Applications for operator specific services

· OSA to provide  secure a access mechanism for HE-VASP’s services

It shall be possible based on user privacy settings, to permit the secure authorised access by the network operator, HE-VASP and user to:

· create one or more User Profiles

· request information contained in a User Profile

· delete a User Profile

· modify a User Profile

· define the default User Profile

· define the criteria for automatically selecting User Profiles

4.5 Synchronization Aspects

Mechanisms shall be standardised to support the mutual synchronisation of the User Profile information stored in the ME, (U)SIM, Home Environment and HE-VASP. The HE shall be able to perform a synchronisation of the User Profile when it is deemed appropriate. The user shall be able to defer a User Profile synchronisation if she desires and schedule it for a later time. It shall be possible for the user to pre-define when synchronisation of the User Profile should take place (e.g. when services data is modified).

4.6 MMI Aspects

The user shall be able to activate, deactivate, and customise a user profile from .

[note: further work required]

5 Security 

Access to the 3GPP Generic User Profile data shall be performed in a secure and authenticated manner, and the integrity of user profile information shall be assured.

The “Security Threats and Requirements” specified in 21.133 [1] shall not be compromised.

It shall be possible to deny unauthorized access to the 3GPP Generic User Profile. An authorization may be based on the following,

· identity of the accessing user agent, server or device 

· the destination user, device or user agent

· user profile specific attributes such as priority and content type

Third parties must have authorization from the User and PLMN Operators in order to access the 3GPP Generic User Profile.
6 Privacy

It shall be possible for the user to express privacy requirements for the User Profile that can be used to determine access rights.
 [Note: further work required]

7 Charging

It shall be possible to support charging for the management and use of User Profiles, and for access to User Profiles (e.g. for capability negotiation or remote diagnostic information gathering)

8 Roaming

The 3GPP Generic User Profile shall be available globally when roaming.

9 Interworking

Further work required.

Annex A (informative):
Example 3GPP Generic User Profile use cases
1. Initial Configuration (Bootstrap)

· Precondition

· No settings made, user with a 3G subscription

· Actions

· Settings, partly based on user profile downloaded over the air, via local link or similar

· The download initiated by the service provider, network operator, 3rd party or user

· User Data

· Setting received could include basic connectivity configuration parameters and the user’s security policy

· Post-condition

· The user's phone/device ready to use. Basic settings needed to start and run initial applications ready

2. Backup  / Restore of User Profile

· Precondition

· The phone is configured, all the user preferences are set. 

· The settings include user profile parameters such as generic parameters, service personalisation parameters, user’s security policy and other user preferences

· Actions 

· The user wishes to backup or restore the current version, or parts of the current user profile to the network, or to another user's terminal.

· The backup/restore is performed via local link or remotely towards the network

· The backup/restore can be initiated by the user, the service provider, 3rd parties or the network operator

· User Profile Storage

· Secure area of the (U)SIM or ME or retained in the network by the service provider. User private data is only stored in the network with the user permission.


3. Content Negotiation

· Precondition 

· The user has set his preferences

· Terminal type capability information is stored in ”inter net”

· Actions

· The user initiates request for content. The request contains:

User preference fetched from the UP

Reference to the capability information is stored in ”inter net”
Deviating capability information
- Returned content selected or tailored according to User preferences and capability information

4. Application Access to User Profile Data using OSA
· Precondition 
· The OSA application is registered with the OSA framework
· The OSA application is authorised to access the user profile management Service Control Function and use methods which permit read/write data in user profiles
· Actions
· The application uses OSA to read/write data in the user profile of the user
· The network provides the requested data or modifies the data as requested 


· Post-condition 

· Consistency of the user profile data

5. Notification of user subscription to an HE-VASP application using OSA

· Precondition 
· The OSA application from the HE-VASP is registered with the OSA framework

· The OSA application is authorized to receive subscription / unsubscription notifications
·  The OSA application has subscribed  to the notification permitting to it to know when new users have subscribed to the service implemented by the OSA application
· Actions

· A new user subscribes to the service implemented by the OSA application

· The Home Environment notifies the OSA application about a new subscription and provides it with relevant information (e.g. identity of the user)

· Possibly the OSA application provides the home environment 
with a link (e.g. URL) to a location where the user can customize the 
service
· Post-conditions

· The OSA application can now have access to home environment -owned user profile information for this user, provided that it is granted the related access rights

· The user can customize service data for the service implemented by the OSA application


6. Customization of service specific data for a VHE service provided by an HE-VASP

· Preconditions 

· The user has a VHE subscription

· The user is subscribed to the service provided by the HE-VASP

· There is a link from the user Personal Service Environment (PSE) to the HE-VASP for service customization
· The user has access to her PSE and has successfully been logged to it
· Actions

· The user accesses her PSE and decides to customize the service provided  by the HE-VASP 

· She transparently access a service customization interface provided by the HE-VASP (possibly via a hyperlink)


· She defines/modifies service customization data, which are managed 
and stored by the  HE-VASP
· Post-condition

· Next time she uses the service, new customization data will be used

7. Terminal Management – Helpdesk

· Precondition 

· A user is complaining because his pocket web browser does not work. He calls the helpdesk

· Actions

· A helpdesk person at an operator, service provider or enterprise verifies that the correct operating parameters are set on the device of a complaining user


· Post-condition 

- The user's is happy. The pocket web browser is running correctly
Annex B (informative):
Recommended User Profile content

· General Information

· Not controlling functions.

· General User Information (Name, address, age, sex, ID)

· General Subscriber Information (Name, bill info, users)

· Capability description

· Describe capacity. Normally not settable.

· Terminal capability

· User interface capabilities

· Communication capabilities

· Synchronisation capabilities

· MExE capabilities

· WAP Browser capabilities

· User’s preferences
· User’s ”wishes”. Sent to servers. Used for ”content selection”.

· User interface preferences (language, event notifications..)

· Browser appearance (User's preference for displaying frames)
· Preferred memory usage
· IPMM preferences
· Parameters
· User interface (Ring volume, Vibrating alert, Ring signals, Melodies, Key sound)

· WAP Parameters (Bookmarks; Gateway: Internet account, Gateway IP address, User ID, Password, Datamode, Security, Show images, Response timer)
· User security policy (application download, ciphering, positioning)

· User Security data (Secret keys, user name)

· Supplementary Services settings

· IPMM settings (QoS profile, max nob sessions, roaming restrictions)
· Identifiers/addresses/references (IMSI, IMEI, MSISDN…)
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