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Abstract: Sensing is a proposed new service in 3GPP which will move beyond the communication capability previously specified. Considerations when writing service requirement with respect to confidentiality, integrity and availability needs to be taken. The proposal is to capture this under the considerations chapter.
The technology opens for many cases where bystander privacy can be affected. Previously 3gpp are “only” keeping track on UE’s now the proposal is that anything could be tracked. Potentially we will see legislations that might also differ in different regions, this must also be considered when writing the service requirement for this. 
1. Introduction
The proposal is to collect considerations on confidentiality, integrity and availability for the different use cases in this chapter, this will then also need to be reflected in the result of the study.   
4. Proposal
It is proposed to agree the following changes to 3GPP TR 22.837 and potentially to introduce CR to reflect some specific requirement for each use case. 
For the use case “5.1 Intruder detection in smart home” mechanisms need to be in place to ensure that the owner of the home should be in control of how sensing information is used, as already appropriately indicated by requirement P.R.5.1.6-3. 
[Use case 5.2, Detecting that something or someone is on the road is an important safety function. In addition, generally no specific individuals are identified. As a result, the authorization is typically easy. However, there may be availability and accuracy requirements. One might also consider that in some deployments there could be a willingness to share information only to local recipients, such as nearby vehicles.”
[Use case 5.3] This use case is unlikely to pose some security issues. Sensing rain and fog etc would most certainly be ok. The data could be distributed both locally and more broadly. The data could be interesting both in real time as well as historically for statistical reasons.  



* * * First Change * * * *
[bookmark: _Toc104210785]6	Considerations
6.X	Considerations on confidentiality and integrity, and availability 
6.X.1	General 
When introducing sensing technology, new aspects on confidentiality, integrity, and availability need to be considered, to ensure that these aspects are considered already when proposing service requirements. 
For instance, with sensing technology by-standers can be affected in a completely new way, previously only UEs have been able to be tracked but now sensing capabilities may enable tracing and potentially identification of anything in the environment, including humans that do not carry a UE, or any objects. This has implications for privacy. Obviously humans should have a right to privacy.
Of course, factors such as resolution, updating frequency, and type of application influence the security implications. 
Requirements to minimize the risk of unwanted usage and awareness of the usage needs to be considered in stage 1. These are captured in the next chapter.
6.X.2	Potential New Requirements 
A set of general new requirements can be identified:
The 5G system shall limit the sensing information flow to users authorized to receive that information.
The 5G system shall have sufficient data protection mechanisms in place for sensing data.
The 5G system shall support appropriate level of sensing for both situations where consent can be obtained from the sensing targets, and where it cannot.
The 5G system shall ensure the availability of the sensing service, as appropriate for the application in question. 

* * * End of Change * * * *
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