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5.x
Use of Ambient IoT devices in substations in smart grids
5.x.1
Description

With around 80 million kilometres of transmission and distribution lines worldwide, electricity networks are the backbone of secure and reliable power systems. As stated in the World Energy Outlook 2020 [y1], significant investment takes place in new network capacity between 2019 and 2030 as a result of growing demand for electricity, the addition of new renewable generation capacity and the need to develop smart grids. The expansion of electricity networks to 2030 is about 80% more than over the past decade. Around 30% of the increase in transmission lines and 20% of the increase in distribution network lines are attributable to the increase of renewables. Over the next ten years, around 16 million km of existing distribution lines and 1.5 million km of transmission lines need to be replaced or digitalised, together with switching equipment, transformers, meters and other crucial components. In regions with older power systems, such as the United States and the European Union, roughly one-fifth of current networks need to be replaced or digitalised; this corresponds to 2.7 million km in the United States and 3.7 million km in the European Union. More than 60% of global line replacements and new lines are in emerging market and developing economies, with China alone accounting for a third of what is needed (over 7 million km). 
Smart grids with wide use of IoT devices have a vital role to play in supporting the penetration of variable renewables electricity sources. IoT offers a wide number of applications in the energy sector, i.e. in energy supply, transmission and distribution, and demand [y2]. In particular substations are a significant part of the electrical power grid. Through these stations, the voltage level is converted from high voltage to low voltage using (transformer). The substation transfers power to distribution stations by the transmission lines (see (a) in figure 5.x.1-1). Monitoring electrical substations are necessary to detect faults and treat them, because if left unattended, it may lead to electrical problems and cause long-term consequences. These problems not only cause energy losses but also lead to electrical outages and losses in expensive equipment, in addition to injuries and accidents such as fire. Therefore, monitoring of substations and their equipment is important to ensure safety, protection, and stability in the electric power networks. Different types of sensors (e.g. temperature and humidity sensors) can be used in the outdoor ultra-high voltage substation (see (b) in figure 5.x.1-1) to detect the anomaly and trigger predictive maintenance. In addition, various sensors can be used in other use cases in the power transmission and distribution networks (see (c) to (e) in figure 5.x.1-1) for remote monitoring and protection purposes.
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(a) Overview
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(b) Outdoor ultra-high voltage substation 
(Possible issues such as poor contact can cause faulty service.)


[image: image3]
(c) Indoor/outdoor shielding cabinet 
(Problems such as poor wire connection can cause short circuit or even fire.)
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(d) Underground transmission and distribution lines
(Possible issues include that the underground cables can be cut or bitten by rats, and can be damaged due to the faulty drainage system.)
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(e) Aerial transmission and distribution lines 
(Possible issues include that the aerial cables can be vibrated or displaced, and difficult to provide power sources for sensors to monitor these parameters.)
Figure 5.x.1-1: Transmission and distribution networks in smart grids
For these use cases, the data acquisition process is typically not latency-critical, but a large number of sensors have to be efficiently connected, especially since many of these sensors have limited power source. Moreover, lifespans of the field IoT devices are expected to be one decade or longer, which is one of the main differences compared with consumer products. Many production systems are subject to regulatory approvals (e.g., safety certification), changes to a running production system have often to be avoided. Often sensors are deployed in locations that are inaccessible, where physical replacement would be unduly expensive. Research continues to develop efficient communication techniques to meet the requirements, among which ambient power-enabled IoT (Ambient IoT) [y3] is very promising to enable wireless communication with minimum energy consumption. The Ambient IoT devices typically are battery-less or with limited energy storage capability, and obtain energy from the environment. 
5.x.2
Pre-conditions

GreenGrid has installed wireless sensors (tags), one form of Ambient IoT devices, in the outdoor ultra-high voltage substations of their power transmission and distribution networks to monitor the corresponding parameters to detect malfunctioning and broken elements in the surrounding environment. This environment is typically monitored using various types of sensors such as temperature sensors, humidity sensors, pressure sensors and vibration sensors. Remote monitoring along with a classification of the anomaly can help with predictive maintenance. For example the sensor data (e.g. temperature, humidity) can be used to detect high-temperature problems (which is a typical indication of poor connection), excessive humidity (which could be due to floods), etc. 5G network is deployed to allow these tags to communicate to the network.  
5.x.3
Service Flows 
1. The tags (wireless sensors) measure the environmental parameters, such as temperature, humidity, pressure and vibration. For temperature, humidity and pressure measurement, typical sampling rate is 10 Hz with sample size of 32 bits, thus the data generation per tag is about 320 bit/s. For vibration measurement, typical sampling rate is 10 Hz with sample size of 96 bits, thus the data generation per tag is about 960 bit/s.

2. Upon the request from the application function, the 5G network transmits signals intending to start inventory process. Once detecting the signals from the 5G network these tags can respond to the command.

3. These tags send the identification information to the 5G core network and complete the authentication procedure. 
4. The 5G core network, based on the requests issued by the application function, performs operations such as "inventory", "read" and "write" on the tags correspondingly. "Inventory" operation is to read the tag identifier. "Read" or "write" operations are to read or write sensor data.
5. The 5G core then sends the results of the operations to the application function. The application function includes diagnostic functions that analyze the sensor data and detect the anomaly and trigger predictive maintenance when necessary.
5.x.4
Post-conditions
The 5G system enables efficient communication, with enhanced security and tens of meter-level positioning accuracy, for the tags (wireless sensors) installed in the power transmission and distribution networks for remote monitoring and protection purposes.
5.x.5
Existing features partly or fully covering the use case functionality

Service requirements for MTC (Machine-Type Communications) have been captured in TS 22.368 [x1] since release 10, which specifies the service requirements for network improvements. In addition to the common service requirements, specific service requirements have also been defined corresponding to the following MTC Features:

-
Low Mobility;

-
Time Controlled;

-
Small Data Transmissions;

-
Infrequent Mobile Terminated;

-
MTC Monitoring;

-
Secure Connection;

-
Group Based MTC Features:

-     Group Based Policing;

-    Group Based Addressing. 

Resource efficiency is one of the key service requirements for IoT, for which there are a few requirements specified in 3GPP TS 22.278 [x2] and 3GPP TS 22.261 [x3]. The target IoT scenarios have been described as 

As sensors and monitoring UEs are deployed more extensively, the need to support UEs that send data packages ranging in size from a small status update in a few bits to streaming video increases. A similar need exists for smart phones with widely varying amounts of data. Specifically, to support short data bursts, the network should be able to operate in a mode where there is no need for a lengthy and high overhead signalling procedure before and after small amounts of data are sent. The system will, as a result, avoid both a negative impact to battery life for the UE and wasting signalling resources.

The related service requirements are kept at a relatively general level, e.g.

The 5G system shall minimize control and user plane resource usage for data transfer from send only UEs.

The 5G system shall minimize control and user plane resource usage for stationary UEs (e.g. lower signalling to user data resource usage ratio).

The 5G system shall minimize control and user plane resource usage for transfer of infrequent small data units.

The 5G system shall optimize the resource use of the control plane and/or user plane for transfer of small data units.

Additional consideration need to be given in support of Ambient IoT devices that are battery-less or with limited energy storage capability, which present new challenges to the 5G system. 
5.x.6
Potential New Requirements needed to support the use case

 5.x.6.1
KPIs for the use of Ambient IoT devices in substations in smart grids
[PR 5.x.6.1-1] The 5G system shall provide the network connection to address the KPIs for the use of Ambient IoT devices in substations in smart grids, see table 5.x.6.1-1.
Table 5.x.6.1-1 – Potential key performance requirements for the use of Ambient IoT devices in substations in smart grids
	Scenario
	Max. allowed end-to-end latency
	Max. instantaneous device power consumption
	Service bit rate: user-experienced data rate
	Message

Size
	Device density
	Communication Range
(meters)
	Service area dimension

	Remote monitoring of  transmission and distribution networks in smart grids
	[1 s]
	[500] µW
(note 4)
	[< 1kbit/s]
	Typically 
[< 100 bytes]
(note 1)
	[< 10,000 /km2]
(note 3)
	Outdoor: [> 50] 
	[several km2 up to 100 000 km2]
(note 2)

	NOTE 1: Electronic Product Code standard [y4], this size is the payload size.  
NOTE 2: The service are refers to the overall size of transmission and distribution networks. Typically the size of the individual substations varies from 100m x 200m to 500m x 600m.
NOTE 3: The device density is calculated based on an individual substation, where typically several hundreds of Ambient IoT devices are required to monitor the environmental parameters. 
NOTE 4: The power consumption takes into account of the power needed for communication and sensor functions.


Editor’s Note: The KPIs in the above table need to be revisited.
5.x.6.2 
Service requirements for use of Ambient IoT devices in substations in smart grids
Editor’s Note: the potential requirement is FFS.
[PR.5.x.6.2-1] The 5G system shall support suitable communication mechanisms for Ambient IoT devices.
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