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The requirement of data integrity in verticals 
• Data collected from IoT devices/sensors is mostly sent to service platform directly, e.g. position data in logistics services.  
• However IoT data for finance related services may be very crucial. Hence verticals such as supply chain finance and insurance 

have strict requirements for data integrity, e.g. environment data(e.g. temperature and windspeed) for agricultural insurance 
and warehouse data (e.g. number and weight of goods) for inventory financing. Those services require to data  exchange 
from IoT devices/sensors to the third party SP（service provider).

Gap between 3GPP and requirement of verticals

• While data integrity methods are provided within the 3GPP network, there are gaps of how to verify data integrity as a 
service between a UE to 3rd party Service Providers using the 3GPP Network.

• Moreover, data integrity is important for data verification services(e.g. an insurance claim)
• In any case, all kinds of IoT UEs and SPs of the enterprises above are connected to MNO’s networks, especially the more 

extensive cross industry SP business model. 
• Need to get ready to provide a mechanism to realize data integrity verify service for the community in the interest alliance.
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Cold chain logistics

• During the transportation of vaccines/drugs, vaccines/drugs containers in cold chain logistics may be 

equipped with IoT sensors which send data to the vehicles. Those vehicles connect to a SP platform by 

3GPP network for data gathering and processing. Monitoring is very critical since the products in the 

container may exceptionally sensitive to changes in pH, temperature and even light conditions. 

• Ensuring the trustiness of the collected environment data in each container/sensor is necessary to the 

service in order to guarantee vaccine/drug activity.

• In this use case, the requirements are to achieve the data integrity for the environment data from IoT 

sensors to the SP.

• Moreover, If problems arose, SP (hospital or vaccine company) would claim to trace and verify all the 

environment data during transportation afterwards.  
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Example of Logistics

1. IoT UE=Vehicles belonging to logistics companies that deliver vaccines and medicines.
2. Data+data signature=application data(temperature in the container) and related digital signature (IoT UE 

source) . 
  NOTE: Application data and data signature is only transmitted .3GPP would not store or process any of this 
part of data. (3GPP does not want to repeat the work of OPC UA)
      Application collected data(temperature in the container)+hash algorithm+UE private key->Data signature

Hospital

Logistics

UE : Application data(temperature in the container) 
+Data signature

The red circle is the way of work of logistics company and UE in the application layer. These UE are usually the terminals of the Internet of things, which is 
the scope of our discussion.
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MNOs play the trusted party

CR part 1 :  a third-party service provider.

3.    Third parity service providers’ Problem
When SPs are cross industry, for example hospital and Logistics. UE and the application server are the two 
parties that want to communicate. But in that case the application server is not offered by a trusted third 
party, as the trusted third party is not one of the end-points in the communication. MNO plays the role of 
trusted third party, as it is trusted by both the UE and the application server. 
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One way to achieve

4.   Verify the integrity
     Logisics company requires to verify the data in ” Data+data signature” has not be tampered.

• Data+data signature” is transmitted via 3GPP system.
• IoT UE belong to 3GPP. If ” Data+data signature” have no changes, the vaccine is correctly transported.

CR part2:  verify the data integrity   
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3GPP can provide data integrity verification of multiple SPs of one UE

5.   3GPP network：have “UE’s public Key”，and the “banding information” of the UE identifier and other necessary 
metadata for integrity verification 。
6. Obtain UE Public key: The Third parity service providers could

• obtain “UE’s public Key” from the 3GPP system.
• verify the “Data+data signature” by using “UE Public key”.

UE’s public Key
banding information

CR part2:  verify the data integrity    

Hospital

Logistics



8

© 3GPP 2012

© 3GPP 2021

7. Hospital requires to verity the data in ” Data+data signature” has not be tampered. 
• Repeat procedure 5-6 
• The vaccine transportation data in hospital may obtain from logistics company.
• The vaccine transportation data in hospital may obtain from IoT UE directly.
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What 3GPP do
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Cold Chain Logistics

• ①During the transportation of vaccines/drugs, vaccines/drugs containers in cold chain logistics 
may be equipped with IoT sensors which send data to the vehicles. Those vehicles connect to a 
SP platform by 3GPP network for data gathering and processing. Monitoring is very critical since 
the products in the container may exceptionally sensitive to changes in pH, temperature and 
even light conditions. 

• Ensuring the collected environment data unchanged in each container/sensor is necessary to the 
service in order to guarantee vaccine/drug activity.

• In this use case, the requirements are to achieve the data integrity for the environment data.
• ②Moreover, If problems arose, SP (hospital or vaccine company) would claim to verify the 

environment data of transportation.  
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AKMA（SA3）

• 3GPP TS 33.535 specifies the security features and mechanisms to support authentication and key 

management aspects for applications based on subscription credential(s) in 5G system. 
• GAP1:  AKMA is an authentication mechanism in 5G network layer.
• GAP2: Identify new Network Element AAnF and protocols . 

Study on Data Integrity Service in IOT of SA6

• This SID is designed to provide Data Integrity Service in from IoT UE to a third party SP in application 

layer.

• Have no impact on UE’s chip/physical layer.

GBA（SA3）

• 3GPP TS 33.220  describes the security features and mechanisms to bootstrap authentication and key 

agreement for application security. 
• GAP1:GBA provide an authentication mechanism in 4G network layer
• GAP2:Identify new Network Element BSF and protocols. 
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