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Abstract: This document highlights differences when PWS is operated via PLMNs and NPNs which have potential impacts on the security requirements
1. Introduction
SA plenary approved the WID on NPN support of PWS in SP-210585. Based on the SA decision, SA3 sent an LS in S3-213609 to request SA1 to investigate if there are any differences between a PLMN and SNPN operated network in relation to PWS.
“In R12, SA3 studied security for PWS for PLMN’s in TR 33.969 and concluded not to continue with the normative work for PWS security. 
SA3 assume SA1 has evaluated requirements from regulators and not identified any differences between a PLMN and SNPN operated network in relation to PWS. If differences exist, SA3 would like to ask SA1 to provide the added/updated requirements, such that security for PWS for SNPN’s can be re-evaluated”
The Stage 1 requirements for PWS are documented in TS 22.268, with a requirement for protection against false Warning Notifications, subject to regulatory requirements, in clause 4.8.
2. Considerations
NPNs operate in a specific private or enterprise setting compared with PLMNs. For PLMNs, users can potentially be made aware of PWS messages through other means, e.g. via other media (television / radio) or from other people in the vicinity. This helps users to understand if a PWS message is genuine. However, in the NPN case (e.g. steel factory, power station), the NPN may be the only means for users to be informed of PWS messages. Users may not have other ways to verify the correctness of received PWS messages. 
Observation#1: Users in NPN may not have other means to verify the authenticity of PWS messages. 

When both PLMNs and NPNs are used to distribute PWS messages, the risk of false PWS messages is greater as there are potentially a larger number of NPNs that could be compromised due to varying degrees of security and operational protection in NPNs, compared with PLMNs. Incidents of false PWS messages would render such messages less useful, as users may no longer believe warnings received and thus not act accordingly e.g. to take shelter.
Observation#2: PWS in NPN may increase the likelihood of users receiving false PWS messages, potentially resulting in users ignoring such messages 

Due to the more localised NPN nature compared with PLMNs, the impact of false PWS messages could be more severe. For example, a false PWS message could be used with criminal intent to evacuate a building to evade physical security procedures. With ePWS, false PWS messages could also affect machinery controlled remotely, for example, to shut down a production line due to false earthquake warnings (see TS 22.268 clause 9.4.1), which could have a serious impact on businesses.
Observation#3: The risk caused by false PWS messages in NPN may cause serious localised impacts affecting the entities that deploy NPNs.
  
3. Proposal
Based on the observations in the previous clause:
Proposal #1: SA1 re-evaluate the security requirements of PWS in NPN
Proposal #2: Agree the CRs to TS 22.261 in S1-214136 (CR0612) and its mirror in S1-214137 (CR0613) in on the security requirements of PWS in NPN.
