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[19]	IEEE Std 802.1Q "Media Access Control (MAC) Bridges and Virtual Bridge Local Area Networks".
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[20] 	IEEE, Use Cases IEC/IEEE 60802, 2018. 
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[23]	3GPP TS 22.289: "Mobile Communication System for Railways".
[24]	IEEE P802.1CS: “IEEE Draft Standard for Local and metropolitan area networks - Link-local Registration Protocol”
[25]	IEEE P802.1Qdd: “IEEE Draft Standard for Local and Metropolitan Area Networks--Bridges and Bridged Networks -- Amendment: Resource Allocation Protocol (RAP)”
[26]	IEC/IEEE 60802: "Time-Sensitive Networking Profile for Industrial Automation".
[27]	3GPP TS 22.263: "Service requirements for Video, Imaging and Audio for Professional Applications (VIAPA)".
[28] 	 IEC TR 61850-90-1:2010, Communication Networks and Systems for Power Utility automation – Part 90-1: Use of IEC61850 for the communication between substations.
[29]	5G DNA White Paper: "5GDN@Smart Grid White Paper: Requirements, Technologies, and Practices" https://www.5gdna.org/
***************** End of 1st  Change *******************
***************** Begin 2nd  Change *******************

A.4	Electric-power distribution and Smart Grid

***************** End of 2nd  Change *******************

***************** Begin 3rd  Change *******************
[bookmark: _Toc45387383][bookmark: _Toc75520051]A.4.4	Distributed energy automation
A.4.4.1	Distributed automated switching for isolation and service restoration
A power distribution grid fault is a stressful situation. There are self-healing solutions for automated switching, fault isolation, and service restoration. Furthermore, these solutions are ideally suited to handle outages that affect critical power consumers, such as industrial plants or data centres. Supply interruptions must be fixed within less than a second for critical power consumers. Automated solutions can restore power supply within a few hundred milliseconds.
[image: ]
Figure A.4.4.1-1: Depiction of a distribution ring and a failure (flash of lighting) 
The FLISR (Fault Location, Isolation & Service Restoration) solution consists of switch controller devices which are especially designed for feeder automation applications that support the self-healing of power distribution grids with overhead lines. They serve as control units for reclosers and disconnectors in overhead line distribution grids.
The system is designed for using fully distributed, independent automated devices. The logic resides in each individual feeder automation controller located at the poles in the feeder level. Each feeder section has a controller device. Using peer-to-peer communication among the controller devices, the system operates autonomously without the need of a regional controller or control centre. However, all self-healing steps carried out will be reported immediately to the control centre to keep the grid status up to date. The controllers conduct self-healing of the distribution line in typically 500 ms by isolating the faults.
Peer-to-peer communication via IEC 61850 GOOSE (Generic Object Oriented Substation Event) messages provides data as fast as possible (Layer 2 multicast message). They are sent periodically (in steady state, with changing interval time in fault case) by each controller to several or all other controllers of the same feeder and are not acknowledged. 
The service bit rate per controller is low in steady state, but GOOSE bursts with high service bit rate do occur, especially during fault situations. GOOSE messages are sent by several or all controller units of the feeder nearly at the same point in time during the fault location, isolation and service restoration procedure with a low end-to-end latency. 
The associated periodic communication KPI is provided in Table A4.4-1. Fault detection and isolation is typically event-driven and requires thus aperiodic communication. The related KPI is provided in Table A4.4.1-2. 


	


Table A.4.4.1-1: Service performance requirements for distributed automated switching for isolation and service restoration 
	Use case #
	Characteristic parameter
	Influence quantity

	
	Communication service availability: target value [%]
	Communication service reliability: mean time between failures
	End-to-end latency: maximum
	Service bitrate: user experienced data rate
	Message size [byte]
	Transfer interval: target value
	Survival time
	UE speed
	# of UEs
	Service area (note 1)

	1 (note 2)
	99.999 9
	–
	< 5 ms
	1 kbit/s (steady state)
1.5 Mbit/s (fault case)
	< 1,500
	< 60 s (steady state)
≥ 1 ms (fault case)
	 transfer interval (one frame loss)
	stationary
	20
	30 km x 20 km

	NOTE 1:	Length x width
NOTE 2:	UE to UE communication (two wireless links)



Table A.4.4.1-2: Aperiodic deterministic communication KPI for fault detection and isolation 
	Use case #

	Characteristic parameter
	Influence quantity

	
	Communication service availability: target value
	End-to-end latency: maximum (note 1) 
	Message size [byte] 
	UE speed
	# of UEs

	Service Area

	1
	> 99.999 %
	20 ms
	< 100
	Stationary
	≤ 100/km2
	several km2

	NOTE 1:	UE-to-UE communication.



Use case one
GOOSE (a)periodic deterministic communication service supporting bursty message exchange for fault location, isolation, and service restoration.
.
A.4.4.2	Distributed automation without GOOSE
If the control of electrical power distribution components is performed from a central system entity, the controlled entities can be operated in a way that a controlled service restoration is possible without the use of GOOSE. Though this is not as effective as the communication has less strict requirements, this form of distribution automation is nevertheless effective, and it is also compliant with IEC standards and widely deployed in energy systems. The associated KPI is provided in Table A.4.4.2-1.
Table A.4.4.2-1: KPI for distributed automation without use of GOOSE
	Use case #
	Characteristic parameter
	Influence quantity

	
	Communication service availability: target value [%]
	Communication service reliability: mean time between failures
	End-to-end latency: maximum
	Service bitrate: user experienced data rate
	Message size [byte]	Comment by 4 Walewski, Joachim (Siemens): Why does this CR show empty columns here but not in Table 4.4.1-2?	Comment by 许玲00005269: It is sourced from different use case.
	Transfer interval: target value
	Survival time
	UE speed
	# of UEs
	Service area 

	1
	99.999
	–
	100 ms to 2 s
	9.6 to100
	–
	–
	–
	–
	Concentrated rural: 70.8;
Dispersed rural and semi-urban: 7.6;
rural support: 0.048;
urban: 11.0
	several km2



Use case one
Distributed automation without use of GOOSE using a centralized architecture.

A.4.4.3	Intelligent distributed feeder automation
Intelligent distributed feeder automation system which supported by 5G connections is designed to realize intelligent judgment, analysis, fault location, fault isolation and non-fault area power supply restoration operations. As illustrated in the Figure A.4.4.3-1, the distributed feeder automation system is mainly composed of a distribution master station, a distribution terminal, switch stations, and the communication system (UEs in the substations, 5G network, plus the data network). The distribution master station is mainly used for information gathering and human-computer interaction, and the distributed terminals are used for the collection of feeder status information and judgment, fault location, isolation, as well as power supply restoration based on this information. Distributed terminal actions are reported to the distribution master station. The 5G communication system enables communication among the distribution terminals. The distribution master station is usually connected to the 5G system via a data network, which is out of 3GPP scope. 
Editor’s Note: 	The figure A.4.4.3-1 need to be further improved.

[image: ]
Figure A.4.4.3-1: Example of intelligent distributed feeder automation
The distribution master station manages multiple distributed terminals. Each distributed terminal is served by a 5G UE to exchange the collected data with other distributed terminals. From an application perspective, the communication between distributed terminals is peer-to-peer. The 5G communication service availability needs to be very high. Therefore, at least two communication links are usually deployed for hot standby or for transmitting data synchronously between two distributed terminals. The associated KPI is provided in Table A.4.4.3-1.
Table A.4.4.3-1: KPI for intelligent distributed feeder automation 
	Use case #
	Characteristic parameter
	Influence quantity

	
	Communication service availability: target value [%]
	Communication service reliability: mean time between failures
	End-to-end latency: maximum
	Service bitrate: user experienced data rate
	Message size [byte]
	Transfer interval: target value
	Survival time
	UE speed
	# of UEs
	Service area 

	1
	99.999
	–
	Normal: 1 s;
Fault: 2 ms
(note 2)
	2 M to10 M
(note 1)
	–
	Normal: 1 s;
Fault: 2 ms
(note 2)
	–
	–
	54/km2 (note 3)
78/km2 (note 4)
	several km2

	NOTE 1:	The KPI values are sourced from [29].
NOTE 2:	It is the one-way delay from a distributed terminal to 5G network.
NOTE 3:		When the distributed terminals are deployed along overhead line, about 54 terminals will be distributed along overhead lines in one square kilometre.
NOTE 4:		When the distributed terminals are deployed in power distribution cabinets, there are about 78 terminals in one square kilometre.



Use cases #1: Intelligent Distributed feeder automation


A.4.4.4	High-speed current differential protection
High-speed current differential protection, which is required for sub-millisecond fault detection, is another typical use case of power distribution automation. The approach utilises differential current measurements to significantly reduce fault detection time. The protection relays exchange the current samples via the 5G system. Each relay then compares the sent and received samples to determine if a fault has occurred in a protected area. This is done in order to identify and isolate a fault in the grid. The sampling rate varies and is dependent on the algorithms designed by the manufacturers. A protection relay collects the current samples (with the typical message size of up to 245 bytes) at a frequency of 600 Hz, 1200 Hz, 1600 Hz, or 3000 Hz. The exchange of measurement samples is done in a strictly cyclic and deterministic manner. With the sampling rate of 600 Hz, the transfer interval is 1.7 ms and the required bandwidth 1.2 Mbit/s; for 1200 Hz, the transfer interval is 0.83 ms and the required bandwidth 2.4 Mbit/s. The maximum allowed end-to-end delay between two protection relays is between 5 ms and 10 ms, depending on the voltage (see  IEC 61850-90-1 for more details [28]). For some legacy systems, the latency usually is set to 15 ms. The associated KPIs are provided in Table A.4.4.4-1.
Table A.4.4.4-1: KPIs for high speed current differential protection
	Use case #
	Communication service availability
	End-to-end latency: maximum
(note)
	Service bitrate: user experienced data rate
	Message size [byte]
	Transfer interval: target value
	Survival time
	UE speed
	UE density [#/km2)]
	Service area

	1
	> 99.999 %
	15 ms
	2.5 Mbit/s
	< 245
	≤ 1 ms
	 transfer interval (one frame loss)
	stationary
	≤ 100/km2
	several km2

	2
	> 99.999 %
	15 ms
	1.2 Mbit/s
	< 245
	≤ 2 ms
	 transfer interval (one frame loss)
	stationary
	≤ 100/km2
	several km2

	3
	> 99.999 %
	10 ms
	2.5 Mbit/s
	< 245
	≤ 1 ms
	 transfer interval (one frame loss)
	stationary
	≤ 100/km2
	several km2

	4
	> 99.999 %
	10 ms
	1.2 Mbit/s
	< 245
	≤ 2 ms
	 transfer interval (one frame loss)
	stationary
	≤ 100/km2
	several km2

	5
	> 99.999 %
	5 ms
	2.5 Mbit/s
	< 245
	≤ 1 ms
	 transfer interval (one frame loss)
	stationary
	≤ 100/km2
	several km2

	6
	> 99.999 %
	5 ms
	1.2 Mbit/s
	< 245
	≤ 2 ms
	 transfer interval (one frame loss)
	stationary
	≤ 100/km2
	several km2

	NOTE :	UE-to-UE communication.



Use case #1: High-speed current differential protection with a sampling rate of 1200 Hz for legacy systems.
Use case #2: High-speed current differential protection with a sampling rate of 600 Hz for legacy systems.
Use case #3: High-speed current differential protection with a sampling rate of 1200 Hz under voltage condition 1 (see  IEC 61850-90-1[28] for more details).
Use case #4: High-speed current differential protection with a sampling rate of 600 Hz under voltage condition 1 (see  IEC 61850-90-1[28] for more details).
Use case #5: High-speed current differential protection with a sampling rate of 1200 Hz under voltage condition 2 (see  IEC 61850-90-1[28] for more details).
Use case #6: High-speed current differential protection with a sampling rate of 600 Hz under voltage condition 2 (see  IEC 61850-90-1[28] for more details).
***************** End of 3rd  Change *******************


***************** Begin 4th  Change *******************
A.4.6   Distributed energy storage
Distributed power generation includes various power sources such as solar, wind, fuel cells, and gas. Distributed power generation typically comes with a low power density and entails thus typicall a decentralised deployment. Decentralisation causes technical problems and challenges Smart Grid operators. When distributed power generation is connected to the elctrical grid, the energy flow becomes more complicated as the user often is both an electricity consumer and producer (a so-called “prosumer”). Therefore, the current in the electricity grid can change direction at different locations of the grid and at different times of the day. 
The information exchange in a distributed energy grid does not only include power-generation-related data, but also control commands for the distributed energy storage equipment. An example for such a command is “change the load characteristics to realise a flexible electricity grid” etc.
[image: ]
Figure A.4.6-1 Example of a distributed-energy storage grid
Figure A.4.6-1 shows an example of distributed-energy storage grid. The distributed-energy storage grid needs to exchange information among the distributed-energy storage management platform (DESMP) and distributed-energy devices (DEDs). 
The DED is a plug-and-play device and periodically collects its energy information, such as battery energy, charge and discharge status, energy alarm information, etc. The DED then transfers this information via 5G UE to the DESMP. The DESMP regularly manages the DEDs, e.g., the DESMP monitors the DEDs working status, controls the DEDs working modes, or configures the DEDs energy parameters etc. The associated KPIs are provided in Table A.4.6-1 and Table A.4.6-2. 

Table A.4.6-1: periodic communication service performance requirements ‒ data for distributed energy storage
	Use case#
	Characteristic parameter
	Influence quantity

	
	Communication service availability: target value 
	Communication service reliability: mean time between failures
	End-to-end latency: maximum 
	Service bit rate: user experienced data rate 
	Message size [byte] 
	Transfer interval: target value 
	Survival time 	Comment by 4 Walewski, Joachim (Siemens): See my previous comment concerning empty columns.	Comment by 许玲00005269: What is your suggestion to improve it? The oritinal KPI has not include the value of “survival time”
	UE 
speed 
	# of UEs
	Service area 


	1
	 > 99.9 %
	
	DL: < 10 ms
UL: < 10 ms
	UL: > 16 Mbit/s (urban); 640 Mbit/s (rural)
DL: > 100 kbit/s
(note 1)
	UL: 800 kbyte
	UL: 10 ms
	–
	–
	> 10/km2 (urban); 
> 100/km2 (rural)
(note 2)
	several km2

	2
	> 99.9 %
	
	DL: < 10 ms
UL: < 1 s
	UL: > 128 kbit/s (urban); 10.4 Mbit/s (rural);
DL: > 100 kbit/s
(note 1)
	UL: 1.3 Mbyte
DL: > 100 kbyte
	UL: 1000 ms
	–
	–
	> 10/km2 (urban); 
> 100/km2 (rural)
 (note 2)
	several km2

	NOTE 1:	Service bit rate for one energy storage station.
NOTE 2:	Activity storage nodes/km2. This value is used for deducing the data volume in an area that features multiple energy storage stations. The data volume can be calculated with the following formula (current service bit rate per storage station) x (activity storage nodes/km2) + (video service bit rate per storage station) x (activity storage nodes/km2). 


Use case#1: Distributed energy storage ‒ monitoring 
Use case#2: Distributed energy storage ‒ data collection 

Table A.4.6-2: Aperiodic communication service performance requirements ‒ video for distributed energy storage
	Use case#
	Characteristic parameter (KPI)
	Influence quantity

	
	Communication service availability
	Communication service reliability: mean time between failures
	Max Allowed End-to-end latency (note) 

	Service bit rate: user-experienced data rate 
	Message size [byte] 
	Survival time
	UE speed 
	# of UEs

	Service Area 

	1
	 > 99.9 %
	–
	DL: < 10 ms
UL:< 1 s (rural)
	DL: > 100 kbit/s
UL: > 5 Gbit/s
(note 1)
	–
	–
	stationary
	> 100
	several km2

	NOTE:	The downlink user experienced data rate is calculated as follows: 12.5 Mbytes/s x 50(containers) x 8 = 5 Gbit/s


Use case#1: Distributed energy storage ‒ monitoring

A.4.7   Advanced metering
Instead of recording and sending metering data from a wired electricity meter unit, electricity metering collecting can be executed by a UE-integrated smart meter unit. Smart meter units can send real-time metering data to a server in the utility through mobile networks. In this way, the power enterprise―based on the analysis of the user’s power consumption behavior―gives the user power consumption suggestions, which fosters the user’s power consumption and energy saving habits. 
The electric smart meters monitor relevant user energy status and deliver the status data to a measurement data management system (MDMS). The MDMS sends control commands according to its policy and the status of the data collected from the smart meters. The MDMS commands include tripping, closing permission, alarm, alarm release, power protection, and power protection release. Accurate-fee control is one of the basic services of advanced metering. When the electric power user doesn’t pay her electric fee on time, the MDMS can cut off the power supply. And when there is a need for temporary power supply for this user, the MDMS can recover the power supply. This operation requires real-time interaction between the electric smart meter and the MDMS. Due to massive number of electricity meters, it is estimated that in the near future, the amount of this kind of interaction will increase 5 to 10 times. The associated KPIs are provided in Table A.4.7-1.
Table A.4.7-1: Communication KPI for advanced metering
	Use case#
	Characteristic parameter
	Influence quantity

	
	Communication service availability: target value 
	Communication service reliability: mean time between failures
	End-to-end latency: maximum 
	Service bit rate: user experienced data rate 
	Message size [byte] 
	Transfer interval: target value 
	Survival time 
	UE 
speed 
	# of UEs
	Service area 


	1
	> 99.99
	
	Accuracy fee control: < 100 (note 1);
General information data collection: < 3000
	UL: < 2 M
DL: < 1 M
	–
	–
	–
	stationary
	< 10 000/km2 (note2)
	–

	NOTE 1: 	One-way delay from 5G IoT device to backend system. The distance between the two is below 40 km (city range).
NOTE 2: 	It is the typical connection density in today city environment. With the evolution from centralised meters to socket meters in the home, the connection density is expected to increase 5 to 10 times.


Use case#1: Advanced metering



A.4.8   Smart distribution transformer terminal
A smart distribution transformer terminal is usually deployed in a distribution transformer area. The terminal can support multiple energy applications simultaneously. Multiple kinds of energy data are collected by the terminal and then delivered to a energy application platform. Figure A.4.8.1-1 illustrates a workflow example for a smart distribution transformer terminal.


[image: ]
Figure A.4.8-1: Example of a smart distribution transformer terminal workflow
In general, the connections between the smart distribution transformer terminal and the energy application platform are provided by the 5G system. The connections between energy end equipment and smart distribution transformer terminal may be provided by 5G system. In this case, about 300 to 500 energy end devices are connected to one smart distribution transformer terminal. The average service bit rate between the smart distribution transformer terminal and an energy end device is more than 2 Mbit/s in uplink for each application. The related communication distance is between 100 m and 500 m. The associated KPI is provided in Table A.4.8-1.


Table A.4.8-1: Key Performance for Smart Distribution Transformer Terminal
	Use case#
	Characteristic parameter
	Influence quantity

	
	Communication service availability: target value 
	Communication service reliability: mean time between failures
	End-to-end latency: maximum 
	Service bit rate: user experienced data rate 
	Message size [byte] 
	Transfer interval: target value 
	Survival time 
	UE 
speed 
	# of UEs
	Service area 


	1
	>99.99%
	–
	10 ms, 100 ms, 3 s (note 2)
	> 2 Mbit/s (note 1)
	–
	–
	–
	–
	500 in the service area (note 3)
	Communication distance is from 100 m to 500 m, (outdoor, indoor, and deep indoor)

	NOTE 1: 	It is the smart metering application data rate between the Smart Distribution Transformer Terminal and energy end equipment. Once there are multiple smart grid applications, it is required more data rate.
NOTE 2: 	It depends on different applications supported by the Smart Distribution Transformer Terminal. The less the latency is, the more applications can be supported.
NOTE 3: 	The distribution area can be calculated as 3.14 x range2 and in general is between 0.031 km2 and 0.79 km2.


Use case#1: smart distribution transformer terminal




A.4.9   Distributed energy resources and micro-grids
Distributed energy resources (DER) become increasingly important. The potentially large number of DERs will have an impact on security, stability, and operation efficiency of the energy grid. 
The integration of DERs into the energy grid poses many challenges for the involved communication system. To incorporate more renewable and alternative energy sources, the communication infrastructure must have the ability to easily handle an increasing amount of data traffic or service requests and must provide a real-time monitoring and control operation for these distributed energy resources. A reliable communication between the DERs is crucial. 
When it comes to communications architecture, IEC 61850 is a widely used standard for automation and equipment of power utilities and DER, specifically for defining protocols for IEDs (Intelligent electronic devices) at electrical substations The IEC 61850 standard specifies the timing constraints for messages typically used in substations. GOOSE (Generic Object Oriented Substation Events) and SV (Sampled Values) messages are assumed as time critical messages. They have the tightest deadlines (maximum allowed transfer time) among all IEC 61850 messages, corresponding to 3 ms. While GOOSE is typically used for transfering information related to monitoring and control functions (circuit breaker status etc.), SV is used for transfering measurement samples of current and voltage signals. The SV protocol works on a periodic information transmission model, sending messages at a fixed rate. For protection purposes, the default rate is 4000 or 4800 messages per second for 50 and 60 Hz power systems, respectively. On the other hand, the GOOSE protocol operates in a sporadic information transmission model, where a continuous flow of data is maintained to increase communication reliability. The typical sizes of GOOSE and SV messages are160 and 140 bytes, respectively. GOOSE messages are transmitted in two different modes: (1) safe operation: 1 message per second (service bit rate = 1.28 kbit/s); (2) emergency operation: 32 messages per second (service bit rate = 41.0 kbps). SV messages are transmitted at much higher rate, namely 4800 messages per second (service bit rate = 5.4 Mbit/s). The associated KPIs are provided in Table A.4.9-1 and Table A.4.9-2.
Table A.4.9-1: Key Performance for Distributed energy resources (DER): using SV (Sampled Values) message

	Use case#
	Characteristic parameter
	Influence quantity

	
	Communication service availability: target value
	Communication service reliability: mean time between failures
	End-to-end latency: maximum
	Service bit rate: user experienced data rate
	Message size [byte]
	Transfer interval: target value
	Survival time
	UE 
speed

	1
	99,9999 %
	–
	< 3 ms
	4.5 Mbit/s
	140
	≤ 1 ms
	transfer interval
	stationary

	2
	99,9999 %
	–
	< 3 ms
	5.4 Mbit/s
	140
	≤ 1 ms
	transfer interval
	stationary

	3
	> 99.9999 %
	–
	< 3 ms
	–
	160
	–
	–
	stationary

	NOTE:	UE to UE communication is assumed.










Use case#1: Distributed energy resources and micro-grids: using SV(sample value) message with 50Hz
Use case#2: Distributed energy resources and micro-grids: using SV(sample value) message with 60Hz
Use case#3: Distributed energy resources and micro-grids: using GOOSE message

A.4.10   Ensuring uninterrupted communication service availability during emergencies
During emergencies, public mobile land networks (PLMNs) may restrict network access, which may lead to a prohibitevly low communication service availability for machine-type communication (MTC) for Smart Grid applications. An example is communication for microgrids. Microgrids are separate parts of a power grid that can be controlled and operated individually in a so-called island mode, or together with other parts of the power grid. The idea is to prioritise Smart Grid-related communication in order to ensure reliable and available communication for selected devices during emergency conditions. Existing features of a mobile network can be used to differentiate MTC of devices in a microgrid from other kind of MTC traffic or human-to-human communication. These features can help these microgrid devices to have communication service during emergencies. The communication among the microgrid devices enables co-ordination of DERs, which help the DERs can autarkically implement recovery of an islanded microgrid. 
The associated KPI is provided in Table A.4.10-1.
Table A.4.10-1: Key Performance for uninterrupted MTC service availability

	Characteristic parameter (KPI)
	Influence quantity

	Communication service availability: target value
	Communication service reliability: mean time between failures
	Max Allowed End-to-end latency (note 1;  
(note 2)
	Service bit rate: user-experienced data rate (note 2)
	Message size [byte] 
	Survival time
	UE speed
	# of UEs

	Service Area

	99.999 9 %
	–
	100 ms
	< 1 kbit/s per DER
	–
	–
	Stationary
	–
	–

	NOTE 1:	Unless otherwise specified, all communication includes 1 wireless link (UE to network node or network node to UE) rather than two wireless links (UE to UE).
NOTE 2:	It applies to both UL and DL unless stated otherwise.


***************** End of 4th Change *******************
***************** End of Changes *********************
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