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	Reason for change:
	In 22.261 CR0496, S1-210349, “Addition of requirements for Data Integrity in 5GS” was introduced.

The requirement added considered only data integrity. Some vertical market sectors require more than data integrity to secure communications between the 3GPP system and a third-party service provider. Specifically, support for confidentiality and replay protection. 

This can afford protection to communication that may not otherwise exist, for example, if there is no end-to-end security between a legacy IoT device and a 3rd party service provider. All kinds of IoT UEs can be connected to MNO’s networks, including devices that are either unable to support end to end (application or transport layer) confidentiality and replay protection, or those that can support this feature, but for which configuration is difficult or infeasible. 

Therefore, confidentiality and replay protection for IoT UEs for certain vertical services is required. Enterprise customers of mobile telecommuncations would benefit from a standardized means to achieve data integrity. 

MNOs will be able to provide confidentiality and replay protection service for their service users as a fundamental service enabler. 

	
	

	Summary of change:
	To add requirements on confidentiality and replay protection for communication with an application server to the 5GS. 

	
	

	Consequences if not approved:
	Confidentiality and replay protection service cannot be provided by the 5GS for all communication from the 5GS to the AF.
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---Start of the Change---
[bookmark: _Toc52638830][bookmark: _Toc59116915][bookmark: _Toc61885748][bookmark: _Toc68279309]8.9	Data security and privacy
The 5G system shall support data integrity protection and confidentiality methods that serve URLLC, high data rates and energy constrained devices. 
The 5G system shall support a mechanism to verify the integrity of a message as well as the authenticity of the sender of the message.
The 5G system shall support encryption for URLLC services within the requested end-to-end latency.
Subject to regulatory requirements, the 5G system shall enable an MNO to provide end-to-end integrity protection, confidentiality, and protection against replay attacks between a UE and third-party application server, such that the 3GPP network is not able to intercept or modify the data transferred between a UE and third-party application server.
Subject to regulatory requirements and based on operator policy, the 5G system shall provide a mechanism to support data integrity verification service to assure the integrity of the data exchanged between the 5G network and a third-party service provider.
NOTE: 	This requirement could apply to mechanisms supported over the interface between 5G core network and an external application, with no impact on RAN and UE.
Subject to regulatory requirements and based on operator policy, the 5G system shall provide a mechanism to support confidentiality to prevent exposure of data exchanged between the 5G network and a third party service provider.
NOTE: 	This requirement could apply to mechanisms supported over the interface between 5G core network and an external application, with no impact on RAN and UE.

---End of the Change---

