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Discussion
This document updates an existing use case for FS_PIN, “UE accessing PIN applications hosted by a PIN Element with Gateway Capability”, which was approved in SA1#92-e with a number of Editor’s Notes.
Proposal
It is proposed to include the following updated use case for UE accessing PIN applications hosted by gateways in 3GPP TR 22.859 version 1.0.0, to address the FFS below. Additionally, the following also address a comment received at SA1#93, that potential requirements were subject to the PIN being connected to the 5G network.
Editor’s Note:	The term “Service Hosting Environment” will be reconsidered to prevent overlap with existing architectural concepts.
· The term Application Server is used.

Editor’s Note:	The PIN-related terminology and exact names and acronyms will need a final review.
· Based on TR 22.859 section 3.1, “PIN device” and “PIN server” is replaced with “PIN element”.

Editor’s Note:	It is FFS to what extent a PIN Element with Gateway Capability can be both a type of “Residential Gateway” as defined in 3GPP TS 22.858 [6] as well as e.g. a smartphone in a scenario with wearable technology.
· Both scenarios can be supported by leveraging virtualization on the gateway or by leveraging external computing nodes. Text in section 5.6.1.
Editor’s Note:	Possible additional clarification in the service flow for access control / security is FFS.
· It is proposed to use an AAA server to control access.
Editor’s Note:	The relationship between service hosting environment and PIN element needs to be clarified.
· This relationship is clarified in section 5.6.1, and the editor’s note removed. 

Editor’s Note:	Possible additional clarification of the requirements for access control / security is FFS.
· A new requirement -5 is proposed in clause 5.6.6.

* * * *   First change   * * * *
[bookmark: _Toc50050602][bookmark: _Toc66910071][bookmark: _Toc50050604]5.6	UE accessing PIN applications hosted by a PIN Element with Gateway Capability
[bookmark: _Toc50050603][bookmark: _Toc66910072]5.6.1	Description
Editor’s Note:	The term “Service Hosting Environment” will be reconsidered to prevent overlap with existing architectural concepts.
[bookmark: _Hlk72233298]PIN elements devices (e.g. media server, printer, smart thermostat/sprinkler/blinds, smart lightning system, NAS server, etc.) can be located behind a PIN Element with Gateway Capability (e.g., a residential gateway with PIN capability, or a UE with gateway PIN capability). This PIN Element with Gateway Capability can host, or locally directly be connected to, significant compute and storage resources. These resources can therefore be virtual on the PIN Element with Gateway Capability, be locally connected to the PIN Element with Gateway Capability, or a mix of both. We will refer to software hosted on these resources as, which can host an Application Server. An application on an Application Server can be either in the MNO domain (i.e. a trusted application) or external to the MNO domain (i.e. an authorized third-party application)being “hosted by a PIN Element with Gateway Capability”.
An AS On-site computing can be useful to process sensitive data locally. Data generated by some PIN elements devices can be sensitive, it is therefore important to limit the scope of its dissemination (e.g. temperature and light readings can be used to know if there is someone at home). The AS On-site computing can also be useful to perform host latency sensitive processing. For Ggames and office applications are examples of applications where it can be beneficial to render a latency sensitive application locally. The AS can be accessed by local users located in the PIN network, or by remote users connected through the 5G network.
The AS can be hosted on a locally connected hardware hosting platform (e.g., a game console, an application server), and/or be embedded in a PIN Element with Gateway Capability (e.g., leveraging virtualization technology to host AS on the PIN element). While an AS can be a standalone service, it can also be an on-site extension of an in-network service hosted on a hosting environment such as an edge computing platform. In this case, the service operator (e.g., a MEC server operator), can influence discovering/authorizing/orchestrating an AS. The AS can be under the control of a 5G network operator, a customer or an authorized third party.
Today Service Hosting Environments can be located in core networks and base station sites, while in the context of a PIN such an environment could be extended over compute and storage resources provided by a homeowner, or by the PIN Element with Gateway Capability itself. Whether the compute/storage resources are located on the PIN Element with Gateway Capability, PIN devices or a mix of those, the Service Hosting Environment deployed over those resources is referred to as a PIN Element with Gateway Capability-hosted Service Hosting Environment.



Figure 5.6.1-1. UE Accessing a PIN application hosted by a PIN Element with Gateway CapabilityService Hosting Environment hosted by a PIN Element with Gateway Capability
Case (a): the user/UE1 is at home and uses a client application that connects to an on-site application serverAS deployed in a Service Hosting Environment at home.
Case (b): the user/UE2 is out of home and uses a client application that connects to an on-site application serverAS deployed in a Service Hosting Environment at home (on the PIN Element with Gateway Capability or on other hardware at home). UE2 is connected to the 5G network, e.g., it may be in another PIN.
Service aspects:
1)	Deployment of an AS on a hosting platform on, or locally attached to, a PIN Element with a Gateway Capability, hosted Service Hosting Environment and hosted on the applications by service provider.
2)	Access to AS hosted in PIN, on-site application server in PIN Element with Gateway Capability-hosted Service Hosting Environment by UE2 outside of home.
3)	Additional aspects are already covered in 3GPP TR 22.858 [6], clause 5.4 and clause 5.5. Therefore, when the on-site application is on a server (no specific new routing support is needed between PIN element/UE1 and ASwhen the on-site application is on the PIN Element with Gateway Capability):
a)	Access to on-site application server in PIN Element with Gateway Capability-hosted Service Hosting EnvironmentAS in PIN by UE1 or PIN device from inside home.
b)	Access to services offered by PIN elements or UE1 from AS in PINdevices by server applications in PIN Element with Gateway Capability-hosted Service Hosting Environment.
Editor’s Note:	The PIN-related terminology and exact names and acronyms will need a final review.
Editor’s Note:	It is FFS to what extent a PIN Element with Gateway Capability can be both a type of “Residential Gateway” as defined in 3GPP TS 22.858 [6] as well as e.g. a smartphone in a scenario with wearable technology.
[bookmark: _Toc66910073]5.6.2	Pre-conditions
User deploys PIN elements devices behind a PIN Element with Gateway Capability and subscribes with a service provider for ASson-site application services. This subscription can be directly with the service provider(s), or through a 5G network operator.
[bookmark: _Toc50050605][bookmark: _Toc66910074]5.6.3	Service Flows
[bookmark: _Toc50050606]1)	Setup:
a)	Hosting environment is installed on PIN Element with Gateway Capability or other PIN element with compute/storage capability (by service provider, 5G network operator or User). User requests some compute/storage resources (in PIN Element with Gateway Capability or other PIN element with compute/storage capabilityPIN servers) to be reserved for usage by the hosting environmentservice provider’s Service Hosting Environment.
b) Service provider can provide and configure an AAA server to control access to AS hosted in PIN.
bc)	AS is enabled on hosting environment Software is deployed on Service Hosting Environment hosted by PIN Element with Gateway Capability (by service provider, 5G network operator or User).
2)	Using an ASon-site application server application:
a)	User installs client applications on UE, e.g. a client application that configures temperature at home based on time or day or other triggers.
b)	Service provider provisions corresponding serving AS in hosting environment in PINapplication server on PIN Element with Gateway Capability-hosted Service Hosting Environment.
c)	Client application on UE connects through 5G network to serving AS in PIN, after authorization from AAA serverapplication server on PIN Element with Gateway Capability-hosted Service Hosting Environment. User configures application through the client. The serving ASapplication server can communicate with PIN elementsdevices, e.g. to collect and process data locally.
Editor’s Note:	Possible additional clarification in the service flow for access control / security is FFS.
[bookmark: _Toc66910075]5.6.4	Post-conditions
[bookmark: _Toc50050607]The user can install and use a different UE application supported by the service provider. The service provider deploys a corresponding AS in PINapplication servers in the PIN Element with Gateway Capability-hosted Service Hosting Environment. Suitable AS applications include all kind of applications acting on privacy sensitive data, and, when the client UE is at home or close to home, latency sensitive rendering or interactive application components for games or office applications.
[bookmark: _Toc66910076]5.6.5	Existing features partly or fully covering the use case functionality
[bookmark: _Toc50050608]3GPP TS 22.261 [2] clause 6.5.2: The 5G network shall enable a Service Hosting Environment provided by operator.
3GPP TS 22.261 [2] clause 6.5.2: Based on operator policy, the 5G network shall be able to support routing of data traffic between a UE attached to the network and an application in a Service Hosting Environment for specific services, modifying the path as needed when the UE moves during an active communication.
3GPP TS 22.261 [2] clause 6.7.2: The 5G system shall be able to support QoS for applications in a Service Hosting Environment.
3GPP TS 22.261 [2] clause 8.2: The 5G system shall support a secure mechanism to access a service or an application in an operator's Service Hosting Environment.
Additionally, the following potential requirements defined in 3GPP TR 22.858 [6] partly cover the use case functionality:
[PR. 5.4.6-001] The 5G system shall be able to support efficient routing, without going through the 5GC, for the communication between a UE and a non-3GPP device, via the residential gateway and an indoor small base station connected to that residential gateway.
[PR. 5.5.6-001] The 5G system shall be able to provide E2E QoS control for the communication path between the UE and a residential gateway via an indoor small base station.
[PR. 5.5.6-002] The 5G system shall be able to support efficient routing for communication between UEs via a residential gateway without going through the 5GC.
[PR. 5.5.6-003] The 5G system shall ensure the use of a residential gateway does not compromise the security of any PLMN or broadband access network.
[PR. 5.5.6-004] The 5G system shall ensure the use of a residential gateway does not compromise the security of the UE.
[PR. 5.5.6-005] The 5G system shall enable the network operator associated with a residential gateway to control the security policy of the residential gateway.
[bookmark: _Toc66910077]5.6.6	Potential New Requirements needed to support the use case
[bookmark: _Hlk56163830]The following requirements relate to enabling a Service Hosting Environment hosted by a PIN Element with Gateway Capability, e.g. using resources of a PIN Element with Gateway Capability or using resources of PIN devices.
Editor’s Note:	The relationship between service hosting environment and PIN element needs to be clarified.
[PR 5.6.6-1] Subject to the PIN being connected to the 5G Network, tThe 5G system network shall be able to provide support for a PIN element enable a Service Hosting Environment hosted by a PIN Element with Gateway Capabilitydiscover and access an application on another PIN element. Discovery mechanisms are needed both inside the PIN and to UEs connected to the 5G network, e.g., PIN elements in other PINs, subject to the PIN being connected to the 5G Network.
NOTE:	Discovery mechanisms on PIN elements when there is no connectivity to the 5G system may also be needed.
[PR 5.6.6-2] Based on operator policy and subject to the PIN being connected to the 5G Network, the 5G network shall be able to support routing of data traffic between a PIN element a UE attached to the 5G network and an application on another PIN elementan application in a Service Hosting Environment hosted by a PIN Element with Gateway Capability for specific services.
[PR 5.6.6-3] Subject to the PIN being connected to the 5G Network, tThe 5G system shall be able to support QoS for access, by a PIN element, to an application on another  applications in a Service Hosting Environment hosted by a PIN elementElement with Gateway Capability.
[PR 5.6.6-4] Subject to the PIN being connected to the 5G Network, Tthe 5G system shall support a secure mechanism for a PIN element to access an application on another PIN element service or an application in an operator's Service Hosting Environment hosted by a PIN Element with Gateway Capability.
Editor’s Note:	Possible additional clarification of the requirements for access control / security is FFS.
[bookmark: _Toc355779206][bookmark: _Toc354586744][bookmark: _Toc354590103][bookmark: _Toc355779207][bookmark: _Toc354586745][bookmark: _Toc354590104][bookmark: _Toc355779209][bookmark: _Toc354586747][bookmark: _Toc354590106]* * * *   End of changes   * * * *
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