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Abstract: This document proposes to update the inHome usecase to clarify how network reconfigures itself.
Discussion
The usecase already talks about a network that is configured and then someones child turns off a light switch and causes a device to go offline.  A new device is added to allow that device to not experience that problem. This shows that the user has 
a)	Been notified that a device went offline
b)	re-planned their network and installed a new relay
c)	the device that lost connectivity actually can now use 2 different relays.
Text and a diagram has been added to illustrate this.  Furthermore when b) was performed there is a need for the network to discover this new relay and what it interacts with in the network given the network can be fluid and PIN Elements / relays can be moved around at anytime by the user.
Furthermore the usecase covered functionality that had not been captured in the potential requirements, these items have also be added.
****Changes****
5	Use cases
[bookmark: _Toc49943772][bookmark: _Toc66910028][bookmark: _Toc521309617]5.1	Traffic Scenario: inHome
[bookmark: _Toc528919280][bookmark: _Toc49943773][bookmark: _Toc66910029]5.1.1	Description
Houses, offices, light industrial have many opportunities to be automated, the traditional light bulbs, power sockets, thermostats, sprinkler systems, leak detection and the new smart appliances such as ovens, washing machines, faucets etc. can communicate with each other via a Personal IoT Network (PIN). These devices, to be known as PIN Elements, can have the following characteristics:
i)	some have continuous power and others don’t;
ii)	some have strict latency requirements e.g. items that are part of an alarm system, while others provide delay tolerant data;
iii)	some need to perform an action so an individual sees an action as instantaneous (e.g. ask the voice assistance to turn the light bulb on and its appears instantaneous); and
iv)	need to perform an action but they don’t have strict latency requirements e.g. sprinklers need to come on but it doesn’t matter if its few seconds late.
The PIN Elements listed above and many others that are not listed above can communicate with hubs / gateways within the PIN where some control can take place at the gateway (e.g. thermostats and sprinkler controllers are usually self-contained within the PIN Element, whereas power sockets and light bulbs might communicate with a PIN Element that manages the PIN that control their actions). In addition, thermostats etc. can also communicate with these PIN Elements that manage the network known as PIN Element with Management Capability. Power sockets, light bulbs and switches can also act as relay type devices extending the coverage of the PIN.
NOTE 1:	A thermostat controller may have remote sensors that communicate with the thermostat. Effectively there can be a PIN within a PIN.
In case of the PIN Element that provides access to the 5GS, known as PIN Element with Gateway Capability (shown as a GW in Figure 5.1.1-1) these could be placed in one corner of the house. 
NOTE 2:	The PIN Element with Gateway Capability in this diagram also manages the PIN and also is a PIN Element with Management Capability.
When planning a network in a house many houses suffer from problems of coverage due to the number of floors and other obstacles (i.e. walls, doors, columns, furniture), users will plan or configure their PIN Networks based on their needs and may install or move PIN Elements. When the PIN Element with Management Capability connects to a broadband (also acting as a PIN Element with Gateway Capability) network most houses have only one entry network point where the PIN Element with Gateway Capability can be installed.
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[bookmark: _Hlk515557]Figure 5.1.1-1: inHome scenario
Furthermore, with the use of millimetre waves there is the danger that the signal is blocked even by people while moving and alternative connection paths are needed. Therefore, enhanced "fully meshed relays" will play a key role in achieving extensive fault tolerant coverage in inHome scenarios. These fully meshed relays allow the resident of the home to position relays (PIN Elements) to create a network that is fault tolerant e.g. should a relay fail, devices such as those that detect motion or a door opening can still reach the PIN Element with Management Capabilities. Data is encrypted from the end device to the PIN Element with Management Capabilities.
[bookmark: _Toc528919281]NOTE 3:	It is up to the home resident to plan their network accordingly so a single failure in the PIN does not stop a PIN Element communicating with any other PIN Element. The home resident is aware that certain types of devices can act as relays.
[bookmark: _Toc49943774][bookmark: _Toc66910030]5.1.2	Pre-conditions
Let’s consider an average house can be around 100m2-120m2 with 3 floors. Regarding devices and applications within the home we can categorize them in the following groups:
a)	Lighting, appliances, sockets and climate control: This is the traditional home automation and control network where continuous power is available to each PIN Element. These PIN Elements can act as fully mesh relays due to being continually powered. Their time to change state (e.g. light bulb from off to on) needs to occur within 200ms [4].
b)	Security Systems: This includes traditional security components such as motion detector, door / window sensors, automatic lock (PIN Elements). These items are battery powered, in case of door / window sensors it can be expected that the battery should last for 2+ years. Due to nature of these PIN Elements the delay to inform the PIN Element with Management Capabilities that an event has occurred needs to be 200ms [4]. Some devices will need to rely on mesh relays for routing their data. PIN Elements that are also critical to life and safety e.g. motion sensors, alarms, door locks, alarm systems etc can only been offline for seconds a week. Using an availability calculator [16] 99.999% equates to 1 second or less per day.
PIN-user is aware that they need to plan their network (PIN) and walls, doors etc can present challenges to planning a network. Given PIN Elements can be moved the configuration of a network can change e.g. PIN Element A might have used PIN Element B and Element C as relays however PIN Element B is moved and thus the user who created the PIN needs the PIN Elements within the PIN to discover the network configuration/layout/plan has changed. A user can request the PIN to perform a network configuration/layout/plan test to see what PIN Elements can communicate with other PIN Elements with or without relays.
PIN-user is aware which PIN Elements can act as a relay and which ones cannot.
Some example dimensions of products PIN Elements are:
I	Light switch: 1.76 x 2.2 x4.1 inches (USA), 86 x 86 x 41 mm (EU);
II	Power outlet: 1.75 x 2.1 x 4.2 inches (USA), 86 x 86 x 50 mm (EU);
III	Motion sensor: 18 x 71 x 19 mm, Battery ER14250[footnoteRef:1]; [1:  An example product https://manuals.fibaro.com/door-window-sensor-2/] 

IV	Light bulb: 3 x 4.9 x 3 inches (USA), 6.5 × 6.5 × 14 cm (EU).
A PIN has at least one PIN Element with Management Capabilities. This PIN Element contains a list of PIN Elements that are in the PIN, what each PIN Element is allowed to do (act as a relay in the PIN, end device), if the PIN Element can be communicated with and what credentials they use to access the PIN. A PIN Device may be used to provision each PIN Element in the PIN Element that manages the PIN (PIN Element with Management Capabilities).  
PIN Element use direct device connections to communicate with each other.
[bookmark: _Toc49943775][bookmark: _Toc66910031][bookmark: _Toc528919282]5.1.3	Service Flows
[bookmark: _Toc66910032]5.1.3.1	General
Florence (PIN-User) has decided to build a home automation network (PIN) and has purchased a number of PIN devices i.e. some light bulbs, power sockets, a gateway that acts as a voice assistant and door / window sensors (these are known as PIN Elements). The instructions on the PIN Elements indicate that the PIN Device should be no more than 100m direct line of sight from the PIN device managing the PIN however this might be affected by walls, furniture etc. To improve connectivity some PIN Elements can help extend coverage of the PIN e.g. relays (PIN Relay). The light bulbs and power sockets indicate that these devices can help extend the coverage and that the purchaser should position them around their house / condominium so that devices that cannot communicate directly with the device acting as a gateway can use multiple relays if necessary. PIN relays can also be daisy chained together to greatly improve coverage. Florence provisions her PIN Elements into the PIN Element with Management Capabilities. Checking her APP she sees one of the PIN Elements, a door sensors, is offline. She Florence moves a PIN Element that acts as a relay, smart light bulb, per instructions she does performs a “Network configuration check” and then opens and closes the door and sees in real time the door sensor reports the action. A while later, at 10am, her son turns the light switch off as he sees it in the wrong position. Later that day Florence sees the PIN Device, door sensor, offline again as a notification has been provided on her smartphone and finds out her son turned the light switch off at 10am. She decides to install a smart light switch near the door sensor to prevent that issue of the door sensor going offline from occurring again. 
Florence speaks to the voice assistant to give it a command to change the state of the light bulb, that turns the light bulb turnss on and off in real time. The door sensor reports when the door is opened and closed with notifications on her smartphone in real-time. Later Florence install a smart door lock on the door with the door sensor. The door lock created a secure connection with the PIN. When she activates the door to open using her app she notices it takes a second before the bolt moves.
Figure 5.1.3.1-1 gives a pictorial view of the new configuration that Florence network can support where if a PIN Element fails communications can still take place via alterative route/path (see dotted blue lines). The diagram shows if the lightbulb is turned off communications can still take place via a power socket or light switch. It also shows Florence’s smartphone receiving a notification of the failures.
[image: ] Figure 5.1.3.1-1: light bulb failure (turned off)
When Florence installs a new PIN Element into the PIN the instructions indicate that the PIN Element with Management Capabilities has to be within 2m so that the 2 PIN Elements can successfully communicate. After that a PIN Element may use a PIN Element that extends the PIN network coverage to successfully communicate with the PIN Element with Management Capabilities.
****NEXT CHANGE****
[bookmark: _Toc49943777][bookmark: _Toc66910035]5.1.5	Potential Requirements
[PR 5.1.5-1]	The 5G system shall support the ability for a network operator or authorised 3rd party to create a Personal IoT Network.
[PR 5.1.5-2]	A PIN shall support both delay and non-delay tolerant services. Maximum delay for non-delay tolerant services can be up to 200ms [4] from the sending PIN Element to the receiving PIN Element (e.g. ask the voice assistant [sending PIN Element] to turn a light on [receiving PIN Element]). Other communication KPIs are shown in Table 5.1.5-1.
Table 5.1.5-1 – KPIs for Positing with VR and AR
	Use case #
	Characteristic parameter
	Influence quantity

	
	Communication service availability: target value [%]
	Communication service reliability: mean time between failures
	End-to-end latency: maximum
	Message size [byte]
	Transfer interval
	Survival time
	PIN Element speed
	# of PIN Elements in the service area
	Service area (note 1)

	US Home
	99.999
	TBD
	200ms[4]
	TBD
	TBD
	TBD
	stationary
	[150][footnoteRef:2] [2:  This is based on calculation done at this website (below). However accurate references need to be provided. Figure has been increased to account for lights, appliances, door bells etc
https://www.quora.com/How-many-electrical-outlets-exist-in-the-United-States-Or-how-should-I-calculate-this] 

	214 sq m [11]

	UK Home
	99.999
	TBD
	200ms[4]
	TBD
	TBD
	TBD
	stationary
	31 [12] + [12]
NOTE 1
	90 sq m [13]

	NOTE 1 This assumes a UK house has medium rooms of: 3 bedrooms (2 double, 1 single), living room, kitchen, garage, 2 bathrooms, hallway and dining room. 31 sockets plus 12 lightbubs


NOTE:	The definitions for the titles of each column can be found in 3GPP TS 22.104 [15].
[PR.5.1.5-3] The PIN shall support fault tolerant operations.
[PR.5.1.5-4] The 5G system shall support mechanisms to provision a PIN touse direct device connection in non-operator managed spectrum when it has no connectivity to the 5G system.
[PR.5.1.5-5]	The 5G system shall support mechanisms for the PIN to collect charging information (e.g. timestamp for start and stop of communications, amount of data sent/received) regarding PIN Elements that use operator managed spectrum for PIN direct device connections, and to report charging data to the 5G system.
[PR.5.1.5-6]	The 5G system shall support a PIN Element using either non operator managed credentials (e.g. provided by a third party), or credentials that are managed by a service provider (e.g. see 3GPP TS 22.101 [3] clause 26A).
[PR.5.1.5-7]	A PIN shall be able to still operate when no connectivity exists from a PIN Gateway to the 5CN and or internet.
NOTE:	PIN Elements can only use non operator managed spectrum for communications and authentication mechanisms that do not require 5CN and or internet connectivity i.e. PIN Elements that are managed locally.
[PR.5.1.5-8]	A PIN shall have a least one PIN Element with Management Capabilities.
[PR.5.1.5-9]	The 5G network shall be able to provide backup of management data for PIN elements with management capability based on operator’s policy and local regulations.
[PR.5.1.5-10]	A PIN Element shall efficiently support a PIN discovery mechanism where PIN Elements can discover, subject to access rights:
-	status of other PIN Element (e.g. on/off);
-	if the topology of the PIN has changed;
-	capabilities of other PIN Elements (e.g. relay, PIN Element with management capabilities, PIN Element with gateway capabilities);
-	PIN Element with gateway capability has external IP connectivity.
NOTE:	external IP connectivity could be local break out or via the 5G core network.
-	connection types support by other PIN Elements (e.g. operator managed, non operator managed); and/or;
[bookmark: _GoBack]-	battery operated.
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