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Abstract: This document address the open issues with regards to the potential requirements of “Multimedia CLIP and COLP”, and proposes update to the potential requirements in clause 5.5 of FS_MMTELin5G TR 22.873.
Discussion

Having discussed further on the identified potential requirements identified in relation with use case “Multimedia CLIP and COLP”, the following updates are necessary:
· Regarding the PR [5.5.6-2], the terminating side does not attest, rather it verifies that the caller is authorized to use the identity:
Subject to regulatory requirements and operator policy, the 3GPP network shall provide suitable means to allow an authorized third-party (e.g. enterprise) to verify the authorisation of the use of the originating identity information presented to a calling party (e.g. in the Terminating Identification Presentation).
· As to the Editor’s note: “the issue of media stored by the originating network and retrieved by the terminating network needs further study”, it is proposed to introduce an additional potential requirement to cover the related aspect:

Subject to regulatory requirements and operator policy, the 3GPP network shall provide suitable means to allow an authorized third-party (e.g. enterprise) to verify that the user is authorized to reference or use stored identity content as part of the call.
Text Proposal to TR 22.873
------------------------------- 1st change ----------------------------

5.5
Multimedia CLIP (Calling Line Identification Presentation) and COLP (Connected Line Identification Presentation)

5.5.1
Description

The traditional calling card function provides the calling party identification information to the called party, and it also provides the calling party with the possibility to receive the line identity of the connected party. Such information can be enriched to include a subject, location, picture, and even video clips. There have been on-going efforts across the globe in enhancing the protection against unwanted robocalls, among which STIR/SHAKEN are most well-known solutions to verify the caller, minimizing unwanted robocalls and protecting consumers from fraudulent intentions from bad actors. IETF-defined STIR (Secure Telephone Identity Revisited) is considered one of the most promising technologies to combat unwanted robocalls, while SHAKEN (Signature-based Handling of Asserted information using tokens) framework provides a mechanism to implement STIR to authenticate calls. The STIR/SHAKEN works for authenticating and thus proving that a call has not been spoofed, but it does not determine caller intent. This means that bad actors may continue making unwanted calls by registering telephone numbers, which, as long as registered, are authentically theirs.

Meanwhile in vertical applications (such as hospitality industry and tourism industry), multimedia Calling Line Identification Presentations (CLIP) and multimedia Connected Line Identification Presentation (COLP) can help companies to promote and advertise their business with promotional videos / pictures, office location information, etc. While MMTEL and the supplementary services offers attractive features, the biggest practical issue for lots of businesses is that calls sometimes are rejected as fraudulent robocalls. It would be beneficial to enable business customers to be involved in controlling/managing the business specific information of their users (e.g. the identity of its own employees), which will help to confirm the authenticity of the business specific identity information and to provide additional support in preventing fraudulent robocalls.
5.5.2
Pre-conditions

Hotel California has a service contract with an operator iCA, including IMS subscription for the MMTEL services and the supplementary services such as CLIP and COLP.

5.5.3
Service Flows

Example 1:

1.        Eagles called the hotel reservation hot line to book rooms for the band to stay in Baja California. 

2.        When connected, they could see the promotional video of the hotel, as well as the identity information to confirm the authenticity of the called number.

Example 2:

1.        As part of pre-check-in service, the hotel customer service called Eagles who would check in the next week to learn about the room requirements. 

2.        When receiving the call, the guests could see the video introduction of the hotel with the available facilities and the scheduled entertainment events, as well as the identity information to confirm the authenticity of the calling number.
5.5.4
Post-conditions

When calling the hotel reservation hot line, customers can see the promotional video of the hotel.

When receiving a call from the hotel customer service centre, guests can see the video introduction of the hotel.

5.5.5
Existing features partly or fully covering the use case functionality

Note that the general requirements of Calling Line Identification Presentation (CLIP) and (Connected Line Identification Presentation) COLP are defined in TS 22.081 “Line identification Supplementary Services”, and for MMTEL in TS 22.173, clause 8.2.1 “Originating Identification Presentation (OIP)” and clause 8.2.3 “Terminating Identification Presentation (TIP)”. 

The existing service requirements relate to the use case functionality can be found in TS 22.183 “Customized Ringing Signal (CRS) Requirements” clause 4.1 “Basic functionality of CRS service”:

The service shall support the CRS content types of audio, video, image, graphic, text, location, and electronic business card.

CRS can contain one or several content types, and at most one element of each type.

The called party should be able to simultaneously experience multiple CRS contents, e.g. audio and video.

Rich Communication Services (RCS) defined in GSMA partially cover the required use case functionality, where the call composer functionality enables caller to enrich session establishment by sending e.g. reason, priority, location and other data to called party.

In addition, the features of “flexible data channel handling” partially cover the required use case functionality. The details of data channel can be found in TS 26.114 “IP Multimedia Subsystem (IMS); Multimedia Telephony; Media handling and interaction”: 


[image: image1]
The existing features related Caller ID authentication are STIR/SHAKEN Standards. STIR (Secure Telephone Identity Revisited) provides the ability within SIP to authenticate Caller ID, and SHAKEN (Signature-based Handling of Asserted information using tokens) defines the end-to-end architecture to implement Caller ID authentication using STIR in the telephone network. Note that the related work for STIR/SHAKEN support in 3GPP systems is being referred to as caller ID attestation in the downstream WGs (i.e., CT work item on enhancements to call spoofing functionality eSPECTRE).

5.5.6
Potential New Requirements needed to support the use case

The following requirements apply to the originating side. 
[5.5.6-1] Subject to regulatory requirements and operator policy, the 3GPP network shall provide a means for third parties (e.g. enterprises) to be authorized to attest to the use of calling identity information by its authorized representatives.
[5.5.6-2] Subject to regulatory requirements and operator policy, the 3GPP network shall provide a means for authorized third parties to attest that an authenticated representative is authorized to include or reference the pre-established calling identity information included in the call setup or retrieved by the called party.
[5.5.6-3] Subject to regulatory requirements and operator policy, the 3GPP network shall provide a means to demonstrate the authenticity of the pre-established stored identity content that is referenced by the call setup and retrieved by the called party.
The following requirements apply to the terminating side. 
[5.5.6-4] Subject to regulatory requirements and operator policy, the 3GPP network shall provide a means for third parties (e.g. enterprises) to be able to securely verify the caller’s authorization to use the caller identity information either in addition to any verification by the terminating PLMN or instead of verification performed by the terminating PLMN (PLMN skips the verification).
[5.5.6-5] Subject to regulatory requirements and operator policy, the 3GPP network shall provide a means to securely verify the authenticity of any stored identity content referenced by the call setup to be presented to the called party.



------------------------------- end of 1st change ----------------------------

Data channels do not require use of any codec but allows for real-time interaction in parallel to the conversational media (see clause 6.2.10)... 


The data channel application is created prior to the DCMTSI call where it is intended to be used, by means left out of scope for this specification. The data channel application workflow is depicted by Figure 6.2.10.1-1 below.
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Figure 6.2.10.1-1 Data Channel Workflow
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