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Abstract: This use case describes the required support from operator to manage PIN Elements including IoT devices or non-3GPP devices in a PIN in a home or in an office.
****All New Text****
5.x	Operator managed PIN 
5.x.1	Description
This use case describes the required support from operator to manage PIN Elements including IoT devices or non-3GPP devices in a PIN, in a home or in an office.
5.x.2	Pre-conditions
Bob has a mobile subscription with MNOa.
Bob has a smart home network using a gateway (i.e. a PIN Element with Gateway Capability) that is provided and managed by MNOa.
Bob’s smart home network supports several wireless technologies, including 3GPP direct device connection, WLAN, Bluetooth®, wireline, etc.
The 5G network of MNOa has a list (also referred to as a collection or group) of PIN Elements in Bob’s smart home network, which can be managed by the 5G network. This list is called the list of managed PIN Elements. This list contains information for each PIN Element, such as an identity, connectivity capabilities, credentials, communication restrictions (e.g. other PIN Elements it cannot communicate with), etc. 
5.x.3	Service Flows
Step1: Bob buys a new PIN Element, e.g. a smart plug with WLAN capability.
Step2: Bob connects this PIN Element to the WLAN of his smart home network and the PIN Element obtains an IP address.
Step3: The 5G network of MNOa detects that a new PIN Element is connected to Bob’s PIN.
Step4: The 5G network acting as an Identity provider creates a User Identity and User Profile for the PIN Element based on UIA Framework in TS 22.101.
Step5: The 5G network of MNOa sends a notification to Bob’s UE (a member of the PIN) requesting permission to add this device to the list of managed PIN Elements of his PIN.
Step6: Bob grants permission and the 5G network of MNOa adds the PIN Element to the list of "managed" PIN Elements.
5.x.4	Post-conditions
Bob is now able to monitor and control the PIN element (and any other PIN element in the list of "managed" PIN Elements), e.g. by using a web application provided by MNOa.
5.x.5	Existing features partly or fully covering the use case functionality
The service requirements in TS 22.101 clause 26a provide the principle for user centric identifiers and authentication by the 3GPP system:
-  	The 3GPP System shall support operators to act as User Identity provider and to authenticate users for accessing operator and non-operator deployed (i.e. external non-3GPP) services.
This use case and requirements consider that the application running on the PIN Element is a non-operator deployed (i.e. external non-3GPP) services behind a PIN Element with Gateway Capability in PIN.
5.x.6	Potential New Requirements needed to support the use case
[PR 5.x.6-1]	The 5G system shall be able to create a list of managed PIN Elements for a PIN. 
[PR 5.x.6-2]	For each PIN Element in the list of managed PIN Elements, the 5G system shall be able to store information such as an identity, connectivity capabilities, credentials, communication restrictions (e.g. other PIN Elements it cannot communicate with), etc.
[PR 5.x.6-3]	The 5G system shall be able to detect when a new PIN Element is connected to a PIN.
[PR 5.x.6-4]	The 5G system shall be able to add/delete a PIN element to/from the list of managed PIN Elements in a PIN after the PIN-user provides authorization. 
[PR 5.x.6-5] The 5G system shall be able to create an identity that can uniquely identify a PIN Element that is included in the list of managed PIN Elements for a PIN.
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