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Abstract: This document proposes to update the “Tourguide” to include some clarity on security privacy and connectivity requirements.
Discussion
Add security / privacy clarification that when a PIN is a member of another PIN it shall not compromise the security of either PIN.
[bookmark: _GoBack]Add requirement that when a PIN Element is connected to more than one PIN it should not be restricted to what Pin direct connection technology it can use.
****Changes****
5.7	Tour Guide Use case
Editor’s Note:	Terminology needs to be aligned with other usecases
****NEXT CHANGE****
[bookmark: _Toc66910080]5.7.2	Pre-conditions
Each tourist has a smartphone (UE) (PIN Element) and at least one of smart earbuds and eye glasses (additional PIN Elements). The later 2 are collectively known as wearables. The collection of all 3 is known as a Personal IoT Network. The earbuds and eye glasses communicate wirelessly using direct device connections. Tourists use their PINs for listening to music, watching videos and having messenger application video and phone calls. The earbuds will play notifications, sound and the eye glasses will display video images and notifications.
A tour guide has a smartphone (UE), smart earbuds and eye glasses. The earbuds and/or eyeglasses may be IoT devices that communicate with the UE within the PIN.
In popular tourist destinations the Quality Tour Guide (QTG) has a Service Level Agreement (SLA) with service provider C to ensure that the tour guide tours are of the best quality. QTG has been authorised by service provider C to be able to add tourists into QTG PIN. Service provider C also ensures that the security of the service provided to QTG is such that those that have not been authorised by QTG to join the group cannot hear or see QTG tour. Cheaper Tour Guide (CTG) has the same equipment but does not have an SLA, they cannot guarantee a high level of security as QTG can to their tour participants.  PIN Elements (earbuds, glass’s etc) that join either QTG or CTG are only authorised to communicate with only specific other PIN Elements within the respective PINs and not compromised the security of other PIN Elements e.g. tourist A’s smartphone (PIN Element) cannot communicate with tourist B’s smartphone in QTGs PIN.
****Next change****
[bookmark: _Toc66910084]5.7.6	Potential New Requirements needed to support the use case
[PR 5.7.6-1] The 5G system shall support that a PIN Element may be a member of more than one Personal IoT Network.
[PR 5.7.6-2] The 5G system shall support a PIN Element being added or removed from a PIN by an authorised 3rd party.
[PR 5.7.6-3] The 5G system shall enable direct device communications between PIN Elements in a PIN to use licensed spectrum (under the control of a MNO) or between PIN Elements to use unlicensed spectrum (may be under the control of the MNO, or not).
[PR 5.7.6-4] The 5G system shall be able to provision PIN Elements that have been authorised to use that PIN with the necessary configuration parameters to use that PIN subject to MNO and local policies.
[PR 5.7.6-5] The 5G system shall be able to support a PIN Element shall be able to concurrently use both operator managed and non-operator managed direct device connectivity with another PIN Element.
[PR 5.7.6-6] The 5G system shall be able to support that a PIN Element can support concurrent communications with PIN Elements in more than one PIN.
[PR 5.7.6-7] The 5G system shall be able to provide secure communications between PIN Elements in a PIN or across different PIN.
[PR 5.7.6-8] When a PIN Element is a member of more than one PIN, the PIN Element shall ensure it does not compromise the security and user privacy of other PIN Elements in any of the PINs it is a member.
[PR 5.7.6-9] PIN Elements that are a member of a PIN can be restricted to which other PIN Elements they can communicate within that PIN.
[PR 5.7.6-10] PIN Elements that are members of more than one PIN may use different types of PIN direct communications to communicate with each PIN, subject to MNO and local policies.
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