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Abstract: This document updates the use case to include how the 5G network can support PIN Elements in emergency situations and adds new potential requirements.
1 Discussion
This document updates the use case to include how the 5G network can support PIN Elements in emergency situations and adds new potential requirements. The personal health devices are providing measurements for life-threatening situations and therefore require access to the 5G network during emergency situations. In case of a disruption to one communication path, the measurements can still be sent through the 5G network using another communication path.

2 Proposal

It is proposed to update TR 22.859 V1.0.0 as follows.
Start of Changes
5.10
Personal health monitoring PIN Elements
5.10.1
Description
Personal health monitoring devices are becoming more readily available to consumers and may be used by doctors to provide remote monitoring of patients. Doctors may provide the devices to their patients and ask the patients to regularly upload measurements to the doctor’s office.
5.10.2
Pre-conditions
The personal health monitoring devices are PIN Elements that are designed to provide patient data to the doctor’s servers via the 5G network through a gateway UE. The devices belong to doctors and/or hospitals, who are the owners of the devices, and are configured to use both cellular access networks as well as wifi networks. The devices are configured by the doctor’s office or hospital with credentials belonging to the doctor or hospital to enable communications over the cellular network. Since the devices may be re-used for different patients at different times, the credentials must be offboarded and onboarded properly to ensure the collected data is associated with the correct patient. The devices can also use PIN direct connection to communicate with other PIN Elements in the network.

John has recently suffered from a heart attack and is recovering from treatments in a hospital. Before John is discharged, his cardiologist provides a heart rate monitoring device that he can use so the doctor can monitor his heart rate while doing light exercises at home. While at the hospital, the staff shows John how to associate the device with his smartphone so the device can send data to the doctor’s office server through the smartphone using the cellular network. John needs to also participate in a cardiac rehabilitation program at a local clinic where nurses can monitor his heart rate when he participates in a medically supervised exercise program. He attends the clinic 3 days a week and for other days of the week, John is encouraged to exercise lightly at home. While at the clinic, the heart rate data is shared with the clinic, which is reported back to John’s doctor. He uses the heart rate monitoring device provided by his doctor to record his heart rate while exercising at home and also when he is resting. However, John needs to be careful to maintain his heart rate within a safe range as to not overextend his heart and trigger another heart attack. To ensure the data can still be sent to the doctor’s office in case there is an issue with John’s smartphone, John also associate the device with his spouse’s smartphone. This would provide redundancy for when John is walking outside.
John also suffers from diabetes and his endocrinologist has provided him with a glucose monitoring device. The glucose monitoring device is a PIN Element that is configured with credentials belonging to his endocrinologist so that measurements from the device can be sent to the endocrinologist’s servers via the 5G network. Similar to the heart rate monitoring device, credentials must be offboarded and onboarded to ensure the collected data is associated with the correct patient. John needs to measure his glucose levels before and after each meal and sometimes on-demand if requested by his endocrinologist or when John experiences unusual symptoms. John needs to maintain his blood sugar level above a certain level to avoid experiencing hypoglycemia symptoms such as dizziness, trembling, weakness, seizures, or even loss of consciousness.
Since both the heart monitoring device and the glucose monitoring device may provide measurements that indicate a life-threatening situation, the devices are configured to provide redundant access to the 5G network to ensure John’s doctors are notified in case the measurements are beyond safe levels. The devices are configured to be able to connect to multiple gateway UEs to provide concurrent access for the devices to send measurements to his doctors in case of emergency. The devices can connect to and send measurements through both John’s smartphone and his spouse’s smartphone in addition to connecting to and sending measurements through his home network. 

When John visits his daughter’s house, he brings both the heart rate monitoring device and the glucose monitoring device so he can continue to provide measurements to both his doctors. The PIN Elements may communicate concurrently to the gateway UE at his daughter’s house (if one is available), John’s smartphone, and his daughter’s smartphone if an emergency arises. Either way, the data traffic sent from each device is charged to the respective doctor’s servers (PIN Elements).
NOTE:
The sensor measurements (heart rate, sugar levels etc) could be sent over multiple connections at the same time or the sensor is informed that connectivity is unavailable by one route and chooses an alternative route.  The mechanism would be dependent on how life threatening the lack of communicating information is.
5.10.3
Service Flows
John brings the PIN Elements that were provided by his doctors to his home and connects them to his home network.

-
Each PIN Element connects to the home network and to other gateway UEs
-
A gateway UE allows the PINs within the home to connect to the 5G system

-
Each PIN Element sends data through the gateway UE and the 5G system to the corresponding doctor’s servers

-
The 5G system is able to identify what PIN Elements sent each piece of data and generates charging records accordingly
5.10.4
Post-conditions

John’s doctors are able to monitor his health remotely through the measurements provided by the PIN Elements.

John doesn’t need to see his doctors as often as he recovers and if his vitals show he is relatively in good health.

The 5G system can correctly identify traffic sent by each PIN Element and generate the appropriate charging records.
The 5G system can provide network access for PIN Elements in medical emergency situations.
5.10.5
Existing features partly or fully covering the use case functionality
From 3GPP TS 22.101 [3],

The 3GPP system shall be able to provide User Identities with related User Identifiers for a user.

The User Identifier may be provided by some entity within the operator’s network or by a 3rd party.
The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.
From 3GPP TS 22.115 [7],

The 3GPP system shall be able to create charging data containing the User Identifier and the subscription to which it is linked for access and use of network services by a non-3GPP device that was authorized with its User Identifier linked to a subscription.
5.10.6
Potential New Requirements needed to support the use case


[PR 5.10.6-1]
The 5G system shall support a PIN Element to connect to multiple PINs.

[PR 5.10.6-2]
A PIN Element shall receive a notification if a PIN Element with Gateway Capability does not have 5GC connectivity.

[PR 5.10.6-3]
A PIN Element can be provisioned with a policy by a 3rd party or user of the PIN Element how to route data when the PIN Element can connect to multiple PIN Elements with Gateway Capability.

[PR 5.10.6-4]
The 5G system shall support access to operator managed spectrum for a PIN Element. 

[PR 5.10.6-5]
The 5G system shall support a PIN Element to be configured with credentials of multiple user identities.

[PR 5.10.6-6]
The 5G system shall support concurrent access to the 5G network and its services for an authorized PIN device (linked to a 3GPP subscription and provisioned with credentials) via one or more PIN Element with Gateway Capability.

[PR 5.10.6-7]
A PIN Element that requires continuous 5GC connectivity (e.g. heart rate monitor) shall be able to send a notification to a PIN Element with management capability if that PIN Element is unable to communicate with the 5GC.

