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Abstract: This document proposes updates on the use cases and adding new requirement for the use case of dynamic creation of an on-demand PIN.

Discussion
· New considerations for the use case. 
1. Revise the text in the use case to indicate the on-demand PIN can be deployed in the outdoor and not be restricted in residential environment, e.g. Using 5G home access router as PIN gateway is an example for this use case, but can be in other mobile devices, such as smartphone.   
2. Because this on-demand PIN may have relative short and limited (hours) life span for the existence. So, it’s desirable for the connectivity and services association with this on-demand PIN are configured accordingly, including PIN element side, to avoid service disruption. 
3. Since this on-demand PIN has restriction of the life span when it is created initially, it should have the capability to allow the user to extend the life span if it is authorized.     
4. In this on-demand PIN, on-demand secured connections exclusively being established between certain PIN elements are allowed.   
5. Add text for 5.11.5 on existing features.
6. Editorial changes.  

· Proposing new requirements derived from the use case. 

--------------------------------------------------------Change 1 begin --------------------------- 
[bookmark: _Toc66910106]5.11	Dynamic creation of an on-demand PIN at home 
[bookmark: _Toc66910107]5.11.1	Description
Nowadays, most of the operators and smartphones provide a personal hotspot service, which allows the phone to become a WLAN hotspot that provides internet connections to other devices via the UE’s mobile connections. But this only provides internet connectivity to those devices while the smartphone only acts as connection gateway. With the deployment of PIN and the support of the Mobile operators to use this as a new added value service, authorized mobile devices, such as smartphones, tablets, CPEs can be also used as a PIN gateway to dynamically create and manage an on-demand temporary PIN. This on-demand PIN will not only provide connectivity to the devices in the proximity, but also provides more flexibility and authority to the PIN-user to manage the PIN, such as to decide which devices to be connected into this PIN; to manage the service and the traffic within the PIN, so on.
The PIN uses licensed spectrum as well as unlicensed spectrum, Therefore, the creation and management of this type of on-demand PIN requires the authorization and supervision from the PLMN that owns the license spectrum. The PLMN can offer this new on-demand PIN service in certain constrained locations for authorized users with authorized devices. Although the on-demand PIN is provided and controlled by the PLMN, the authorized user of the on-demand PIN can have certain flexibility to manage this PIN, such as to decide when to create and terminate the PIN, coordinate with PLMN to authorize the devices to be allowed to access this PIN, manage the services being allowed in this PIN, so on. 
[bookmark: _Toc66910108]5.11.2	Pre-conditions
Tom is an avid game player and his local operator M offers a service where by the operator allows a customer to create on-demand PIN and download games to PIN element(s) with gateway and management functionality (e.g. 5G home access router as example in this use case,   but it can also be a mobile phone so that the players can create a gaming session everywhere, e.g. at the school yard or in the park), the home access router is provided by operator M and supports device connectivity using a variety of access technologies (e.g. operator managed 3GPP RAT, WLAN, Bluetooth®). Collectively operator M calls this “PIN Functionality”Tom has a 5G home access router with a 5G subscription of operator M including additional subscription for on-demand PIN capability using mmWave spectrum 26Ghz owned by M. The 5G home access router is provided by M as authorized devices for PIN. This 5G home access router uses 3.7Ghz frequency to connect to operator M’s 5G network and also supports connectivity with Wi-Fi and Bluetooth. This 5G access router also acts as service platform which allow user to host some authorized local applications, some of whose providers are partnering with the operator M 
NOTE:	These variety of access technologies are supported as avid game players usually have a variety of new and old devices they want to use.
The 5G home access router also stores games meta data that can be uploaded Operator’s M network so that the game can be played later on other PIN element(s) or the same 5G home access router at different location.
Today is the game night, Tom invites his friend Mike, James and Howard to his house to try the new air-combat video game that he just bought recently. The air-combat video game provider has partnership with the Operator M which hosts the game edge server in its network. Tom installed a local version of the game application in his home access platform in the 5G home access router. 
Mike, James and Howard bring their own wireless game consoles as well as wireless VR glasses. Mike, James’s console and VR glasses are 5G capable of supporting 26GHz spectrum with the subscription of operator M. Howard has the subscription of Operator A for his 5G game console. and VR glasses, but the console and VR glasses which also support WLAN and Bluetooth®. Howard also has a VR glass which can link to his 5G game console with PIN direct connection, such as Bluetooth®. 
[bookmark: _Toc66910109]5.11.3	Service Flows
1	After his friends arrive, Tom turns on its PIN function in his 5G access router. This 5G router sends on-demand PIN creation authentication and authorization request to Operator M, for creating a PIN in this device for 4 hours in his house using mmWave spectrum owned by M. Per the subscription Tom bought, the maximum number of devices to be allowed in this PIN is 10, and tonight he only requires 8 devices. Because the on-demand PIN subscription which Tom bought is the basic+ and only allows local traffic, it means that guest devices in this PIN will not be able to access services outside the PIN. The PIN subscription also has other restrictions, such as the PIN only allowed operating in Tom’s house and for maximum 10 hours for each time the PIN being created.  
      Note that Basic+ is the same as Basic subscription but allows devices, if supported, to use operators managed spectrum.  Tom upgraded tonight because in the past when Mike and others came over and they just used non 3GPP access technologies sometimes there was too much delay and parts of games became unplayable.
2	After being authorized by M, this 5G home access router is reconfigured by PLMN remotely, which may include getting some necessary functions downloaded from M, to be able to act as PIN gateway. 
3	When the 5G home access router is ready, it starts to use and broadcast its own PIN network ID which can be assigned by M or named by Tom depended on the M’s policy. 
4	Mike and James have connected to Tom’s game night PIN before on other game nights, so their devices automatically discover and connect their 5G home game consoles access router and VR glasses to this PIN after being authenticated & authorized via Tom’s 5G home access router. It’s Howard first time to use PIN since he has no subscription of M, he has to manually select and connect his game console to “game night “ PIN using WLAN.   
[bookmark: OLE_LINK15][bookmark: OLE_LINK16][bookmark: OLE_LINK14]5	An edge server functionlocal game server is created and hosted in the 5G router after the PIN is up, so everyone’s game consoles can be connected to that local game server edge server application for playing locally. Before coming to Tom’s house, James played the game at his home and his game console was connected to the game serveredge server hosted in the PLMN’s cloud. After being connected to “game night” PIN, JamesTom’s connection with the game server edge server is relocated to the local game edge serviceer in the “game night” PIN. Within this PIN, Tom, Mike, James’s game consoles and VR glasses can communicate with each other using direct device communication D2D with the mmWave 26Ghz spectrum while their consoles communicate with the local game server via Tom’s 5G home access router.,  while Howard’s console can communicate with others’ consoles and the local game server via the connection to Tom’s 5G Home access router using WLAN first. 
6	Tom’s 5G home access router monitors and controls the communication of those devices in “game night” PIN based on the policy from M, also may coordinate with M for some necessary network managements, such as interference management. 
7	All the gaming content being exchanged between these players is conveyed locally, only the game status information can be conveyed back to the central game server in the cloud via the local game function in Tom’s 5G home access router. 
8.   Because the PIN is created for only 4 hours, the service and connections associated with PIN elements as well as operators 5GC are configured accordingly to the lifetime of the PIN, to avoid sudden service disruption when the PIN has ended after time life expires. 
8.  Tom and Mike are one team to against the team of James and Howard in the game. Tom and Mike establish an encrypted communication between their game consoles to exchanges some private information (e.g. screen shots, game maps, private chat, voice etc), while another secured communication between James and Howard’s devices is also created. 
[bookmark: _Toc66910110]5.11.4	Post-conditions
Tom, Mike, James and Howard happily play the game in Tom’s house for 3 hours. After 3 hours, they are so into the game and don’t want to finish in 1 hour and decide to extend the game night for 3 more hours, So,  Tom sends the PIN modificationtermination request to M to extend the PIN for 3 more hour and is approved. When 7 hour PIN life time expires, then the “game night” PIN is terminated. sAll the game consoles and VR glasses have beenare gracefully disconnected from the PIN as well as the game services, then the “game night” PIN is terminated. 5G access route sends the charging information for this 73-hour operation of PIN. 
[bookmark: _Toc66910111]5.11.5	Existing features partly or fully covering the use case functionality
This on-demand PIN may be created and managed as network slice, so some of the requirements defined in TS22.261 clause 6.1 “network slicing “can be applied to this use case. However, the dynamic, on-demand aspects of creating and managing the network slices of PIN, as well as some aspects on security, constrain and policy configuration may be not covered. See clause 5.11.6 for potential new requirements. 
In order for the PIN element to discovery, select this on-demand PIN, the PIN element can treat the PIN as a network to conduct network discover and selection procedure which the requirements on 3GPP network selection defined in TS22. 261 can be applied.    

[bookmark: _Toc66910112]5.11.6	Potential New Requirements needed to support the use case
Editor Notes: New requirements are for FFS. 
[bookmark: _Hlk70089839][PR.5.11.6-1]5G system shall be able to support creation / termination / modification of an PIN in certain location for a requested period of time (e.g., hours) with the authorization from the operator based on the subscription of the PIN. 
Note 1:	 The above may imply some dynamic creation and configuration, in the order of [TBD] minutes

[PR-5.11.6-2]5G system shall be able to allow authorized PIN Elements to automatically or manually to identify and select a PIN. 
[bookmark: _Hlk70089221] [PR-5.11.6-3]5G system shall be able to support authentication and authorization of PIN elements whose subscriptions can belong to different operators to access the PIN for a period time (e.g., hours). 
[PR-5.11.6-4] 5G system shall be able to support secured communications between two or more individual PIN elements within a PIN. 
[PR-5.11.6-5] 5G system shall be able to support PIN elements knowing the remaining operation time of an PIN with limited life span, to prevent service disruption when the PIN is terminated.  
[PR-5.11.6-6] 5G system shall be able to support an authorized 3rd party to set policies on which PIN Elements can access which services or PIN elements in an PIN.
PR-5.11.6-7] 5G system shall be able to support an authorized 3rd party to set policies duration of access, IP connectivity type (local break out 5GC etc) local services etc.







