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	Reason for change:
	In the last meeting, an editor’s note, and subscription aspects for PRAS have been discussed for use case 5.21: 
1. Editor’s Note: Authentication and authorization in these requirements need to be clarified.

2. PRAS and eRG may be provided by the same or different operators.The PRAS connects with the network using eRG using 3GPP or non-3GPP RAT and the eRG can access the network also using 3GPP or non-3GPP access networks (e.g. WLAN, fixed broadband access network) According to Annex A.3, the PRAS is part of the Customer Premises Network and therefore connected to the eRG using any suitable non-3GPP technology (e.g. Ethernet, optical, WiFi). It is expected that when a PRAS is manufactured, the deployment location and specific usage may not be known. In order to identify and manage the PRAS(es), an associated subscription with the 5G network is needed, even if the access is done via non-3GPP access.

3. Support of different scenarios that allow PRAS subscription for being independent of PRAS identity. The possible scenarios include: 1) the PRAS(es) may be added to existing subscriptions, or part of a new subscription for the user; 2) the PRAS may be leased. That is, the change in PRAS ownership should be possible when activating the PRAS by the preferred operator or a possible change of operators, etc.   

	
	

	Summary of change:
	This PCR proposed to clarify the editor’s note and address subscriptions aspects for PRAS which can be handled in a way similar to IoT devices by referring to TS22.261 clause 6.14 for IoT devices with the following supports:

The PRAS needs to be managed securely and efficiently. A method of dynamic subscription generation and management is needed in addition to statically provisioned subscription. Once the associated subscription is established, subscription management becomes necessary, for example, 
· to modify the subscription when the ownership of the PRAS changes, 
· to update or refresh credentials due to suspected leakage or theft of security keys or as a preventive measure.
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	Other comments:
	The changes in use case 5.21 will also have to be reflected in consolidated requirements. This is done in a separate CR for the consolidated requirements.
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	*** 1st Change ***


[bookmark: _Toc72791835][bookmark: _Toc57625551]5.21 	Identification, Authentication, and Authorization for Premises Radio Access Stations
[bookmark: _Toc72791836]5.21.1	Description
To ensure providing the secure connectivity for UEs connected to 5G network via Premises Radio Access Stations (PRAS) behind eRG, this use case illustrates the need to have 5G system support for identification, authentication, and authorization of a PRAS which is not provided by the operators and has not previously been provided with credentials. 
The use case is to ensure that there is 3GPP mechanism to protect the weak-link between these (assuming untrusted) PRAS(es) not provided by the operators and the eRG. 
[bookmark: _Toc57625552][bookmark: _Toc72791837]5.21.2	Pre-conditions
Alicia purchased a promotion deal from her smartphone’s operator Wallowa to upgrade her home network with a bundle package including one eRG and one PRAS-A. When receiving both devices, Alicia installed the eRG and PRAS-A in the second floor and connected both via wireline. Alicia powered on both devices. Both devices register to the 5G network and are provisioned with configuration of operation settings and authorizations from the 5G network. Both eRG and the PRAS-A are up and running well to provide 5G coverage in Alicia’s home. 
Later, Alicia found there were still some coverage holes in the corner of the first floor so she decided to purchase one PRAS-B which is not provided by the operator and has not previously provided with credentials which thus considered as untrusted devices for the operator’s network. 
When returning home, Alicia logs on to her account on Operator Wallowa's portal to upgrade the eRG subscription for allowing connecting this PRAS-B and then add  this PRAS-B by configuring the device settings manually or via scanning QR code of the PRAS-B and associating it to the trusted 3GPP device, eRG, which it will be connected with tethering connection. 
Alicia installed the PRAS-B in the first floor and connected the PRAS-B to 5G network via operator’s eRG.
[bookmark: _Toc57625553][bookmark: _Toc72791838]5.21.3	Service Flows
1.	Alicia turns on the PRAS-B and connects the PRAS-B to the eRG. The PRAS-B connects to 5G network via the eRG. The 5G system detects that PRAS-B has not previously been provided with credentials and then provision a credential to the PRAS-B which may be based on eRG subscription or PRAS subscription if available. Operator Wallowa’s 5G network identifies, authenticates, and authorizes the PRAS-B based on the credentials provided to the PRAS. 
2. 	The 5G network provisions configurations, e.g. PRAS operation authorization, operator’s settings, etc., to the PRAS via eRG. 
[bookmark: _Hlk65010108]3. 	When the PRAS-B completes installation, it reconnects to Operator Wallowa's 5G network via eRG based on provisioned PRAS-B configuration.
4.  The Operator Wallowa’s 5G network can identify PRAS-B, authenticate its identity, and authorize the PRAS-B operation based on the provisioned credentials and configuration of the PRAS-B. 
5. Once this process is complete, the PRAS-B is successfully authenticated, authorized, configured, and connected to Operator Wallowa’s network via eRG and are now fully operational.
[bookmark: _Toc57625554][bookmark: _Toc72791839]5.21.4	Post-conditions
The 5G network ensures that the E2E connection from the 5G core network to the UE connected to the operator’s PRAS-A and the PRAS-B behind eRG are secure because both PRAS(es) connected via operator’s eRG are authenticated, authorized, and managed by the operator. 
Alicia can now connect her UEs to both PRAS(es). She is happy that she can speak to the phone when walking around the house with good 5G service coverage.
[bookmark: _Toc57625555][bookmark: _Toc72791840]5.21.5	Existing features partly or fully covering the use case functionality
The following service requirement in 3GPP TS 22.101 [11] clause 26a provide the principle for user centric identifiers and authentication and authorization by the 3GPP system:
The 3GPP System shall support operators to act as User Identity provider and to authenticate users for accessing operator and non-operator deployed (i.e. external non-3GPP) services.
[bookmark: _Hlk47860676]In the 3GPP TS 22.101 [11] clause 26a, the 5G network operator can act as an identity provider for Users, e.g. an individual human user, using a UE with a certain subscription, or an application running on or connecting to a UE, or a device ("thing") behind a gateway UE. These Users are associated to the 3GPP devices (UE or gateway UE) which are 5G subscribers of the operator’s network. The 5G network can identify and authenticate a User Identity based on the authenticated 3GPP device that is associated to the user. In the context of CPN, the 5G network can also enable support for identifying and authenticating an PRAS which is not provided by the operator and does not have 3GPP credentials based on the authenticated 3GPP device (eRG) that provides tethering connection. 
[bookmark: _Toc57625556][bookmark: _Toc72791841]5.21.6	Potential New Requirements needed to support the use case
Editor’s Note: Authentication and authorization in these requirements need to be clarified.
[PR 5.21.6-001] The 5G system shall provide support for a network operator to authenticate a PRAS based on the identification of the PRAS and associated subscription.
[PR 5.21.6-002] The 5G system shall provide support for a network operator to authorize a PRAS for its use in a CPN based on the authorizations in associated subscriptions.
[PR 5.21.6-003] The 5G system shall support a secure mechanism for the network operator to remotely provision provide credentials to a PRAS.
[PR 5.21.6-004] The 5G system shall provide mechanisms for the network operator to provision an authenticated PRAS with operation settings, e.g. carrier frequencies.
[PR 5.21.6-005] A PRAS shall have associated 3GPP subscription and be identifiable by the core network (e.g. for management purposes or to provide backhaul connectivity to the PRAS). 
[PR 5.21.6-006] The operators for the subscription associated with the PRAS may be different from the operator associated with the eRG.
[PR 5.21.6-007] The 5G system shall provide mechanisms for the network operators to change the subscriptions associated with a PRAS.
NOTE:	identification of a subscription for a PRAS is independent of identification of a PRAS.
	*** End of Change ***



