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[bookmark: _Toc46160440][bookmark: _Toc74143013]***************** Begin Change *******************
[bookmark: _Toc74229599][bookmark: _Toc75853843][bookmark: _Toc74230205][bookmark: _Toc46160437]6	Considerations
[bookmark: _Toc74229600][bookmark: _Toc46160438][bookmark: _Toc74230206][bookmark: _Toc75853844]6.1	Potential security considerations
In order to guarantee security of 5G energy applications and to meet different kinds of safety isolation requirements of multiple energy applications, the 5G system shall support certain mechanism of authentication and secured communication between the 5G system Core Network and energy applications  to provide secure end-to-end communication service.
[CPR-009] The 5G system shall enable support of a mechanism to support authentication and secured communication between the 5G system Core Network and a 3rd party’s application function, in order to provide secure end to end communication service.

[bookmark: _Toc46160439][bookmark: _Toc74230207][bookmark: _Toc75853845][bookmark: _Toc74229601]6.2	Potential charging considerations
VOID
7	Consolidated potential requirements and KPIs
[bookmark: _Toc46160441][bookmark: _Toc74143014]7.1	Consolidated potential requirements
[CPR. 001] The 5G system shall support an end-to-end latency of less than 5ms or 10ms, as requested by the UE initiating the communication.
[CPR. 002] The 5G system shall support communication channel symmetry in terms of latency (latency from UE1 to UE2, and latency from UE2 to UE1) between the two relays, with the max asymmetry < 2ms. 
 [CPR 003] Based on MNO policy, the 5G network shall provide suitable means to allow a trusted third party to monitor LAN-VN performance parameters, to configure and receive information for conditions relevant to a specific UE, network and and specific configuration aspects of the UE in the VN.
[CPR 004] The 5G system shall provide a means by which an MNO informs 3rd parties of network events (failure of network infrastructure affecting UEs in a particular area, etc.).
[CPR 005] The 5G system shall provide means by which an MNO informs 3rd parties of changes in UE subscription information. The 5G system shall also provide a means for 3rd parties to request this information at any time from the MNO. 
NOTE 1: 	Examples of UE subscription information include IP addressand APN network.
Editor’s Note: This requirement is FFS.
[CPR 005a] Based on operator policy, the 5G system shall provide means for the 3rd parties to request changes to UE subscription parameters for access to data networks, e.g. static IP address and APN.
[CPR 006] The 5G system shall provide a means by which an MNO can inform 3rd parties of RAN information with a suitable frequency to aid in identifying performance anomalies and problems.
Editor’s Note: This requirement is FFS.
[CPR 007] The 5G system shall provide a means for an MNO to inform 3rd parties of changes in a UE’s IP configuration (e.g. IP address, 5G LAN-VN membership.)
Editor’s Note: This requirement is FFS.
[CPR 008] The 5G system shall provide a means for an MNO to inform 3rd parties of USIM card related events (USIM opens or closes context) according to their service level agreement.
 [CPR 009] The 5G system shall enable support of a mechanism to support authentication and secured communication between the 5G system Core Network and a 3rd party’s application function, in order to provide secure end to end communication service.
[CPR 0109] The 5G system shall provide a mechanism for a 3rd party to report to an MNO service degradations, communications loss and sustained connection loss. These reports use a standard form. The specific values, thresholds and conditions upon which alarms occur could include e.g. the measured values for latency, data rate, availability, jitter, etc. for a UE, its location, and the time(s) in which the degradation occurred.
NOTE 2: What the MNO does with such reports is out of scope of 3GPP specifications.
NOTE 3: The above potential requirement expresses the need for reporting by a third party to the 5GS and leaves it to downstream groups (in this case SA5) to work out the implications.
[CPR 0101] The 5G System should support the IEC 61850-9-3 [29] profile and IEEE Std C37.238-2017 [24].
[CPR 0112] 5G system should support at least one of the two profiles for synchrophasor communications: IEC 61850-90-5:2012 [26], or IEEE Std C37.118.2-2011 [28].
[CPR 0123] The 5G system should support the IEEE 802.1Q QoS profile as defined IEC 61850-90-5 [26].
[CPR 0134] The 5G system shall support delivery of the same UE originated data in a resource-efficient manner in terms of bandwidth to UEs distributed over a large geographical area.
[CPR 0145] The 5G system shall allow a UE to request a communication service to send data to different groups of UEs at the same time.
[CPR 0156] The 5G system shall allow a UE to request different QoS for the communication in each of those groups.
[CPR 0167]The 5G system shall provide a mechanism for an MNO, based on MNO policy, to automatically report to 3rd parties’ service degradations, communications loss and sustained connection loss in a specific geographic area (e.g. a cell sector, a cell or a group of cells.) These reports use a standard form. The specific values, thresholds and conditions upon which alarms occur could include e.g. the measured values for latency, data rate, availability, jitter, etc. for a UE, its location, and the time(s) in which the degradation occurred. 
[CPR 0178] Subject to regulatory requirements and operator policy, the 5G system shall support a mechanism by which an MNO can identify the uninterruptable power supply status of the MNO’s infrastructure, specifying which physical regions would be affected in terms of physical topology, as this information will facilitate energy system recovery operations
[CPR 0189] Subject to regulatory requirements, the 5G system shall support a mechanism by which a third party can communicate the energy system recovery status in terms of location and time table to the MNO, as this information will facilitate MNO operations to facilitate energy system recovery.
NOTE 4: It is assumed that once aware of the proximity and duration of the energy outage, the MNO may manage the 5G nodes affected by the outage to make use of the power autonomy remaining in the 5G nodes, e.g. prioritizing the delivery of resources to support the energy system operations communications. Power consumption for energy system operations must be optimized so that the service recovery can be remotely orchestrated by the energy utility.
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