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Abstract of the contribution:
In TR 22.867, 5.7, a problem and associated requirement related to USIM related events was added. This must be revisited for clarity.
Introduction
In TR 22.867, 5.7 the following problem is introduced:
Utility DSO U’s NOC (Network Operating Center) will perform efficient and effective monitoring of Smart Grid assets connectivity and incident resolution if it can rely on trustworthy information coming from the following sources:
-	Health Check platform to monitor availability of the connection
-	Performance Check procedures to monitor that performance levels are above required thresholds
NOTE 1:	Failure of the Health Check or Performance Check will trigger the Incident Management process.
-	Accurate and updated Inventory to geographically locate the Cellular connection (USIM) at a specific Smart Grid asset (typically Substation)
-	Real time Access to MNO’s SIM card Management and operation platforms (lifecycle control, APN configuration,) 
The related requirement is:
[PR.5.7.6-008] The 5G system shall provide a means for an MNO to inform 3rd parties of USIM card related events (USIM opens or closes context.).
It has been pointed out that this requirement is not clear and does not reflect the intent of the text above. 
The purpose of this discussion paper is to explain the problem and consider what the requirement is that would solve it. A proposal is made for the text replacement to pursue this clearer problem statement and its resolution by a requirement on the 5G system.
Discussion
In the terms of this use case a UICC with associated USIM represents the telecommunication subscription in a device, considered as a ‘Smart Grid asset.’ 
Though the text above is not clear, the problem to solve is that the following information may not currently be ‘exposed’ by 3GPP standards:
1)	A UICC has been inserted into a device that has an unexpected IMEI. This could occur due to technician error (e.g. a UICC intended for one device is installed in the wrong device,) or due to theft (e.g. a UICC intended for use in the smart grid is inserted in a device used for unauthorized purposes.)
2)	A UICC installed in a device that is intended to be stationary moves to a new location. This would indicate either that a smart grid asset has unexpectedly been moved, it has been stolen or some other serious error.
3)	A USIM is updated over the air by the MNO. While the details of an update of a USIM is not the concern of the utility operator, the fact that an upgrade occurs may be relevant to the utility operator’s configuration management database and may result in scrutiny to identify any unexpected behavior in the Smart Grid Asset.
4)	The subscription lifecycle associated with the USIM. A subscription can be inactive, test, active, deactivated, and several other states. These states depend on the operator’s deployment model, and varies from one operator to another, however there are common states that a subscription in each of these models. It would be valuable to a utility operator if this model were standardized as it would simplify their interaction with MNOs as utility operators have many subscriptions to track with many MNOs, sometimes in multiple countries.
5)	The UE employing the USIM is registered (attached) to the 3GPP system. It would be useful to track which devices are registered, according to the MNO, with the 3GPP system. This is important information if there is a failure as part of troubleshooting, to rule out the possibility that the UE is not registered with the network.
6)	The UICC has been ejected / inserted unexpectedly. While it is not possible for a UE to communicate with the network when the UICC has been ejected, it could be possible to log these events and report them to the network eventually. This information would be useful for the utility to track the physical configuration of their network assets and to track down problems that may be caused by on-site technician errors.
Analysis of these particular ‘events’ and whether / how the 3GPP system could identify and report them.
	Report on the following event
	Existing requirement (stage 1)
	Existing functionality (stage 2)

	1) A UICC has been inserted into a device that has an unexpected IMEI.
	TS 22.368, 7.2.8
The MTC Feature MTC Monitoring is intended for monitoring MTC Device related events.
For the MTC Monitoring MTC Feature:
-	The system shall provide mechanisms to detect the following events:
-	change of the association between the ME and the USIM
	23.682, 5.6.1.6
Monitoring Event: Change of IMSI-IMEI(SV) Association
23.502, 4.15.3.1
Change of SUPI-PEI association


	2) A UICC installed in a device that is intended to be stationary moves to a new location.
	TS 22.368, 7.2.8
The MTC Feature MTC Monitoring is intended for monitoring MTC Device related events.
For the MTC Monitoring MTC Feature:
-	The system shall provide mechanisms to detect the following events:
- change of the location (geographical position and/or point of attachment in the network) of the MTC Device.
	23.682, 5.6.1.5
Specific Parameters for Monitoring Event: Location Reporting
23.502, 4.15.3.1
Location Reporting


	3) A USIM is updated over the air by the MNO.
In particular – what are the default values assigned for specific parameters of interest (namely: APN and DNN.)
	None – however this is an operator-internal operation that normally is not visible to the customer.
	

	4) The subscription lifecycle associated with the USIM.
	None – however this is a business to customer interaction that is normally out of scope of 3GPP.
	

	5) The UE employing the USIM is registered (attached) to the 3GPP system.
	TS 22.368, 7.2.8
The MTC Feature MTC Monitoring is intended for monitoring MTC Device related events.
For the MTC Monitoring MTC Feature:
-	The system shall provide mechanisms to detect the following events:
-	loss of connectivity. The maximum time between the actual loss of connectivity occurred and the loss of connectivity detected shall be configurable per subscription.
-	communication failure events of the UE visible to the network (e.g. for troubleshooting)
	23.682, 5.6.1.4
Specific Parameters for Monitoring Event: UE reachability
23.682, 5.6.1.3
Specific Parameters for Monitoring Event: Loss of connectivity
[bookmark: _Toc19198178][bookmark: _Toc27897233][bookmark: _Toc36193195][bookmark: _Toc45198188][bookmark: _Toc45198414][bookmark: _Toc51837439][bookmark: _Toc51837665][bookmark: _Toc75429664]23.682, 5.6.1.10
Specific Parameters for Monitoring Event: PDN Connectivity Status
23.502, 4.15.3.1
Loss of Connectivity
UE reachability
Communication failure
Availability after Downlink Data Notification failure
PDU Session Status



	6) The UICC has been ejected / inserted unexpectedly.
	None – however this would be very difficult to report since when the UICC has been removed, the device cannot communicate with the network.
Given reporting of event (1) above, it should be possible to identify every time that a UICC has been associated with a IMEI (or SUPI-PEI association occurs). So at least the ‘insertion’ is supported, if not the ejection event.
	



The gaps that remain are the highlighted rows in the table above. The question is whether anything should be or could be required in 3GPP for reporting these events?
As argued above, (6) can be partially supported already, given (1). 
The question is whether operator-internal and operator-customer interaction can or should be standardized by 3GPP? 
The capability to identify the state of the subscription and whether the USIM has been updated is not in scope of 3GPP, so it is not suggested to keep the corresponding potential requirements in TR 22.867.
	In TR 22.867, 5.7 the following problem is introduced:
Utility DSO U’s NOC (Network Operating Center) will perform efficient and effective monitoring of Smart Grid assets connectivity and incident resolution if it can rely on trustworthy information coming from the following sources:
-	Health Check platform to monitor availability of the connection
-	Performance Check procedures to monitor that performance levels are above required thresholds
NOTE 1:	Failure of the Health Check or Performance Check will trigger the Incident Management process.
-	Accurate and updated Inventory to geographically locate the Cellular connection (USIM) at a specific Smart Grid asset (typically Substation)
-	Real time Access to MNO’s SIM card Management and operation platforms (lifecycle control i.e. whether the subscription is active, suspended, in ‘test’ mode, deactivated, etc., APN configuration,) 
The ‘existing requirements’ are added:
23.628, 5.6.1 provides monitoring of UE location, IMSI-IMEI association changes, UE connectivity and PDN connection status. 
23.502, 4.15.3.1 provides the analogous monitoring capabilities for the 5GC.
It may be possible for the utility to interact using non-standard means with the MNO to determine the status of any of their subscriptions (and associated UICC/USIMs.) This capability is entirely out of scope of 3GPP.
It also may be possible using non-standard means for the utility to request configuration default information related to their subscriptions (and associated UICC/USIMs.) This capability is entirely out of scope of 3GPP.
The related requirement is:
[PR.5.7.6-008] The 5G system shall provide a means for an MNO to inform 3rd parties of USIM card related events (USIM opens or closes context.).
This would also be reflected in the consolidated requirements in clause 7.1:
[CPR 008] The 5G system shall provide a means for an MNO to inform 3rd parties of USIM card related events (USIM opens or closes context) according to their service level agreement.



Conclusion and Proposal
[bookmark: _GoBack]It is recommended to make the changes proposed above to TR 22.867. There is a corresponding 23.867CR in S1-212067.
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