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Introduction
SA6 has introduced two Key Issues on abnormal UAV behaviour and tracking of UAVs in their study of UAV. These aspects were approved as KI#11 and KI#12 in TR 23.755, but Editor’s Notes were introduced as a reminder that completion of the solutions for these two KIs and continuation of this work into the normative phase is dependent on confirmation from SA1.
The KIs and the Editor’s Notes are:
KI#11: Support to reporting of NEF abnormal behaviour analytics for detection of problematic UAV and UAV-controller

Editor's note:
The validity (i.e. potential deletion) and alignment of this key issue due to the clarification of the source requirement from SA1 is FFS.

KI#12: Track UAV location deviation

Editor's note: The validity (i.e. potential deletion) and alignment of the gap related to location deviation due to the clarification of the source requirement from SA1 is FFS. 

The complete text for both KIs is found in Annex A of this document.
It can also be noted that SA6 has approved solutions for both KIs.
SA6 sent an LS to SA1 on this which was discussed at SA1#92-e (S6-202227 / S1-204325). A reply LS could not be agreed, and the topic was postponed.
SA6 need input from SA1 on these topics to be able to conclude on all aspects in TR 23.755.
Proposal

SA6 need feedback on these aspects, and this paper is provided to give some additional input to the discussion. To secure a structured discussion in SA1, it is proposed to reply to SA6 with one LS for each of the two Key Issues.

For a reply to SA6 on the validity of KI #12, it is proposed to reply to SA6 with a confirmation that SA6 can study location deviation based on the requirements [R-5.1-012] and [R-5.1-013] of 3GPP TS 22.125 [3] to track the UAV/UAV-C location. A proposed reply to SA6 is found in S1-210263.
For a reply to SA6 on the validity of KI #11, we do not have a firm opinion and leave this to a separate discussion.
Annex A, KI#11 and KI#12 of 3GPP TR 23.755
5.11
Key issue#11: Support to reporting of NEF abnormal behaviour analytics for detection of problematic UAV and UAV-controller

As per 3GPP TS 22.125 [3], "The 3GPP system shall support detection, identification and reporting of problematic UAV(s) and the UAV controller to a UTM". 

Many events related to the UAV need to be taken into consideration to conclude that the UAV is problematic. According to 3GPP TS 23.288 [10] (network data analytics services) there are abnormal behaviour related network data analytics for UE or groups of UEs, which could be mobility related, communication related or both. Mobility related are unexpected UE location, ping-ponging across neighbouring cells, unexpected wakeup, unexpected radio link failures, etc. Communication related are unexpected long-live/large rate flows, unexpected wakeup, suspicion of DDoS attack, wrong destination address, too frequent service access. These abnormal behaviour analytics are exposed via NEF (as specified in 3GPP TS 29.522 [18]). USS/UTM may be able to fetch multiple events related to the UAV (UE) from the 3GPP core network, using the current services of NEF/SCEF, or provide expected UE behaviour parameters to NWDAF.

Taking the above into consideration, this key issue is needed to study:

-
Whether the existing abnormal behavior analytics (NWDAF), event monitoring and reporting capabilities available to the UTM from the 3GPP exposure points (e.g. NEF APIs, UAE APIs, SEAL APIs) are sufficient for detecting a problematic UAV by the UTM. 

Editor's note:
The validity (i.e. potential deletion) and alignment of this key issue due to the clarification of the source requirement from SA1 is FFS.

5.12
Key issue#12: Track UAV location deviation

According to the requirements [R-5.1-012] and [R-5.1-013] of 3GPP TS 22.125 [3], one of the key functionalities of the UTM is to track the UAV/UAV-C location. Also, for "Automatic flight by UTM" control mode as mentioned in 3GPP TS 22.125 [3], it is required for UTM to track the UAV's location. In order to achieve this, the USS/UTM needs to obtain UAV's current location information periodically and process it to confirm the UAV's location deviation.

NOTE:
This key issue can be seen as an add-on to Key issue#3.

Hence, it is required to the study the following:

-
Whether the existing location reporting capabilities in the UAE/SEAL are sufficient to enable the USS/UTM to monitor the UAV's location deviation.

Editor's note: The validity (i.e. potential deletion) and alignment of the gap related to location deviation due to the clarification of the source requirement from SA1 is FFS. 

