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Abstract: This contribution provides a use case that describes how resources available in Partner MCX Service Systems can be brought into a primary MCX Service System to support multi-agency first responder efforts during an incident. 

Current specifications or requirements do not cover an administrative configuration protocol between interconnected MCX Service Systems that supports the exchange of administrative and security relevant information.

Discussion

This use case proposes to address the potential service requirements for the following scenarios:

· Enabling access to the Partner MCX Service System and specific services for users/UEs without previous relationship with the Partner MCX Service Systems;

· Transmitting availability of MCX Service User resources to Partner MCX Service Systems for incident management and response purposes

Proposal

It is proposed to include this use case and corresponding potential service requirements in TR 22.881.
x.1
Incident response involving multiple countries
x.1.1
Description

A train carrying passengers and cargo has derailed in the border region between Belgium, The Netherlands and Germany and collided with a freight train transporting chemicals and other flammable material. Injured persons need to be rescued, derailed carriages need to be secured, chemicals have to be neutralised or cleaned up and fires nearby any flammable material need to be controlled.

The accident happened in Germany, which means the German PPDR organization carry the responsibility to deal with the incident and coordinate the rescue efforts. Calls from the public to report the incident reach the relevant Belgian, Dutch and German command and control centres. As the relevant PPDR organizations in the region have bi-lateral incidence support agreements in place, the Belgian and Dutch PPDR organizations immediately offer resources to the relevant German authorities. 

Administrative information is transmitted in a pre-agreed format to the relevant German command and control centre and includes capability information, such as what type of rescue equipment can be made available or what type of hazardous materials can be dealt with, as well as the MCX user IDs of the first responder able to operate the relevant equipment. The information transmitted includes an estimated time to reach the incident site.

Since the accident involves trains and rail equipment, the relevant rail authorities and support groups need to be contacted and brought into the rescue efforts. 

In order to ensure operational safety of the first responders on-site and a quick response to on-site emergency calls, their respective MCX Service UE’s emergency call communication is reconfigured to be routed to a specific mobile on-site emergency call centre.

The relevant German command and control centre analyses the information received and requests the resources that are deemed necessary to support the rescue efforts. Information such as configuration data and authorizations are then transmitted back to the relevant Belgian and Dutch control centres and rail emergency command and control centre authorized user(s) to allow the relevant MCX UEs to affiliate with the relevant German MCX Service System talk groups.

This allows the multi-agency rescue and first response efforts to be coordinated efficiently and ensures communication is possible with all resources involved in the incident.   

x.1.2
Pre-conditions
All relevant Belgian and Dutch MC UEs are equipped with roaming SIM cards, which allow the MC UEs to register in the German LTE/5GS networks. Capability information is linked to an MCX user ID record and by requesting a specific capability, such as “chemical incident”, “medical air lift” or “heavy equipment handling” the relevant resources can be made available by the partner organisations and MC UEs can be affiliated and linked to the relevant talk groups.

1. The Dutch and Belgian first responders have to have valid MCX subscriptions in their respective MCX Service Systems

2. MCX User capability information is available for efficient request/deployment of relevant resources
3. Connections between the relevant systems have been established that allow exchange of administrative configuration information

x.1.3
Service Flows
1. The relevant Dutch and Belgian command and control centres receive incident information from the public

2. The relevant Dutch and Belgian authorized user(s) analyse the response requirements, collect additional information which resources and capabilities are available
3. After it has been understood that the incident site is located in Germany, the authorized user(s) in the Dutch and Belgian MCX Service System establish contact via a separate administrative configuration protocol with the German MCX Service System
4. The train emergency system sends information about the incident to the relevant rail emergency command and control centre(s) or authorities

5. The relevant authorized user(s) in the Dutch and Belgian command and control centres inform the relevant German authorized user(s) which resources, such as heavy lifting machinery, air lift, fire engines or ambulances and capabilities, such as handling chemical spills or weight limitations for lifting equipment are available and when they could be available at the incident site
6. The relevant authorized user(s) in the German Primary MCX Service System collect the information and either automatically or manually, processes the information and request the required resources and capabilities from the Dutch and Belgian MCX Service Systems, plus the relevant rail authorized user(s)

7. The Dutch, Belgian MCX Service Systems and relevant rail authorized user(s) exchange the relevant administrative and security information via the separate administrative configuration protocol with the German MCX Service System

8. After acceptance or successful checks/authorisations, user profiles of the Dutch and Belgian and rail incident support MCX Service Users are updated to include the relevant information, such as user group configuration and encryption key material, assigned by the German MCX Service System 
9. The Dutch, Belgian MCX Service Users UEs affiliate to the German MCX Service Groups via the Dutch and Belgian MCX Service System and their Group communication is routed from the public German LTE/5GS through the Dutch and Belgian MCX Service System to the German MCX Service System
10. The relevant rail incident support MCX Service Users UEs affiliate to the incident related and relevant MCX Service Groups
x.1.4
Post-conditions

1. First responders from the Dutch and Belgian MCX Service organizations can select and participate in the relevant German talk groups

2. The relevant rail authorities, key personnel and first responders can participate in the MCX services (MCPTT, MCVideo and MCData) with the relevant authorized MCX Services Users

x.1.5
Existing features partly or fully covering the use case functionality

The following requirements refer to 3GPP TS 22.280.
[R-5.6.2.2.1-013] The MCX Service shall provide a mechanism for an MCX Service Administrator to configure which MCX Service Group (i.e., user's selected group or dedicated MCX Service Emergency Group) is used for the MCX Service Emergency Group Communication by an MCX User.
The following requirements refer to 3GPP TS 33.180.
Clause 5.1.5 MC user migration service authentication and authorisation.

x.1.6
Potential New Requirements needed to support the use case
[PR 5.x.6.1] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to request configuration information from Partner MCX Service Systems.

[PR 5.x.6.2] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to send configuration information to Partner MCX Service Systems.

[PR 5.x.6.3] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to exchange MCX User relevant information with Partner MCX Service Systems.
