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Abstract: This document proposes a new use case which enables a 3GPP operator to interwork with different PIoT vendors and to aggregate into the 3GPP PIoT service different PIoT devices from different PIoT vendors. It also enables any PIoT device that "Works with 3GPP" to be automatically added to the user’s 3GPP PIoT account, without any actions by the user.
---------- Use Case template ----------
5.x
Supporting PIoT Aggregation Services
5.x.1
Description
Editor’s Note: The terminology in this document needs be aligned with the terminology in TR 22.859.
Even nowadays, there is a large market fragmentation in the area of the Internet of Things (IoT). Every IoT vendor provides its own application for controlling the IoT devices it manufactures. As a result, a user having multiple IoT devices from different IoT vendors is obliged to use multiple different applications for communicating with these IoT devices. This is very inconvenient and not user friendly. 

Fig. 5.x.1-1 provides a visual illustration of this problem. In Bob’s PIoT network there can be multiple PIoT devices, which may use different communication protocols and wireless technologies and may be manufactured by different vendors. Typically, each vendor operates its own PIoT server in the Internet (called vendor PIoT server), which communicates and controls the PIoT devices of this vendor via a vendor-specific (and, in many cases, proprietary) interface. In order for the user to interact with a PIoT device, the user needs to download a vendor-specific application (called vendor PIoT app), use the application to create a user account in a vendor PIoT server, and then add to this user account one or more PIoT devices from this vendor. This is very cumbersome procedure for most users. 
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Figure 5.x.1-1 
To address the above IoT fragmentation problem, several IoT "aggregation" services have emerged. IoT aggregators have created cloud services (typically, combined with voice assistance services), which expose open interfaces that enable individual IoT vendors to integrate their IoT devices into these voice assistance services. A detailed description of these IoT aggregation services is beyond the scope of this use case.  
However, the bottom line is that even with such IoT aggregation services there are still several issues. The user is still required to download a vendor specific application, to create a user account with this application and to add to this user account one or more PIoT devices from this vendor. In addition, the user needs to manually configure and authorize an IoT aggregation service to access his user account in the vendor specific PIoT server, so that the IoT aggregation service can send commands to the vendor PIoT server for interacting with the user’s PIoT devices. This manual configuration and authorization requires a lot of user involvement and renders the procedure quite complex and frustrating.

The objective of this use case is to enable network operators to provide PIoT services that (a) avoid complex PIoT provisioning and configuration procedures for the end users, (b) support different PIoT devices from different vendors, and (c) offer significantly improved PIoT experience to the users. The key features of this use case are discussed below with the aid of Fig. 5.x.1-2:
1.
The 3GPP network enables the PIoT vendors to interwork with the 3GPP network and to integrate their PIoT devices into the 3GPP PIoT service. This interworking can be enabled e.g. by specifying a new interface (as illustrated in Fig. 5.x.1-2) which exposes services that can be consumed by the vendor PIoT servers. In this sense, the 3GPP network provides an IoT aggregation service.
2.
A PIoT device from a vendor that can interwork with the 3GPP network is referred to as a PIoT device that "Works with 3GPP", or PIoT-3GPP device for short. In Fig. 5.x.1-2, the PIoT device-1 (from PIoT vendor-1), the PIoT device-2 (from PIoT vendor-2), the PIoT device-3 (also from PIoT vendor-2) and the PIoT device-4 (from PIoT vendor-3), are all PIoT-3GPP devices because all their vendors interwork with the 3GPP network.
NOTE 1:
A PIoT-3GPP device is not necessarily a new PIoT device that requires new functionality. It could well be a legacy PIoT device the vendor of which has updated its vendor PIoT server to interwork with the 3GPP network.
3.
When a new PIoT-3GPP device connects with a PIoT network (such as Bob’s PIoT Network A), the device is automatically detected and is added to Bob’s PIoT account in the 3GPP network, without involvement from Bob, other than authorizing the device’s addition. 
4.
The PIoT users do not need to download different PIoT apps for the different PIoT vendors, neither to create different user accounts with different PIoT vendors. Only a single PIoT application is required, referred to as 3GPP PIoT ap, which may be provided by the 3GPP operator or a third-party. The 3GPP PIoT app enables the user to interact with anyone of his/her PIoT-3GPP devices.
5.
Every PIoT user can have one or more PIoT networks. For example, in Fig. 5.x.1-2, Bob has two PIoT networks. When Bob’s PIoT device-3 is connected to Bob’s PIoT Network B, since this device "Works with 3GPP", it is automatically added to Bob’s PIoT account in the 3GPP network, and in particular it is added to PIoT Network B. Thereafter, Bob is able to interact with PIoT device-3 using his 3GPP PIoT app.
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Figure 5.x.1-2: A 3GPP network offering PIoT aggregation services 
5.x.2
Pre-conditions

MNO-a is a mobile operator that provides PIoT services. The 3GPP network of MNO-a supports interworking with vendor PIoT servers, i.e. it provides PIoT aggregation services. Therefore, any PIoT device that "Works with 3GPP" can be integrated into the PIoT service provided by MNO-a.
MNO-a (or a trusted third-party) has published a 3GPP PIoT app which can be used by the PIoT subscribers of MNO-a.
Bob purchases a PIoT subscription from MNO-a.
Bob downloads the 3GPP PIoT app of MNO-a and can use this app to login to his PIoT account and monitor/control all PIoT devices in his PIoT account. Bob’s PIoT account can contain one or more PIoT networks.
5.x.3
Service Flows

Bob buys a new PIoT device that "Works with 3GPP" (i.e. a PIoT-3GPP device) and connects this device to his PIoT Network B.

After the PIoT-3GPP device connects to its vendor PIoT server, the vendor PIoT server requests from the 3GPP network to add this device to Bob’s PIoT account, and in particular to PIoT Network B. At this point, Bob receives a notification (e.g. via the 3GPP PIoT app) asking for permission to add the new PIoT-3GPP device to his PIoT Network B. 

Bob grants permission.

The new PIoT-3GPP device is then added to Bob’s PIoT account. 
5.x.4
Post-conditions

After the PIoT-3GPP device is added to Bob’s PIoT account, Bob is able interact the PIoT-3GPP device from his 3GPP PIoT app. All interactions with the PIoT-3GPP device take place through the associated vendor PIoT server, which is able communicate with the PIoT-3GPP device via a vendor-specific interface.
5.x.5
Existing features partly or fully covering the use case functionality
See sub-clause 5.5.5.
5.x.6
Potential New Requirements needed to support the use case
[PR 001] The 3GPP network shall enable PIoT vendors to interwork with the 3GPP network and to integrate their PIoT devices into the 3GPP PIoT service.

[PR 002] A PIoT device from a vendor that supports PIoT interworking with the 3GPP network is referred to as a PIoT device that "Works with 3GPP", or PIoT-3GPP device. It shall be possible to detect when a PIoT-3GPP device connects to a PIoT network and to automatically add this device to the user’s PIoT account in the 3GPP network.
[PR 003] A PIoT user shall be notified and shall grant permission before a PIoT-3GPP device is added to his/her PIoT account.
[PR 004] It shall be possible for a PIoT user to interacts with all PIoT-3GPP devices in his/her PIoT account by using a single PIoT application. 
[PR 005] It shall be possible for a PIoT user to define multiple PIoT networks in his/her PIoT account. 

[PR 006] When a PIoT-3GPP device is automatically added to the user’s PIoT account, it shall be added to a particular PIoT network in the user’s PIoT account. 
[PR 007] A PIoT device that "Works with 3GPP" (i.e. a PIoT-3GPP device) shall not require any new functionality. Hence, a PIoT device that "Works with 3GPP" may be an existing/legacy PIoT device, the vendor of which supports interworking with the 3GPP network.
