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	Reason for change:
	Vertical market sectors, such as supply chain finance and insurance, have strict requirements for services that employ IoT device communication for IoT data integrity, (e.g. environment data including temperature and windspeed data, and) for agricultural insurance and warehouse data (e.g. number and weight of goods) for inventory financing.  Those services require data integrity from the UE to a trusted third-party. 

An example use case:
During the transportation of vaccines/drugs, vaccines/drugs containers in cold highly cooled temperature controlled chain logistics may be equipped with IoT sensors which that send data to the vehicles. Those vehicles connect to a trusted third-party by 3GPP network for data gathering and processing. Real-time monitoring is very critical since the products in the container may exceptionally sensitive to changes in pH, temperature and even light conditions. 

Ensuring the data integrity of the collected environment data in each container/sensor is necessary to the service in order to ensure the vaccine/drug’s status.

In this use case, the requirements are to achieve thedemand data integrity for the environmental data from IoT sensors to the trusted third-party. 

All kinds of IoT UEs or SPs of the enterprises above are connected to MNO’s networks, including devices that are either unable to support end to end (application layer) integrity protection, or those that can support this feature, but for which configuration is difficult or infeasible. 

Therefore, data integrity of IoT UE for certain vertical services is required. Enterprise customers of mobile telecommuncations would benefit from a standardized means to achieve data integrity. 

MNOs will be able to provide data integrity protection service for their service users as a fundamental service enabler. 

	
	

	Summary of change:
	To add requirements on Data Integrity to the 5GS. 

	
	

	Consequences if not approved:
	data Data integrity protection service cannot be provided by the 5GS for all communication from the UE to the AF.
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---Start of the Change---
[bookmark: _Toc45387785][bookmark: _Hlk53678949]8.9  Data security and privacy
The 5G system shall support data integrity protection and confidentiality methods that serve URLLC, high data rates and energy constrained devices. 
[bookmark: _Hlk522796129]The 5G system shall support a mechanism to verify the integrity of a message as well as the authenticity of the sender of the message.
The 5G system shall support encryption for URLLC services within the requested end-to-end latency.
Subject to regulatory requirements, the 5G system shall enable an MNO to provide end-to-end integrity protection, confidentiality, and protection against replay attacks between a UE and third-party application server, such that the 3GPP network is not able to intercept or modify the data transferred between a UE and third-party application server.
Subject to regulatory requirements and based on operator policy, the 5G system shall provide a mechanism to support integrity protection service for data exchange between a UE and an application server offered by a third-party service provider.
Subject to regional or national regulatory requirements and based on operator policy, the 5G system shall provide suitable mechanisms to allow third-party service provider application servers, each to verify the integrity of the data exchange between a UE and application servers.

---End of the Change---

