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Abstract
This document adds privacy aspects to the usecase.  Tour participants should not have to give out their phone number, of other user specific information to 3rd parties other than the MNO. Furthermore when a PIN or PIN Element is a remember of one or more PINs then you do not want your communications within your PIN to be secure. The usecase currently allows for 
· concurrent communications however no explicit requirement has been identified; and
· communications to occur within the PIN when there is no direct network connection available (no coverage, data is turned off etc).  

[bookmark: _Toc56764336]5.7	Tour Guide Use case
Editor’s Note:	Terminology needs to be aligned with other usecases
[bookmark: _Toc56764338]****NEXT CHANGE****
5.7.2	Pre-conditions
Each tourist has a smartphone (UE) (PIN Element) and at least one of smart earbuds and eye glasses (additional PIN Elements). The later 2 are collectively known as wearables. The collection of all 3 is known as a Personal IoT Network.  The earbuds and eye glasses communicate wirelessly using direct device connections.  Tourists use their PINs for listening to music, watching videos and having messenger application video and phone calls. The earbuds will play notifications, sound and the eye glasses will display video images and notifications.
A tour guide has a smartphone (UE), smart earbuds and eye glasses. The earbuds and/or eyeglasses may be IoT devices that communicate with the UE within the PIN.
In popular tourist destinations the Quality Tour Guide (QTG) has a Service Level Agreement (SLA) with service provider C to ensure that the tour guide tours are of the best quality. QTG has been authorised by service provider C to be able to add tourists into QTG PIN. Service provider C also ensures that the security of the service provided to QTG is such that those that have not been authorised by QTG to join the group cannot hear or see QTG tour.  Cheaper Tour Guide (CTG) has the same equipment but does not have an SLA, they cannot guarantee a high level of security as QTG can to their tour participants.
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Terracotta Warriors is a very popular place in China where millions of visitors go each year.  Peng (uses service provider A) and Pan (uses service provider B) have decided to visit and are going to take a tour with Quality Tour Guide (QTG) (uses service provider C).  They also invite their friend Adrian (uses service provider D from another country, data roaming is turned off) to join. While Adrian is on his way to meet his friends he listens to music on his earbuds from his smartphone.
Meanwhile Pongo and Poppet have also decided to visit but have decided to take a tour with Cheaper Tour Guide (CTG).  There are many other tour companies providing tours to groups of individuals some of which specialise in taking tour busses of tourists (Bus Tour Guide [BTG]) (uses service provider B).
When Peng,Pan and Adrian arrive at QTG their earbuds provide a notification sound and the smart glasses provide a visual indication that QTG service is available. They all acknowledge on their smartphone that they authorise QTG to provide the service. In the authorisation information collateral provided by QTG it indicates that QTG has no access to personal information from tour participants (e.g. phone number, IMEI, UICC ID etc) however QTGs service provider will have access to such information for quality assurance purposes. The collateral also indicates that QTG requires access to microphone, earbuds and display capabilities. Pan further configures the service so that he can get notifications from all his other services while Peng has chosen to not be disturbed while in the tour.  Adrian has no data service and can only participate in the tour offered by QTG but can still listen to his music.  QTG is notified that 3 tourists are ready for a tour and sees a picture of them on their headset.
Pongo and Poppet arrive at CTG where they scan a QR code for the CTG service.  CTG receives notification that 2 tourists are ready for a tour.
QTG and CTG take their respective tourists to the 1st sight of a clay warrior.  It is very busy at the exhibit with lots of tourists and other tour guides giving their tours.  QTG, and CTG give basically the same tour.  At this exhibit they provide a verbal description of the clay figure, provide some pictures of the clay figure being excavated and small video clip from the farmer who discovered the clay figure. As Peng, Adrian and Pan listen it is just like standing next to the tour guide with no other tourists, the audio quality is superb. As the pictures are displayed on the smartglasses with some audio description the video then starts to play and can be seen on the smartglasses. Suddenly Pan receives a notification on the glass’s and less pounced notification tone of a WeChat group message, it is from their manager Fei who wants to talk to Pan and Peng.  Peng does not get the notification as he has opted not to be disturbed. Adrian has no other service apart from the tour. Pan receives a messenger application call from Fei, the audio from the video display is muted and the messenger application is received from the smartphone UE.  Pan walks into a huge metal structure, as Pan is on the messenger application call all of the sudden the call stops.  Pan looks at his phone and notices that there is no cellular service.
While Peng, Adrian and Pan were having their tour Poppet and Pongo were receiving the same type of tour from CTG.  Poppet and Pongos audio quality was not as good as Peng and Pan’s, and when the video stream was playing at times the sound would be lost or a video frame corrupted.  The problems seemed to get worse when there were more people around, especially when it got very crowded.  
Later that week QTG receives a bill from service provider C indicating that 3 tourists used the service for time Y and consumed Z bytes of data.
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Service provider C is provided with a set of records indicating that QTG used a specific amount of PIN data.
Service provider C is provided with the identities of the UEs that joined QTG PIN.
 Editor’s Note:	Privacy aspects need to be covered either in the service flow or added as a requirement. 
All the individuals had successful tours.
****NEXT CHANGE****
[bookmark: _Toc56764342]5.7.6	Potential New Requirements needed to support the use case
 Editor’s Note:	These requirements will need adjusting based on section 5.7.5.
[PR 5.7.6-1] The 5G system shall support that a UE PIN Element may be a member of more than one Personal IoT Network.
[PR 5.7.6-2] The 5G system shall support a UE PIN Element being added or removed from a PIN by an authorised 3rd party.
[PR 5.7.6-3] The 5G system shall enable direct device communications between UEs PIN Elements in a PIN to use licensed spectrum (under the control of a MNO) or between UEs PIN Elements or devices to use unlicensed spectrum (may be under the control of the MNO, or not).
[PR 5.7.6-4] A PIN Element from one PIN can be added or removed by an authorised 3rd to another PIN.
[PR 5.7.6-5] It shall be able to provision PIN Elements that have been authorised to use that PIN with the necessary configuration parameters to use that PIN subject to MNO and local policies.
[PR 5.7.6-6] A PIN shall be able to operate when the PIN has no connectivity to the 5G system.
[PR 5.7.6-7] A PIN Element shall be able to concurrently use both operator managed and non operator managed direct device connectivity.
[PR 5.7.6-8] The 5G system shall support that a PIN Element can support concurrent communications in more than one PIN.
[PR 5.7.6-9] The 5G system shall support a mechanism that allows PIN Elements from one PIN to temporary join another PIN while still providing privacy to those PIN Elements that join this another PIN.  If operator managed spectrum is used the MNO shall be able to obtain identity information.
[PR 5.7.6-10] The 5G system shall support a PIN Element being able to groupcast to PIN Elements that can be members of more than one PIN.
[PR 5.7.6-11] A PIN Element that is a member of one PIN that has been added to another PIN shall be able to authorise what functionality (e.g. microphone, camera etc) can be accessed on that PIN Element from the other PIN.
[PR 5.7.6-12] Communications between PIN Elements in a PIN shall be encrypted.
[PR 5.7.6-13] Communications between a PIN Element in one PIN, which is also a member of a second PIN, and a PIN Element in the 2nd PIN shall be encrypted.
NOTE:	For [PR 5.7.6-12] & [PR 5.7.6-13] this does not necessary include initial signaling messages.  The requirements also need input from SA3.
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