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**************** First Change ******************

5.2
Use case visitor access to small indoor base station
5.2.1
Description

In many cases, residential indoor coverage will require the deployment of indoor small base stations. The assumption is that these indoor small base stations are installed by the home owner. Nevertheless, it is quite possible that these indoor small base stations can also be used by visitors to the home. 

Visitor access is only possible with a few security provisions. Communication for the visitor has to be protected against eavesdropping or manipulation in the residential in home network and/or residential gateway. These elements are not under control of the operator and cannot be sufficiently trusted.

From the other hand, the home owner needs to be shielded from the visitor. One aspect is that the residential home owner may not want to be charged for traffic, services, and applications initiated by the visitor. Also for lawful intercept, traffic originating from a visitor should be identifiable as such.

5.2.2
Pre-conditions

The following pre-conditions and assumptions apply to this use case:

-
An indoor small base station is deployed inside a residential home.

-
The indoor small base station provides access to the 5G system (e.g. not local IP access)

-
UEs using the indoor small base station have individual subscriptions to access the 5G system, these subscriptions may be with different operators.

-
The indoor small base station is connected to a 5G-Residential Gateway (5G-RG)

-
5G RG is connected to the same 5G system (and has a subscription to the same 5G system) as the indoor small base station belongs to.

5.2.3
Service Flows

Doctor Joe is a general practitioner (GP) that works from a practice next to his home in a small village. Every day patients visit his practice for all kinds of consultations.

Because of the local radio conditions (small village) and the construction of his home (concrete walls), there is very poor outdoor-to-indoor coverage in his practice. Doctor Joe has therefore installed indoor small basestations in his practice, both for himself and for waiting patients.

Doctor Joe does not mind that patients are using the indoor small basestation that he has paid for. However, Doctor Joe does not want to pay for traffic, services, or applications that his patients may initiate via his indoor small base station and fixed access. Furthermore, he does not want to get in trouble when patients e.g. download illegal content via his fixed access. Therefore, Doctor Joe prefers that communication from/for his patients is identified as such.

Patient Mary is waiting in the waiting room. She wants to communicate in private with her mother. Even though she is using a indoor small basestation installed by Doctor Joe, she can trust that her communication remains private.

5.2.4
Post-conditions

Communication for each patients is identified and billed separately from the traffic from Doctor Joe and other patients.

Communication for patients cannot be eavesdropped or manipulated.

5.2.5
Existing features partly or fully covering the use case functionality

3GPP TS 22.220 "Service requirements for Home Node B (HNB) and Home eNode B (HeNB)" specifies requirements for indoor basestations in a 3G (HNB) or 4G (HeNB) context. It is not very clearly specified whether these requirements also apply for 5G. TS 22.220 also includes requirements on security and privacy.

3GPP TS 22.261, clause 6.26.2.1 mentions indoor small basestations in the context of 5GLAN: "The 5G system shall enable the network operator to provide the same 5G LAN-type service to any 5G UE, regardless of whether it is connected via public base stations, indoor small base stations connected via fixed access, or via relay UEs connected to either of these two types of base stations."

3GPP TS 22.261, clause 6.3.2.4 discusses fixed broadband access and the use of a home base station. It mentions: "The 5G system shall support use of a home base station that supports multiple access types (e.g. 5G RAT, WLAN access, fixed broadband access)."
5.2.6
Potential New Requirements needed to support the use case

[PR. 5.2.6-001] The 5G system shall enable the network operator to provide any 5G services via an indoor small base station to any 5G UE with a valid subscription to the HPLMN associated with the indoor small base station.

Editor's Note: indoor small base station to be defined and/or a shorter name or acronym to be found

[PR. 5.2.6-002] The 5G system shall enable the network operator to provide any 5G services via an indoor small base station to any 5G UE with a valid subscription to any VPLMN that has a roaming agreement with the HPLMN.

NOTE:
Whether 5G UEs from VPLMNs in the same country as the HPLMN can use the indoor small base station is subject to regulatory policy on national roaming.

[PR. 5.2.6-003] The 5G system shall ensure the use of a indoor small base station does not compromise the security of any PLMN or broadband access network.

[PR. 5.2.6-004] The 5G system shall ensure the use of a indoor small base station does not compromise the security of the UE. The indoor small base station (and its associated backhaul connectivity) shall provide a level of security equivalent to regular 5G base stations.

[PR. 5.2.6-005] The 5G system shall enable the network operator associated with the indoor small base station to control the security policy of the indoor small base station 

[PR. 5.2.6-006] The 5G system shall ensure the indoor small base station does not compromise user privacy for UEs that are using the indoor small base station, including communication confidentiality, location privacy and identity protection.

[PR. 5.2.6-007] The 5G system shall be able to generate charging information that can differentiate between UEs connected to the indoor small base station and between backhaul for the small base station and other data traffic over the same access.

[PR. 5.2.6-00x] The 5G system shall ensure that traffic originating from each individual UE be identifiable and separable from other network traffic at the subscriber’s home network.
Editor's Note: it is FFS whether some functionality is needed for the owner of the indoor small base station to restrict usage of the indoor small base station by others 

************* End of First Change ***************
