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Abstract: This document proposes a use case and related potential requirements to be included in FS_MMTELin5G TR 22.873.
R1 includes the following updates:

· Added in the existing features, more information on STIR/SHAKEN
Text Proposal to TR 22.873
------------------------------- 1st change ----------------------------
5.X
3rd party specific user identities
5.x.1
Description

The majority of businesses use MMTEL services not just for making voice calls, but also for other services, such as online meetings, AR/VR calls. There are several primary business functions that organizations use MMTEL services for, including internal communication, talking with prospects (sales call), contacting current customers and clients, customer support, and contact centre (or call centre) activities. While business customers consider the MMTEL services offer attractive features to their business, they also point out some practical issues:
#1 internal communication – MMTEL for internal communication can include voice calling, hosting online meetings, messaging co-workers, and team collaboration features like screen sharing. It could be challenging to manage the individual subscriptions for employees, especially considering employees may leave or join the companies or (for international companies) relocation to different countries. 
#2 communication with current or potential customers – while MMTEL offers attractive pre-call, in-call and post-call features, the biggest issue for lots of businesses is that calls sometimes are rejected as fraudulent robocalls. 
To target these pain points, this use case illustrates how businesses can be involved in the management and authentication of the user identities for its own employees when accessing MMTEL services.
5.x.2
Pre-conditions
Swift Delivery, a parcel delivery company, has a service contract with an operator iCA, including IMS subscription for the MMTEL services.
5.x.3
Service Flows
1.        Rob Smith joined Swift Delivery recently, the company enabled him to use MMTEL services for business by updating the IMS business subscription with iCA with a user identity created for him

2.        When Rob calls the customer, the customer can easily identify that it is a legitimate call from the Swift Delivery and not a fraudulent robocall. 
The figure below illustrates an example where the operator authenticated caller identity can be displayed to the called party.
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Figure 5.x.3-1 an example of CLIP for authenticated business callers

5.x.4
Post-conditions
With the company specific user identity, Rob can use the MMTEL services for internal communication with co-workers and external communications with customers.
5.x.5
Existing features partly or fully covering the use case functionality
The related existing features partially covering the required use case functionality can be found in TS 22.173 “IP Multimedia Core Network Subsystem (IMS) Multimedia Telephony Service and supplementary services” clause 4.6 “Multi-device and Multi-Identity”:
The owner (e.g. individual subscriber, operator/company) of the added identity needs to give its permission for others to use the identity. 

The owner (e.g. individual subscriber, operator/company) of the identity shall be able to revoke the permission for others to use the identity.
With regards to Caller ID authentication, there have been on-going efforts across the globe in enhancing the protection against unwanted robocalls, among which STIR/SHAKEN are most well-known solutions to verify the caller, minimizing unwanted robocalls and protecting consumers from fraudulent intentions from bad actors. IETF-defined STIR (Secure Telephone Identity Revisited) is considered one of the most promising technologies to combat unwanted robocalls, while SHAKEN (Signature-based Handling of Asserted information using tokens) framework provides a mechanism to implement STIR to authenticate calls. The STIR/SHAKEN works for authenticating and thus proving that a call has not been spoofed, but it does not determine caller intent. This means that bad actors may continue making unwanted calls by registering telephone numbers, which, as long as registered, are authentically theirs.
5.x.6
Potential New Requirements needed to support the use case

[5.x.6-1] Subject to regulatory requirements and operator policy, the 3GPP network shall provide suitable and secure means to allow an authorized and trusted third-party (e.g. business customers) to update the MMTEL subscription and create a specific identity to an authorized user.
NOTE: The third party is authorized to change user identities for those subscriptions authorized by the operator.
[5.x.6-2] Subject to regulatory requirements and operator policy, the 3GPP network shall provide suitable and secure means to allow an authorized and trusted third-party (e.g. business customers) to authenticate the identity information of its users when originating MMTEL services. 
[5.x.6-3] Subject to regulatory requirements and operator policy, the 3GPP network shall provide suitable and secure means to allow an authorized and trusted third-party (e.g. business customers) to authenticate the identity information of its users at the terminating network. 

------------------------------- end of 1st change ----------------------------

