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Abstract: Add a new UC in chapter 5 of FS_OFFNETRAIL TR 22.990
---------- Use Case template ----------
5.X
Monitoring and control of critical infrastructure communication

5.X.1
Description

Monitoring and controlling critical infrastructure such as train detection, signals and indicators, movable infrastructure, level crossing elements, including barrier controls, vehicle sensors, lighting controls and alarms, are essential part of operating trains in areas where no network is available e.g. rural areas, harbours.
Monitoring and controlling critical infrastructure can be done by radio, in on-network or in off-network modes. This section describes monitoring and control of critical infrastructure communications in off-network mode, where no network is available. No service handover between on-network and off-network modes is foreseen.
5.X.2
Pre-conditions

The Chief conductor (i.e. the FRMCS User) is authorised to initiate Monitoring or controlling critical infrastructure communications.
5.X.3
Service Flows

Monday, 9:30 in the morning. James has been assigned the role of the lead driver of train #12345. His train #12345 stands in platform A, located in a Harbour railway station where there is no network coverage. The train is ready for boarding and starts running at 10:00. James is located in the front cabin (indoor).

Before leaving the Harbour area, James has to run its train through many level crossings. In order to run safely the level crossing (LX), James has to detect vehicles in the level crossing area using fixed video camera of this area. 
James is equipped with an onboard device with display connected to a UE. LX surveillance camera is also connected to a UE. James and the camera are operating their UEs in off-network mode and have selected their role to enable video exchanges. The video communications are encrypted to prevent eavesdropping.
When James approaching the LX, James enables video from LX surveillance camera to detect vehicles. James primarily relies on the remote LX surveillance camera vision to identify obstacles (e.g. vehicles) and to make decision on whether to enter the LX area. When no vehicles are detected, James is allowed to run its train through the LX area. When the train has left the LX area, James disable videos from LX surveillance camera. James continues running his train to next LX.
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Figure 5.X.3-1: Monitoring and control of critical infrastructure communications
5.X.4
Post-conditions

Monitoring and controlling critical infrastructure videos are safely exchanged between the Chief Conductor and the Fixed Cameras to avoid any safety related issue at level crossings.
5.X.5
Existing features partly or fully covering the use case functionality

TS 22.280 [4], 22.179 [3], 22.281 [5] and 22.282 [6] have a set of specific requirements on Off-Network MCX Services (including MCCoRe and MCData Services for Off-Network).

TS 22.289 [2] has a set of performance requirements for Off-Network communications for Rail to be refined based on outcomes of the present study.

TS 22.261 [7] has no requirement on 5G Proximity Services.

TS 22.185 [8] and 22.186 [9] have a set of specific requirements on 5G Proximity Services to support V2X communications.

5.x.6
Potential New Requirements needed to support the use case

5.x.6.1
Requirements related to the Service layer

[PR 5.x.6.1-1] The FRMCS Service in Off-Network mode shall be able to initiate video communications for Monitoring and controlling critical infrastructure to relevant FRMCS User upon a request from a functional identity entitled to initiate such communication.

[PR 5.x.6.1-2] The FRMCS Service in Off-Network mode shall provide the necessary communication means to support Monitoring and controlling critical infrastructure.
[PR 5.x.6.1-3] The FRMCS Service in Off-Network mode shall allow arbitration for Monitoring and controlling critical infrastructure.

[PR 5.x.6.1-4] The FRMCS Service in Off-Network mode shall be able to terminate video communications for Monitoring and controlling critical infrastructure upon a request received from a functional identity entitled to terminate such communication.

[PR 5.x.6.1-5] The FRMCS Service in Off-Network mode shall provide the means to record Monitoring and controlling critical infrastructure communication and communication related information (e.g. FRMCS Users involved and their roles) to an external system.

[PR 5.x.6.1-6] The FRMCS Service Security Framework shall provide mechanisms in Off-Network mode to cover identity management, authentication, authorisation and data protection in respect to Monitoring and controlling critical infrastructure.

5.x.6.2
Requirements related to the Transport layer

[PR 5.x.6.2-1] The FRMCS Service in Off-Network mode shall support the following traffic characteristics of video transfer for direct communication for Monitoring and controlling critical infrastructure:

Note: this table is intended to be aligned with TS 22.289 table 5.2.2-2 [2]

	Scenario
	End-to-end latency
	Reliability

(Note 1)
	UE speed
	User experienced data rate (UL and DL)
	Payload

size

(Note 2)
	Area traffic density (UL and DL)
	Overall UE density
	Communication range

(Note 3)
	Service area dimension
(Note 4)

	Monitoring and controlling critical infrastructure video Communication
	≤100 ms


	99,9%
	≤40 km/h
	10 Mbps
	Medium
	Up to 20 Mbps/km
	2
	≤1 000 m along rail tracks including bad weather conditions

(Note 5)
	≤1 000 m along rail tracks including bad weather conditions

(Note 5)

	
	NOTE 1:
Reliability as defined in TS 22.289 sub-clause 3.1.

NOTE 2:
Small: payload ≤ 256 octets, Medium: payload ≤512 octets; Large: payload 513 -1500 octets.

NOTE 3: 
Supported via either a single hop UE-to-UE, or multi hop UE-to-UE relaying, or deployable gNB or any other 3GPP capability of 5GS that best serve these use case in areas with no FRMCS RAN nodes/no FRMCS network coverage (i.e. need a deployable solution using dedicated spectrum).

NOTE 4:
Estimates of maximum dimensions.

NOTE 5:
Non-Line-of-Sight (NLOS) between UEs and UE to UE inside locomotives shall be supported.


Table 5.x.6.2-1: Traffic characteristics for Monitoring and controlling critical infrastructure communication

