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Abstract: DSOs have typically a large number of cellular based devices in the field. This use case highlights how critical bulk operations of 5G services are to Deployment, Operation and Maintenance. An appropriate interface with the MNO is required in order to guarantee security, efficiency and accurary in the Configuration and Change Management processes.
Discussion
This is a new use case – please see the description below.
Proposal
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5.x	Bulk operation of 5G services
[bookmark: _Toc50122439]5.x.1	Description
A DSO has many, e.g. 100s to 10,000s of substations. These substations are managed from operation centers typically referred to as control centers. 
Utilities (DSOs) rely on 3GPP technologies to enable telecommunications connectivity for mission critical services and sites. These technologies are used to connect endpoints (Substations) and a set of different Smart Grid traffic flows by means of a device with cellular WAN access.
DSO handles with thousands of remote connections. Remote operation of these connections is a basic requirement for an efficient operation of Smart grid assets. It should be possible both to configure a service and also to execute changes to existing services accurately
Service and Configuration Management is one of the key operations that require interaction between the DSO and the MNO.
The DSO might need to configure and provision a large number of devices simultaneously with information such as APN, IP Address, Data Plan sent to the devices.
In case the MNO applies a change of configuration to an existing connection, this should be notified to the DSO.
Likewise, a DSO can take the initiative of applying Configuration changes to any of the existing connections, these changes need to be accurately tracked by the MNO and registered by the DSO. Change management is a shared task for both parties (MNO and DSO) 


[bookmark: _Toc50122440]5.x.2	Pre-conditions
A DSO “U” has a service contract with both  MNO “A” and MNO “B” to provide telecommunication service to U’s substations. (U has more than one service contract in order to increase the redundancy and to achieve greater coverage, as a means of achieving higher availability. 
The requirements described in clause 5.x.6 below do not depend on there being 2 USIM contracts. There is no interaction or communication between the two MNOs (A and B) implied by this use case.
U has shared parameters for delivery of information (e.g. monitoring and alarms) with A and B in advance from a standard set of them grouped in a SNMP MIB or any similar standard artifact offering the needed functionality,and established standard communication interfaces (e.g. APIs) that allow secure and highly available exchange of management data between U and A and B. The parameters and the communication interface must be standard for all MNOs and DSOs be able to receive a consistent service in the different world regions indepently of the service provider.
Configuration Management is particularly important for the DSO, since they must track the total configuration of all essential systems, especially any change that occurs to components that could cause a system failure. Each item in the IT system is identified and has a controlled configuration that can be verified and audited. This allows other processes to be automated and the complete IT status to be taken into consideration in real-time, e.g. during an incident. If some components of the IT system are outside of the control of the DSO, the configuration of these must however remain constantly known. Any change to the configuration of these components requires notification to the DSO as it could possibly trigger an incompatibility with other configuration.
Change Management provides a process with significant oversight (record keeping and authorization), ability to undo the change if required through the linked process of Release Management, and an evaluation of the consequences of the change. It is particularly important that it is unacceptable under the Change Management regime that changes occur without passing through the process. For example, if a UE were to change the terms of its contract and service, or its configurations without going through the Change Management process this would be considered an Incident, resulting in immediate actions by DSO, and possibly further interactions with MNO.
Any change to the service configuration (as agreed between U and MNOs A and B) needs to be reported. In addition, U needs to be able to request the configuration information. (This is an essential part of the Configuration Management process.)
The delivery of relevant information would be part of the service level agreement between the DSO and MNO. The information required by the relevant interfaces are listed below at a high level.
In a DSO network operation center for U’s distribution services, a technician “Fred” observes a number of substation local area networks, ready to detect and resolve any sign of trouble that arises. 
U uses a Dual SIM router which is configured to use MNO A as primary in normal conditions, failover mechanism to B is enabled so that standby connection can be triggered in the event of complete loss of connection or quality of connection below thresholds. 
Utility DSO U’s NOC (Network Operating Center) will operate remotely the connection configuration if it can rely on trustworthy information coming from the following sources:
-	Accurate and updated Inventory to geographically locate the Cellular connection (USIM) at a specific Smart Grid asset (typically Substation)
-	Real time Access to MNO’s SIM card Management and operation platforms (lifecycle control, APN configuration,) 
NOTE2:	The information provided for inventory, SIM platform configuration and cellular control plan operational parameters could be required for the Configuration Management process.

DSO operates Public cellular services by means of a Management Platform. This platform has access to the MNOs’ Management portals. The existence of a single Management Platform allows the DSO to have a centralised tool to operate with different MNOs’ services with a result of higher efficiency in tasks that affect a high number of connections. Bulk configuration and change management are done through this platform.

[bookmark: _Toc50122441]5.x.3	Service Flows
[bookmark: _Toc50122442]The service flows below are examples of typical situations encountered by “Fred”, a technician at Utility U’s Network Management Center (NMC), to illustrate the normal operation and maintenance processes (with emphasis on Change Management and Configuration Management): 
1)	MNOs A and B have recently informed DSO “U” about the imminent phase out of 3G services at national level. They inform about the process timeline which is planned to start in the next 6 months to be fully completed along one year starting in urban areas. Fred has been designated to coordinate the remediation activities that will avoid MNO’s network operations to affect DSO U’s Smart Grid operations. Fred checks “KPI dashboard” in Management platform, “M&M platform”, to do a first evaluation of the dimensions of the situation. The accumulated graph per technology and frequency band for each MNO shows that there are 20,000 substations currently connected by means of Cellular 3G. “3G remediation” project definition starts. (This is an example of the Change Management process informed by Configuration Management and performance data.)
2)	“3G remediation” project requires DSO “U” to undertake both field and administrative operations. Field operations will consist on replacing cellular devices and SIM cards of MNOs A and B all over 20,000 substations. Inventory information of SIM cards’ location available on “M&M” platform allows to efficiently coordinate field operations.  (Configuration Management is needed during Release Management process. The release management process is not discussed further in this use case.)
3)	Administrative operations consist on provisioning 20,000 new generation technology SIM cards of both MNOs A and B. “M&M” platform will enable a single interface of operation which will make the task more efficient and straightforward than it was before when provisioning had to be performed by means of two separate MNO’s Web Portals. This is possible thanks to the fact that SIM card parameters (APN, status, IP, Subscription group, etc) for both MNO’s A and B are standard, delivered through the same API definition. This allows an easy integration of all MNO information into a single operating platform. (This is an example of Configuration management processes making use of standard interfaces.)

5.x.4	Post-conditions
U is able to work to maintain and improve the services they provide to their customers over time as part of Configuration Management and Change Management processes. U is able to perform bulk operations accurately with both MNOs A and B by means of a single platform. Standard and Cyber secure interfaces will be beneficial to facilitate the integration process in a single platform. This will be instrumental to perform the tasks more efficiently and diligently. Configuration and provisioning of devices with information such as APN, IP address, Subscription group and Data plan can be done in a massive way with less effort and time required. A and B will receive from U the request for specific configuration to be applied and will act in a timely manner. AAA mechasims are part of the process.
U will be able to report massive incidents to A and B with standard mechanisms and content that will help the identification and solution of it with less effort and time. A and B receive input from U and is able to improve and maintain their service quality. A and B provide notifications to U regarding changes for selected components (e.g. specific UE aspects) to status and configuration (both long term and every time that specified components change) as per their service agreement. A and B can inform U of service changes in advance. A and B inform U when there is a change in the configuration of the devices by means of standards-based mechanisms.

[bookmark: _Toc50122443]5.x.5	Existing features partly or fully covering the use case functionality
22.261 6.10.2
Based on operator policy, the 5G network shall expose a suitable API to allow an authorized third-party to define and reconfigure the properties of the communication services offered to the third-party.
Based on operator policy, the 5G system shall provide suitable means to allow a trusted and authorized third-party to consult security related logging information for the network slices dedicated to that third-party.
Based on operator policy, the 5G network shall be able to acknowledge within 100ms a communication service request from an authorized third-party via a suitable API.
NOTE 3: The number of UEs could be in the range from single digit to tens of thousands.
22.261 6.26.2.3
The 5G network shall enable the network operator to create, manage, and remove 5G LAN-VN including their related functionality (subscription data, routing and addressing functionality). 
22.261 6.26.2.5
The 5G system shall support traffic scenarios typically found in an industrial setting (from sensors to remote control, large amount of UEs per group) for 5G LAN-type service.
22.261 6.26.2.9
Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted third-party to create/remove a 5G LAN-VN.
Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted third-party to manage a 5G LAN-VN dedicated for the usage by the trusted third-party, including the address allocation.
Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted third-party to add/remove an authorized UE to/from a specific 5G LAN-VN managed by the trusted third-party.
22.261 8.5
For a private network using 5G technology, the 5G system shall support network access using identities, credentials, and authentication methods provided and managed by a third-party and supported by 3GPP.
Editor’s Note: The applicability of non-public networks and private network slices to this use case is FFS.
GSMA has produced a specification for eSIM remote configuration [x]. This is not directly applicable to this use case as energy system components do not often and certainly do not always support eSIM. 
[bookmark: _Toc50122444]5.x.6	Potential New Requirements needed to support the use case
[PR5.x.6-1] Based on MNO policy, the 5G network shall provide a suitable means to allow a trusted third party to securely provision a number of USIMs by means of a standardized interface.
NOTE1: 	It is currently possible to fulfil these requirements without a standardized interface, but this complicates configuration interactions between the 3rd party and the MNO. When the third party requires many reconfiguration actions with several operators (e.g. across different countries) through different proprietary interfaces, this becomes a significant burden. These requirements are justified by the significant improvement to operations they would bring.  
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