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1. Background 
In last SA1 meeting, some companies have concerns over security & authorization requirement. In this contribution, we address the two issues.
 2. Discussion 
2.1. Secure ranging 
During last meeting email discussion, some companies expressed their concerns over the meaning of secure ranging in relation to the following requirements for smart vehicle key use case and hands free access use case:
The 5G system shall be able to support secure ranging. 
Then, the following definition of secure ranging was added to the Definition section of TR22.855:
Secure Ranging: refer to transfer Ranging related data securely during Ranging operation.
Some company thinks it is still unclear. As a result, the secure ranging requirement were removed from the two use cases.
However, security is an very important part of ranging to ensure that:
• Protect privacy of UE and its user by ensuring that no identifiable information can be tracked.
• Protect a UE from being traced. This is to avoid tracing a specific UE by e.g. detecting ranging signal.
• Protect confidentiality, integrity and authenticity of ranging related information (e.g. timestamps, angles). 
• Ensure that replay attacks can be detected
• Limit risk of side channel attacks
Thus, we suggest:
Proposal 1: Add the following requirements to smart vehicle key use case:

The 5G system shall be able to protect privacy of a UE and its user, ensuring that no identifiable information can be tracked by undesired entities during Ranging.
Proposal 2: Remove the definition of secure ranging in the definition section of TR22.855.
2.2. Authorization 
During last meeting email discussion, the following requirement for smart home TV control use case was set to FFS:
The  5G system shall be able to authorize Ranging for each individual UE.
Editor’s note: this requirement is FFS.
In the overview section of TR22.855, however, the following sentence was added as suggested by operators:
If licensed band is used for ranging, it shall be fully under operator control.
To align these two parts, we suggest to remove the FFS and add the following requirement:
The 5G system shall be able to ensure that the use of ranging, if in licensed spectrum, is only permitted in network coverage under the full control of the operator who provides the coverage.
Proposal 3: Add the following requirement and Remove the FFS part:
The 5G system shall be able to ensure that the use of ranging, if in licensed spectrum, is only permitted in network coverage under the full control of the operator who provides the coverage.
The  5G system shall be able to authorize Ranging for each individual UE.
Editor’s note: this requirement is FFS.
3. Proposals
Proposal 1: Add the following requirements to smart vehicle key use case:
The 5G system shall be able to protect privacy of a UE and its user, ensuring that no identifiable information can be tracked by undesired entities during Ranging.
Proposal 2: Remove the definition of secure ranging in the definition section of TR22.855.
Proposal 3: Add the following requirement and Remove the FFS part:
 The  5G system shall be able to authorize Ranging for each individual UE.
Editor’s note: this requirement is FFS.
The 5G system shall be able to ensure that the use of ranging, if in licensed spectrum, is only permitted in network coverage under the full control of the operator who provides the coverage.
**************** First Change ******************
[bookmark: _Toc22685][bookmark: _Toc49931607]3.1	Definitions
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK5]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Secure Ranging: refer to transfer Ranging related data securely during Ranging operation.
Key performance indicators and key attributes for Ranging use cases are defined as follows: 
…
************* End of First Change ***************
**************** Second Change ******************
[bookmark: _Toc49931631]5.3.6	Potential New Requirements needed to support the use case
The 5G system shall be able to protect privacy of a UE and its user, ensuring that no identifiable information can be tracked by undesired entities during Ranging.

************* End of Second Change ***************
**************** Third Change ******************
[bookmark: _Toc49931624]5.2.6	Potential New Requirements needed to support the use case
The 5G system shall be able to authorize Ranging for each individual UE.
Editor’s note: this requirement is FFS.
The 5G system shall be able to ensure that the use of ranging, if in licensed spectrum, is only permitted in network coverage under the full control of the operator who provides the coverage.
************* End of Third Change ***************

