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Abstract: Extra terrestrial operations will require conformance to applicable data protection and privacy laws, which are quite diverse.
Discussion
This is a P-CR for TR 22.926, Guidelines for extra-territorial 5G Systems (5GS).
Note data protection and privacy laws are quite diverse [1] and not protected at all in some countries. [2]
[1]	Data Protection & Privacy Laws, https://unctad.org/page/data-protection-and-privacy-legislation-worldwide, Accessed: 19.10.20. 
[2] https://unctad.org/news/data-and-privacy-unprotected-one-third-countries-despite-progress
When a UE operates under a particular sovereign regulatory regulatory regime, the data privacy and protection rules apply. Where the rules are ambiguous, e.g. a border region, disputed territory, international region 
In international regions, there is no agreed data privacy law.The need for such regulation has been described. [3] There are regulatory protections according to the United Nations Comission on International Trade Law (UNCITRAL.)
[3] https://paperity.org/p/83473402/the-need-for-an-international-convention-on-data-privacy-taking-a-cue-from-the-cisg
[4] https://uncitral.un.org/en/texts/securityinterests in particular the UNCITRAL Model Law on Secured Transactions, though here only the confidentiality of secured creditors and their credentials.
Proposal
It is proposed to approve the changes below.
First Change
[bookmark: _Toc49963251]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.011: Service accessibility[3]	https://www.un.org/depts/los/convention_agreements/texts/unclos/part7.htm
…
 [x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[x]	Data Protection & Privacy Laws, https://unctad.org/page/data-protection-and-privacy-legislation-worldwide, Accessed: 19.10.20.


Second change
6	3GPP Services/features affected by extra-territoriality
6.x	Data Retention Policy in cross-border scenarios and international regions
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101]6.x.1	Description
[bookmark: _Toc355779205][bookmark: _Toc354586743][bookmark: _Toc354590102]Extra terrestrial operations will require conformance to applicable data protection and privacy laws, which are quite diverse.Data protection laws, and in particular data retention policies vary between countries. [x] While many of these laws refer to financial transactions, use of a mobile telecommunication system in some sense involves charging records which are directly related to commercial transactions.

6.x.2	Pre-conditions
<List any pre-conditions that need to exist for this use case, preferably as a bulleted list, e.g. UE is registered to the network.>
Regulations for data retention as part of data privacy and trade law exists for different sovereign states. In some cases there are negotiated treaties between bordering sovereign stastes regarding the law applicable in cross-border regions.
[bookmark: _Toc355779206][bookmark: _Toc354586744][bookmark: _Toc354590103]6.x.3	Service Flows
<Describe the sequence of events that explain what needs to happen, preferably as a numbered list, e.g. 1. User makes a voice call, 2. Called party receives alerting message.>The NTN access provider and PLMN operator identify the location of the UE. If the location is ambiguous with respect to the sovereign state territory in which the UE operates, then a cross-border condition arises. The NTN access provider and PLMN operator apply the regulations according to the regulations, treaties and conventions that apply to that particular cross border region. This means, in effect, retaining data according to a specific (single) set of regulations.
[bookmark: _Toc355779207][bookmark: _Toc354586745][bookmark: _Toc354590104]6.x.4	Post-conditions
<Describe the end result e.g. Called party can decide whether to accept call based on information displayed on UE screen.>Data associated with the UE’s activity, such as charging records and other operational information is maintained according to international regulations (where no national regulation exists, e.g. on the high seas,) and according to sovereign state law, where this law applies. Where there is ambiguity, the data retention regulation to apply depends on international treaties between the neighboring sovereign states.
[bookmark: _Toc355779209][bookmark: _Toc354586747][bookmark: _Toc354590106]6.x.5	Existing features partly or fully covering the use case functionality
< Highlight existing features in the existing set of normative specifications that partly or fully cover this use case.>
6.x.6	Potential New Requirements needed to support the use case
<Provide draft new requirements that are needed to realise the use case, and that are not yet covered in any normative specification.>

End of changes



