Error! No text of specified style in document.
1
Error! No text of specified style in document.

[bookmark: _GoBack]3GPP TSG-SA WG1 Meeting #92e 	S1-204066
Electronic Meeting, 11-20 November	 (revision of S1-20xxxx)
Title:	PINs – Editorials
Agenda Item:	7.12.1 - FS_PINs
Source:	vivo Mobile Communications Ltd, 
Contact:		Adrian Buckley <adrian.buckley@vivo.com> 

Abstract: This contribution proposes to add address some editorial issues.
Discussion
One editorial is changing some names in a usecase.  These have been change to avoid potential copyright issues with using those names.
Proposed changes
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.261: "Service requirements for the 5G system".
[3]	3GPP TS 22.101: "Service principles".
[4]	Christiane Attig, Nadine Rauh, Thomas Franke, & Josef F. Krems (May 2017) "System Latency Guidelines Then and Now – is Zero Latency Really Considered Necessary?
https://www.researchgate.net/publication/317801643_System_Latency_Guidelines_Then_and_Now_-_Is_Zero_Latency_Really_Considered_Necessary/link/5ae18fc4458515c60f662370/download
[5]	3GPP TS 22.278: "Service requirements for the Evolved Packet System (EPS); Stage 1".
[x]	3GPP TS 22.228: "Service requirements for the IP multimedia core network subsystem".
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[bookmark: _Toc49943790][bookmark: _Toc49944503]5.3.5	Existing features partly or fully covering the use case functionality
3GPP TS 22.228 [x]  specifies the IP Multimedia (IM) Core Network (CN) subsystem inter-UE transfer (IUT), which provides the capability of continuing ongoing communication sessions with multiple media across different user equipment’s (UEs) under the control of the same or different subscribers, and as part of Service Continuity (SC).
3GPP TS 22.228 [x] is not applicable to non-IMS session inter-UE transfer when using direct device connections.
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5.5.2	Pre-conditions
The Incruedible family adopts civilian identities and lives at suburbs for a normal life to hide their superheroes identities. To ensure secure communication for the Incruedible family accessing services of PIN Devices from anywhere in the world, Mr. Incruedible sets up many non-3GPP IoT devices, e.g. personal data storage, smart devices for home automation, home security cameras, etc., and subscribes to a reliable network operator’s services, which can provide secure access to his PIN Devices and the applications running on or connected to the PIN Device behind the gateway UE, for all UEs of his family, including smartphones, tablets, and one 5RG with gateway UE capabilities. 
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Step1: [Users configuration]
Mr. Incruedible, signs in his account at operator’s network that provides 5G connectivity services for all his UE devices. In his account, there are two listed UE devices/subscriptions with gateway UE capabilities, including one smartphone and one 5RG. In Mr. Incruedible’s account, he can create user accounts for all his family members, and indicates Users with User Identities for family members, PIN Devices, and services provided by PIN Devices. 
Further, for each service of the PIN Device behind a gateway UE, Mr. Incruedible configures User Profiles, e.g. via scanning the QR code of the device to get some information and editing details manually. For each service identified by a User Identity, it can have one or more User Profile(s) and each User Profile contains the following information: 
-	User Identifier 
-	Specific service settings and parameters, e.g. active/inactive time, number of accesses, etc.
-	Authentication/authorization policy and access restriction policy required for the service, which are going to be used to authenticate/authorize a User for accessing to the service of the PIN device.
-	Credential information, e.g. password for the authorized service, security keys for encryption/decryption, and hash algorithm for message digital signing, etc.
-	For an authorized human user(s), its User Profile can indicate the authorized service identified by User Identity and allowed User Identifiers. 
Step2: [Registration of PIN device and Update of User Profiles for services]
(2a): When an PIN Device is turned on, the 5RG discovers and connects to the PIN Device at the first time, the 5RG determines if the PIN Device is an authorized User identified by a User Identity indicated in its UE configuration. 
(2b): The serving network of the 5RG authenticates User Identity of the PIN Device based on its credentials, and then updates User Profiles of the services. In return, the network responds the 5RG with the authentication result and updated User Profiles of the registered services.
(2c): The serving network of the 5RG further provides updated User Profiles of the services to 5G subscriber’s HPLMN. The HPLMN of 5RG updates its stored User Profiles of all impacted Users. 
(2d): Based on serving network’s policies, the serving network can update User Profiles of impacted Users and UE configuration towards 5RG. 
Step3: [Accessing services provided by PIN devices]
Violeta, Mr. Incruedible’s daughter as an authorized user (User) of the service of a PIN Device, would like to use the authorized UE to access a registered application-A of a PIN Device behind a 5RG as a gateway UE. 
-	Case (a): When the User/UE is out of home, the 5RG uses connections with 5G network for the UE to request application-A of the PIN Device behind the 5RG.
-	Case (b): When the User/UE is at home, the 5RG discovers and connects the UE acting as an PIN Device and using 3GPP direct communication or non-3GPP accesses, based on stored UE policies of the UE or user preferences.
-	Case (c): When the User/UE is at home, the UE acting as a gateway UE discovers and connects with PIN Device directly via a non-3GPP access technologies, e.g. Bluetooth, WiFi, or via 3GPP direct communication, instead of via indirect communication over 5RG, based on stored UE policies of the UE or user preferences.
(3b): The User/UE requests to access application-A of the PIN device. Based on stored User Profiles of the PIN device with allowed Users, the 5RG/gateway UE can determine whether to accept access request of the PIN Device from the User. 
(3c): The 5RG/gateway UE can further perform user authentication of the application-A based on the security polices and credentials in stored User Profiles of the application-A.
(3d): The 5RG/gateway UE forwards the service access request to the PIN Device only if the user authentication is successful. Otherwise, the 5RG/gateway rejects the request for service access.
(3e): The 5RG/gateway UE starts to forward the traffic between the PIN Device and the UE. 
-	For Case (a), the 5RG supports indirect communication for forwarding the traffic over 5G network between the PIN Device and the UE.
-	For Case (b), the 5RG supports communication at home for forwarding the traffic between two PINs, i.e. the UE and the PIN Device.
-	For Case (a), the gateway UE supports communication at home for forwarding traffic between two PINs, e.g. connected earbuds via Bluetooth and connected PIN device, e.g. media server.
Step4: [UE policies in the home settings]
When the authorized User/UE moves from out of home, i.e. case (a), to in home, i.e. case (b) or case (c), the User can manually determine how the used UE adopts case(a)/case (b)/case(c), or UE can automatically adapt to case(a)/ case(b)/case (c) based on the UE policies, including the following information provisioned by the 5G network: 
-	one or more operation modes (PIN Device, UE, gateway UE);
-	communication methods (3GPP indirect communication, 3GPP direct communication, or non-3GPP access);
-	location information.
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The Incruedible family can safely live with hidden superheroes identities by securely accessing application of the PIN Devices from anywhere in the world without compromising the security of the PIN Devices/services at home. 
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