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	Reason for change:
	Verticals, such as supply chain finance and insurance, have strict requirements for IoT data integrity and traceability, e.g. environment data including temperature and windspeed data, and agricultural insurance and warehouse data (e.g. number and weight of goods) for inventory financing.  Those services require to guarantee data tamper-proof and traceability from UE to SP. 

Example use case are as follows:
During the transportation of vaccines/drugs, vaccines/drugs containers in cold chain logistics may be equipped with IoT sensors which send data to the vehicles. Those vehicles connect to a SP platform by 3GPP network for data gathering and processing. Real-time monitoring is very critical since the products in the container may exceptionally sensitive to changes in pH, temperature and even light conditions. 

Ensuring the trustiness of the collected environment data in each container/sensor is necessary to the service in order to guarantee vaccine/drug activity.

In this use case, the requirements are to achieve the data tamper-proof and traceability for the environment data from IoT sensors to the SP. If problems arose, SP (hospital or vaccine company) would claim to trace all the environment data during transportation afterwards and the data tamper-proof may be non-real-time.  

Though 3GPP network has its own method to ensure data integrity, there is still a gap between 3GPP network and SP. The means to make tamper-proof for non-real-time data is also necessary to be studied.

Therefore, a data tamper-proof and traceabiltiy of IoT UE for certain vertical services is required. Enterprises are hoping to search for a brief way of data tamper-proof. On the other hand, all kinds of IoT UEs of the enterprises above are connected to MNO’s networks in any case.

MNOs need to get ready to provide an inner trustiness to realize data tamper-proof for the community in the interest alliance. 

	
	

	Summary of change:
	To add requirements on Inner Trustiness.  

	
	

	Consequences if not approved:
	Data tamper-proof and traceability from UE to SP cannot be guaranteed.
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---Start of the First Change---
[bookmark: _Toc45387675]8. Security 
8.2  General
The 5G system shall support a secure mechanism to store cached data.
The 5G system shall support a secure mechanism to access a content caching application.
The 5G system shall support a secure mechanism to access a service or an application in an operator's Service Hosting Environment.
The 5G system shall enable support of an access independent security framework.
The 5G system shall support a mechanism for the operator to authorize subscribers of other PLMNs to receive temporary service (e.g. mission critical services).
The 5G system shall be able to provide temporary service for authorized users without access to their home network (e.g. IOPS, mission critical services).
The 5G system shall allow the operator to authorize a third-party to create, modify and delete network slices, subject to an agreement between the third-party and the network operator. 
Based on operator policy, a 5G network shall provide suitable means to allow a trusted and authorized third-party to create and modify network slices used for the third-party with appropriate security policies (e.g. user data privacy handling, slices isolation, enhanced logging).
The 5G system shall support a secure mechanism to protect relayed data from being intercepted by a relay UE.
Subject to HPLMN policy as well as its service and operational needs, any USIM able to access EPS instead of a 5G USIM may be used to authenticate a user in a 5G system to access supported services according to the user‘s subscription. 
The 5G system shall provide integrity protection and confidentiality for communications between authorized UEs using a 5G LAN-type service. 
The 5G LAN-VN shall be able to verify the identity of a UE requesting to join a specific private communication.
The 5G system shall provide suitable means to allow use of a trusted third-party provided encryption between any UE served by a private slice and a core network entity in that private slice. 
The 5G system shall provide suitable means to allow use of a trusted and authorized third-party provided integrity protection mechanism for data exchanged between an authorized UE served by a private slice and a core network entity in that private slice.
The 5G system shall provide suitable means to allow use of a trusted and authorized third-party provided integrity protection mechanism for data exchanged between an authorized UE served by a non-public network and a core network entity in that non-public network.

The 5G system shall be able to support an end-to-end inner trustiness of service data from UE to service providers.

---End of the Change---

---Start of the Second Change---
[bookmark: _Toc45387785][bookmark: _Hlk53678949]8.9  Data security and privacy
The 5G system shall support data integrity protection and confidentiality methods that serve URLLC, high data rates and energy constrained devices. 
[bookmark: _Hlk522796129]The 5G system shall support a mechanism to verify the integrity of a message as well as the authenticity of the sender of the message.
The 5G system shall support encryption for URLLC services within the requested end-to-end latency.
Subject to regulatory requirements, the 5G system shall enable an MNO to provide end-to-end integrity protection, confidentiality, and protection against replay attacks between a UE and third-party application server, such that the 3GPP network is not able to intercept or modify the data transferred between a UE and third-party application server.


The 5G system shall alow inner trustiness to support real time-data tamper-proof and data traceability. 

The 5G system shall alow inner trustiness to support non-real-time data tamper-proof and data traceability in a period of time.
[bookmark: _GoBack]Based on operator policy, a 5G network shall provide suitable APIs to allow service providers, e.g. other MNOs/third-parties, to verify the data temper-proof and traceability.

---End of the Change---

