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Abstract: In some networks, data associated with utilities traverses different security domains. This use case considers the advantages of operation with the 5G security domain.
Discussion
In some networks, data associated with utilities traverses different security domains. This use case in some sense demonstrates the value of 5G security to end to end IoT applications, in a general way.
Proposal
Add the following use case to the TR.
BEGIN CHANGES

5.x	Utility End to End Security
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101]5.x.1	Description
In some networks, communication is done in different security domains.
[image: ]
Figure 5.X.1-1: Different Security Domains
There are three domains depicted above. One is in the premises with the devices at the edge of the utility network, e.g. sensors. The second domain is the 3GPP network. The third is the service network. This scenario, to secure communication, requires application communication above the network layer (e.g. TLS or another transport layer security mechanism, S/MIME or another presentation layer security mechanism or encryption at the application layer.)
The situation becomes even more complex if there are multiple aplications, different networks used at the edge and different communications systems used for the end to end service.
In this use case, integration of communication end to end with the 5G system presents benefits to end to end service delivery.
[bookmark: _Toc355779205][bookmark: _Toc354586743][bookmark: _Toc354590102]5.x.2	Pre-conditions
A gateway (UE and router) provides 5GLAN service from a Distribution Service Operator (DSO), EnergyCo to 1000s of sites (e.g. substations) in which there is diverse communication-enabled equipment.
This set of devices is provisioned with security configuration sufficient for authorization and registration with the 5G system. Specifically, the devices are equipped with USIMs or, in NPNs, with non-3GPP credentials, to allow for the network operator to perform Authentication, Authorization and Accounting (AAA.) 
The service platform of EnergyCo is also has sufficient configuration to obtain services with the 5G system from a ‘northbound interface.’
[bookmark: _Toc355779206][bookmark: _Toc354586744][bookmark: _Toc354590103]5.x.3	Service Flows
EnergyCo’s equipment (e.g. sensors, remote controllable devices, etc.) within the premises of 1000s of substations uses its configuration authorize access to the UE/Gateway, which provides access to the 5G System for communication services. One such device sends an alert message to EnergyCo’s service platform.
[image: ]
Figure 5.X.3-1: Different Security Domains
The communication between the device and the Router/UE is secured with respect to the constraints acceptable to EnergyCo. The communication through the 5G system employs 5G security, which provides secure communication to the service levels expected by EnergyCo. Finally, a secure session can be provided using credentials between the Service Platform and the 3GPP system – whose edge is depicted as a gateway (GW), if network layer security services are required by EnergyCo.
[bookmark: _Toc355779207][bookmark: _Toc354586745][bookmark: _Toc354590104]5.x.4	Post-conditions
The EnergyCo equipment to Service platform communication is secured end-to-end in a uniform manner for all their equipment, meeting EnergyCo’s security requirements.
[bookmark: _Toc355779209][bookmark: _Toc354586747][bookmark: _Toc354590106]5.x.5	Existing features partly or fully covering the use case functionality
There are several ways that the existing 5G system could support this use case. 
First, by means of alternative authentication methods between the equipment and the UE. The ‘uniformity’ in this case would rely upon establishing the same configuration and operation regime in the equipment and UE/Router in all installations. 
TS 22.261 v17.3.0, 8.3
The 5G system shall support operator controlled alternative authentication methods (i.e. alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g. for industrial automation). 
[bookmark: _Hlk521570323]The 5G network shall support a 3GPP supported mechanism to authenticate legacy non-3GPP devices for 5G LAN-VN access.

While this may suffice to secure the Equipment to UE/Router communication, it is not significantly different than the scenario described in 5.X.1. There is no ‘end-to-end’ support in this scenario, unless a security association is established between the equipment and the service platform (by means outside of the scope of 3GPP, i.e. over the top.)
Second, the equipment could establish a security association with the 5G system (not just with the router.)
TS 22.261 v17.3.0, 8.3
The 5G system shall support a suitable framework (e.g. EAP) allowing alternative (e.g. to AKA) authentication methods with non-3GPP identities and credentials to be used for UE network access authentication in non-public networks.
NOTE 2:	Non-public networks can use 3GPP authentication methods, identities, and credentials for a UE to access network but are also allowed to utilize non-AKA based authentication methods such as provided by the EAP framework.
In this approach, assuming the EAP framework chosen afforded sufficient security protections for the non-public network, the communication from the equipment to the Router/UE and through the 5G System would be in the same security domain. A gap (decribed below in 5.X.6) is the communication between the 5G System and the EnergyCo service platform, which is currently not defined in the 5G standard.
Third, the equipment in the EnergyCo network could be provided with sufficient credentials (including a USIM) to fully become authorized with the 5G System. In this case, end to end security is possible by means of the GAA framework.
TS 33.220 v 16.2.0, 4
The 3GPP authentication infrastructure, including the 3GPP Authentication Centre (AuC), the USIM or the ISIM, and the 3GPP AKA protocol run between them, is a very valuable asset of 3GPP operators. It has been recognised that this infrastructure could be leveraged to enable application functions in the network and on the user side to establish shared keys.
5.x.6	Potential New Requirements needed to support the use case
 
[PR5.x.6-1] The 5G system shall enable support of a mechanism to support authentication and secured communication between the 5G system Core Network and a 3rd party’s application function, in order to provide secure end to end communication service.
END CHANGES
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