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1. Overall Description:
SA1 thanks SA6 for its LS and its questions.

SA6 asked:

As per 3GPP TS 22.125, [R-5.1-017], the 3GPP system shall support detection, identification and reporting of problematic UAV(s) and the UAV controller to a UTM. SA6 would like to understand about 
Question 1. From a general perspective, any UAV/UAV controller deviating from its expected operations is a problematic UAV. What is the definition of a “problematic UAV/UAV Controller” in a 3GPP context?
SA1 Response:
From 3GPP’s perspective, any UAV/UAV controller deviating from its expected operations (for the events monitored on the 3GPP system exposes to the UTM based on the data shared by UTM to 3GPP system) is a problematic UAV. 

In SA1, the concept of a ‘problematic UAV’ was intended to cover a UAV which is flying without successful authorization from the UTM. SA1 also studied the case of a UAV deviating from its expected Location and geo-fence., flying without successful authorization from the UTM, a UAV making excessive resource requests, a UAV losing connectivity, a UAV that leaves a group abruptly, an unauthorized UAV configuration profile update, and any anomaly of UAV operation detected by the 3GPP system. While it is possible that other conditions known to the 3GPP System could constitute problems, this can only be determined by the UTM.
Question 2. Are there specific use cases or examples of data needed to be exchanged between the UTM and the 3GPP system for this requirement?
SA1 Response:

Originally the use case was for an MNO to identify a UAS which may seek to operate without initial authorization from the UTM. In addition, a UAS may attempt to avoid detection from the 3GPP system and be identified as a UAS-capable UE. For instance, the UAV may embed a terrestrial 3GPP UE and identify as a regular 3GPP UE (rather than a UE with a UAS-capable UE).

There may be additional information that the 3GPP System can expose that would be useful to the UTM to determine whether a given UAV operates problematically. The UTM can configure data related to allowed location, authentication parameters, connectivity parameters, group membership, and a configuration profile for the 3GPP system to identify and report any misoperation of a problematic UAV to the UTM. There are general stage 1 requirements for network exposure in 22.261, 6.10.2. It is up to SA6 to determine how to expose additional information to the UTM.


2. Actions:
To SA6 group.
ACTION: 	SA1 asks SA6 to take the above answers into account.

3. Date of Next TSG SA WG1 Meetings:
SA1#92ebis (TBC)	12 – 21 Jan 2021		Electronic Meeting (TBC)
SA1#93	23 Feb – 4 Mar 2021	Electronic Meeting 
SA1#94	11 –20 May 2021		Electronic Meeting 

