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Abstract: This contribution proposes a new use case for TR 22.859 on personal health. All text is new.


* * * * Start of Change 1 * * * *
5.X     Adding personal health devices to PIN
5.X.1 	Description
Due to the increasing costs and pressure on the healthcare system, care providers, insurance companies and people themselves are looking at new ways to monitor their health, and manage people’s health remotely. One way this could be achieved until now is that people buy for example a smartwatch or step counter themselves, pair it to their phone, and download an application to their phone to monitor some of their health data. As the requirements for these devices are getting more demanding, requiring to monitor additional physiological data with higher accuracy and improved reliability, and moving towards cloud/edge based analysis of these streams of data, also the requirements on the underlying network connections and manageability of these devices gets more demanding. It also should be made as easy as possible for the user to be able to connect and manage these networked health devices.
In this use case, Fred has been feeling exhausted in the last weeks and went to his general practitioner for a check up, The general practitioner performed a thorough exam and told Fred that he is quite worried about his health, given that his blood pressure is way too high, his cholesterol is at alarming levels, and that he has initial signs of diabetes and heart problems. If Fred continues like this, he has a serious chance of heart failure or ending up in the hospital. Next to some medicines, his general practitioner subscribes him to a new program offered by his insurance company in cooperation with a health provider to monitor Fred’s health. This new program includes a 24/7 wearable monitoring device combined with a cloud service operated by the health provider for early detection and warning of heart arrythmia and heart failure and hypertension. The device will be sent to Fred’s home in a few days.
[bookmark: _Toc49943787][bookmark: _Toc49944500]5.X.2	Pre-conditions
Fred has a 5G enabled mobile phone UE with a USIM and a valid 5G subscription, and supports the PIN gateway UE function. Fred also has a Wi-Fi Access Point at home that may be integrated in or associated with a residential gateway connected to the 5G network.
The 24/7 wearable monitoring device uses non-3GPP RAT (e.g. Wi-Fi) and may not be equipped with a (e)UICC.
This use case assumes that the health provider has an SLA with Fred’s mobile operator and that the insurance company either pays or allows Fred to get reimbursed for any additional data or subscription extensions.
[bookmark: _Toc49943788][bookmark: _Toc49944501]5.X.3	Service Flows
Fred receives a package that includes a 24/7 wearable monitoring device from his insurance company. The package also includes a set of instructions to follow. All he has to do is use the camera on his 5G enabled UE to scan a QR code on the wearable monitoring device (or e.g. touch the device with NFC).
Fred unpacks the 24/7 wearable monitoring device and scans the QR code using his 5G enabled UE, acting as a PIN gateway UE. Upon doing this, a sequence of events is initiated, which includes the provisioning of credentials (and other configuration information) onto the 24/7 wearable monitoring device enabling it to setup an identifiable connection to an application server through the 5G core network to which the 5G enabled UE is connected. 
The connection may be an indirect network connection through the 5G enabled UE, and may be operated by a slice that offers the QoS and reliability guarantees required for this application. In order to facilitate that the 24/7 wearable monitoring device can always connect to the application server, without requiring the 5G enabled UE to be always available or nearby (e.g. wearing the 24/7 wearable monitoring device under the shower, in bed or when the 5G enabled UE is out-of-energy), the 24/7 wearable monitoring device also gets temporary credentials to allow the device to temporarily disconnect from the 5G enabled UE and directly connect to the 5G core network via a non-3GPP interworking function via non-3GPP access to communicate with the application server. 
[bookmark: _GoBack]NOTE 1: The direct network connection via non-3GPP access could be enabled e.g. via a trusted network access entity, such as a managed residential gateway or athe non-3GPP interworking function. This direct connection does not necessarily need to be permanently enabled, e.g. only be valid when the 24/7 wearable monitor device can temporarily not connect via the 5G enabled UE or when the signal between the 24/7 wearable monitor device and the 5G enabled UE is weak, or only be valid as long as the 5G enabled UE can once in a while update the credentials or validate that the 24/7 wearable monitor is still within operating range. 
NOTE 2: The wearable monitoring device can start beeping if it has not been in range of the gateway UE before the credentials expire. The device can also beep if it gets out of coverage of both the gateway UE and AP. 
	NOTE 3: how the 24/7 wearable monitor device gets paired with a Wi-Fi access point is not in scope of this use case
[bookmark: _Toc49943789][bookmark: _Toc49944502]5.X.4	Post-conditions
The data from the 24/7 wearable monitoring device is continuously sent to the application server through the 5G network. Fred feels very safe knowing that his health is constantly being monitored.
[bookmark: _Toc49943790][bookmark: _Toc49944503]5.X.5	Existing features partly or fully covering the use case functionality
From TS 22.261 “Service requirements for the 5G system”:
The connection between a remote UE and a relay UE shall be able to use 3GPP RAT or non-3GPP RAT and use licensed or unlicensed band.
The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure IoT device.
· Note that the above requirement only partially covers the above mentioned uses case. 3GPP currently relies on the external GSMA remote provisioning framework to perform this function. However, the remote provisioning framework requires a (e)UICC to be supported on the UE, which is not required in this use case. This requirement may need to be further clarified or additional requirements may need to be added to cover non-UICC, non-3GPP RAT devices and the use of a gateway UE to be involved in the provisioning or communication.
From TS 22.101 “Service aspects; Service principles”:
The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.
The 3GPP network shall support to perform authentication of a User Identity used by devices that are connected via a UE that acts as a gateway.
A subscriber shall be able to link and unlink one or more user Identities with his 3GPP subscription.
The User Identifier may be provided by some entity within the operator’s network or by a 3rd party.
The 3GPP system shall support to interwork with a 3rd party network entity for authentication of the User Identity.
The 3GPP system shall support to perform authentication of a User Identity regardless of the user's access, the user's UE and its HPLMN as well as the provider of the User Identifier.
The 3GPP system shall support user authentication with User Identifiers from devices that connect via the internet; the 3GPP system shall support secure provisioning of credentials to those devices to enable them to access the network and its services according to the 3GPP subscription that has been linked with the User Identity. 
NOTE: it is not clear whether this requirement only covers provisioning of devices that are already properly configured to have a working internet connection or not. For this use case the PIN device may initially only be able to set up a direct device connection with the gateway UE for onboarding, but it may not have a fully working internet connection. Therefore, this requirement may require further clarification. It may also need to be clarified that the PIN device may be a headless device.

[bookmark: _Toc49943791][bookmark: _Toc49944504]5.X.6	Potential New Requirements needed to support the use case
The 5G system shall support a secure mechanism for a home operator to remotely provision via a gateway UE the necessary identities and credentials to enable an IoT device with or without UICC to set up 

an indirect network connection to the core network via the gateway UE.
The 5G system shall support a secure mechanism for a home operator to remotely provision via a gateway UE the necessary identities and credentials to enable an IoT device with or without UICC to temporarily set up/continue a connection to the core network via non-3GPP access.
The 5G system shall support access to the 5G network and its services for an authorized PIN device (linked to a 3GPP subscription and provisioned with credentials) via a gateway UE or directly via non-3GPP access. 

* * * * End of Change 1 * * * *
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