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	Reason for change:
	Requirements specified in TS 22.261, clause 6.10 have inherited a requirement from TS 22.101, clause 29.1, "The operator shall be able to provide to a 3rd party service provider secure and chargeable access to the exposed services/capabilities i.e. to authenticate, authorize and charge the 3rd party entities." This is applicable to the MTC-related APIs that were the main focus of the initial work and to other APIs that are associated with UEs that do not have an individual 5GS subscriber directly behind them.

However, this requirement appears not fully suitable to APIs whose invocation impacts or relates to an individual 5GS subscriber's service experience. In this case, API access should be checked with the granularity of the individual 5GS subscriber invoking the API from behind a 3rd party entity. 

More importantly, properly specifying the authentication and authorization of such an individual 5GS subscriber will invite more developers to freely develop applications that utilize those APIs. MNO can allow the API access of an 3rd party entity by taking into account the 5GS subscriber-based check. Considering this direction further, possibility of utilizing those APIs can be open directly to the 5GS subscriber.

Thus application segments focused on a niche market, e.g. related to entertainment, hobby, will emerge. MNOs need to be cautious of securing its 5GS subscribers' privacy.

Example use cases are as follows:
(1) A UE uses an application that is not visible to the 5G system as a 3rd party entity. The UE wants to set up a session that has a QoS suitable to the application. -> the second requirement.
(2-1) A UE accesses a 3rd party entity. The 5G system wants to make sure that no other UEs set up a session with a certain QoS for the UE. (Currently there is no measure to prevent it.) -> the first requirement
(2-2) A UE accesses a 3rd party entity. The 5G system wants to make sure that no other UEs set up a session with a certain QoS for the UE. (Currently there is no measure to prevent it.) In addition, the UE wants to utilize a sponsored data connectivity paid by the 3rd party. -> the first requirement (not referred in the above background)
(2-3) A 3rd party entity tries to be on-boarded as an API invoker. MNO permits it quickly, assuming access by the 3rd party is accompanied by the 5GS subscriber-based check. -> the first requirement.
[bookmark: _GoBack](4) Various 3rd party entities are available now due to (2-3). A UE wants to access a 3rd party entity that provides a service focusing on a hobby. The UE wants to control whether or not to provide a privacy information (e.g., location, presence) to the 3rd party entity. The UE does not want its MSISDN to be linked to the hobby. -> the 3rd and the 4th requirements.
(5) MNO welcomes a 3rd party entity to serve multiple PLMNs, so that even more 3rd parties emerge. The 3rd party entity is not interested in MSISDN, but needs to locate APIs to which the 3rd party entity accesses. -> the 5th requirement.
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---Start of the Change---
[bookmark: _Toc45387675]6.10.2	Requirements
The following set of requirements complement the requirements listed in 3GPP TS 22.101 [6], clause 29.
Based on operator policy, a 5G network shall provide suitable APIs to allow a trusted third-party to create, modify, and delete network slices used for the third-party.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted third-party to monitor the network slice used for the third-party.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted third-party to define and update the set of services and capabilities supported in a network slice used for the third-party.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted third-party to configure the information which associates a UE to a network slice used for the third-party.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted third-party to configure the information which associates a service to a network slice used for the third-party.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted third-party to assign a UE to a network slice used for the third-party, to move a UE from one network slice used for the third-party to another network slice used for the third-party, and to remove a UE from a network slice used for the third-party based on subscription, UE capabilities, and services provided by the network slice.
The 3GPP network shall be able to provide suitable and secure means to enable an authorized third-party to provide the 3GPP network via encrypted connection with the expected communication behaviour of UE(s).
NOTE 1:	The expected communication behaviour is, for instance, the application servers a UE is allowed to communicate with, the time a UE is allowed to communicate, or the allowed geographic area of a UE.
The 3GPP network shall be able to provide suitable and secure means to enable an authorized third-party to provide via encrypted connection the 3GPP network with the actions expected from the 3GPP network when detecting behaviour that falls outside the expected communication behaviour.
NOTE 2:	Such actions can be, for instance, to terminate the UE's communication, to block the transferred data between the UE and the not allowed application.
The 5G network shall be able to provide secure means for providing communication scheduling information (i.e. the time period the UE(s) will use a communication service) to an NPN via encrypted connection. This communication scheduling information is used by the 5G network to perform network energy saving and network resource optimization.
The 5G network shall provide a mechanism to expose broadcasting capabilities to trusted third-party broadcasters' management systems.
Based on operator policy, a 5G network shall provide suitable APIs to allow a trusted third-party to manage this trusted third-party owned application(s) in the operator's Service Hosting Environment.
Based on operator policy, the 5G network shall provide suitable APIs to allow a third-party to monitor this trusted third-party owned application(s) in the operator's Service Hosting Environment.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted third-party to scale a network slice used for the third-party, i.e. to adapt its capacity.
Based on operator policy, a 5G network shall provide suitable APIs to allow one type of traffic (from trusted third-party owned applications in the operator's Service Hosting Environment) to/from a UE to be offloaded to a Service Hosting Environment close to the UE's location. 
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted third-party application to request appropriate QoE from the network. 
Based on operator policy, the 5G network shall expose a suitable API to an authorized third-party to provide the information regarding the availability status of a geographic location that is associated with that third-party.
Based on operator policy, the 5G network shall expose a suitable API to allow an authorized third-party to monitor the resource utilisation of the network service (radio access point and the transport network (front, backhaul)) that are associated with the third-party.
Based on operator policy, the 5G network shall expose a suitable API to allow an authorized third-party to define and reconfigure the properties of the communication services offered to the third-party.
The 5G system shall support the means for disengagement (tear down) of communication services by an authorized third-party.
Based on operator policy, the 5G network shall expose a suitable API to provide the security logging information of UEs, for example, the active 3GPP security mechanisms (e.g. data privacy, authentication, integrity protection) to an authorized third-party.
Based on operator policy, the 5G system shall provide suitable means to allow a trusted and authorized third-party to consult security related logging information for the network slices dedicated to that third-party.
Based on operator policy, the 5G network shall be able to acknowledge within 100ms a communication service request from an authorized third-party via a suitable API.
The 5G network shall provide suitable APIs to allow a trusted third-party to monitor the status (e.g. locations, lifecycle, registration status) of its own UEs.
NOTE: The number of UEs could be in the range from single digit to tens of thousands.
The 5G network shall provide suitable APIs to allow a trusted third-party to get the network status information of a private slice dedicated for the ' party, e.g. the network communication status between the slice and a specific UE.
The 5G system shall support APIs to allow the non-public network to be managed by the MNO third s Operations System.
The 5G system shall provide suitable APIs to allow third-party infrastructure (i.e. physical/virtual network entities at RAN/core level) to be used in a private slice. 
A 5G system shall provide suitable APIs to enable a third-party to manage its own non-public network and its private slice(s) in the PLMN in a combined manner.
The 5G system shall support suitable APIs to allow an MNO to offer automatic configuration services (for instance, interference management) to non-public networks deployed by third parties and connected to the MNO’s Operations System through standardized interfaces.
For APIs, the 5GS system shall be able to:
-	provide a third-party with secure access to those APIs, by authenticating and authorizing both the third-party and the UE using the third-party's service.
-	provide a UE with secure access to those APIs, by authenticating and authorizing the UE.
-	allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party.
-	support the confidentiality of the UE's external identity (e.g. MSISDN) against the third-party.
-	provide a third-party with information to access networks providing APIs.
---End of the Change---
