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Abstract: This contribution provides a use case that describes accessing a partner MCX Service System and requesting group membership for a visiting MCX service user. 
Current specifications or requirements do not cover an administrative configuration protocol between interconnected MCX Service Systems that supports the exchange of administrative and security relevant information.
x.1
Changing group membership in a Partner MCX Service System
x.1.1
Description

A Dutch police officer currently located in Germany is witnessing a traffic accident involving a Dutch truck. The Dutch MC UE is equipped with a roaming SIM card, is registered in a public German LTE/5GS, which allows the Dutch police officer to use Dutch MCPTT services only and there is no affiliation to German police or emergency services talk groups granted. 
In order to offer support to local law enforcement the police officer contacts the Dutch command and control centre in the Dutch MCX Service System and offers assistance at the scene of the accident. The Dutch control centre contacts the German MCX Service System via the High Level Protocol and announces that a police officer with Dutch and German language skills is available at the scene of the accident and requests the ability to participate in the local police incident communications.

The relevant German command and control room  receives the support offer and approves the request. The Dutch police officer then receives configuration data and authorisation allowing him to affiliate to the local Police talk group in the German MCX Service System. 
The Dutch police officer can now communicate directly with the German police officers on site to support the accident investigation, adding a witness statement.
x.1.2
Pre-conditions
1. The Dutch police officer has to have a valid MCX subscription in the Dutch MCX Service System

2. There is an operational agreement between the Dutch and the German Mission Critical Organization and a link has been established between the systems that allows exchange of administrative configuration information
3. An agreement has to be in place that allows the Dutch police officer’s UE to register on a public German LTE/5GS which enables initial communication with the Dutch MCX Service System authorized user(s)
x.1.3
Service Flows

1. The Dutch Police officer informs their Dutch MCX Service System’s authorized user(s)
2. The authorized user(s) in the Dutch Police officers Primary MCX Service System analyses the received information and collects additional information, which need to be provided to the Partner MCX Service System
3. The authorized user(s) in the Dutch MCX Service System establishes contact via a separate administrative configuration protocol with the German MCX Service System
4. The Dutch and the German MCX Service Systems exchange the relevant administrative and security information via the separate administrative configuration protocol

5. The relevant authorized user(s) in the German MCX Service System, either automatically or manually, processes the request
6. After acceptance or successful checks/authorisations, the Dutch Police officer’s user profile is updated to include the relevant information, such as user group configuration and encryption key material, assigned by the German MCX Service System 
7. The Dutch police officer’s UE affiliates to the German MCX Service Group via the Dutch MCX Service System and its Group communication is routed from the public German LTE/5GS through the Dutch MCX Service System to the German MCX Service System
x.1.4
Post-conditions

1. The Dutch Police officer can now select and participate in the relevant German talk group(s) 
x.1.5
Existing features partly or fully covering the use case functionality
The following requirements refer to 3GPP TS 22.280.
[R-6.17.2-004] An MCX Service shall provide mechanisms to allow an MCX User on the Primary MCX Service System to affiliate and communicate in an MCX Service Group from a Partner MCX Service System, subject to authorization from the Primary MCX Service System and the Partner MCX Service System where the MCX Service Group is defined.

[R-6.17.2-007] End to end security of an MCX Service Group communication (including in Partner MCX Service Systems) shall be based on parameters obtained from the MCX Service system where the MCX Service Group is defined.
x.1.6
Potential New Requirements needed to support the use case
[PR X.1.6.1] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to request MCX User configuration changes in one or more Partner MCX Service Systems.

[PR X.1.6.2] An MCX Service shall provide secure mechanisms to allow an authorised MC User to evaluate and respond to requests for configuration changes from Partner MCX Service Systems.

[PR X.1.6.3] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to configure automatic responses to categories of requests for configuration changes from Partner MCX Service Systems.
