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Abstract: 
Abstract: Network management capabilities are needed by energy system operators as they have to operate their private telecommunication networks and commercially sourced services from MNO’s, to maintain availability of services that require communication. 
Discussion
A utility Distribution System Operator (DSO) is responsible for highly reliable services delivered through geographically dispersed sites. The DSO relies on multiple communication technologies, one of which is 3GPP telecommunications connectivity. This 3GPP telecommunications connectivity can be part of the utility private infrastructure, or could be used as a service if provided through a MNO. In order to operate with sufficient availability, the DSO requires networking management capabilities. This use case focusses on two of these aspects.
· Monitoring
· The status and performance management aspects of the network have to be available to the DSO in real-time. This allows a DSO to identify for example whether to make use of alternative communications technology to maintain the service levels required. 
· Incident response
· In the event of a networking incident the DSO needs information to resolve the problem – to determine what aspects are problems of the communication system, what part in the energy system equipment. This information is vital for communication between the DSO and MNO to resolve incidents rapidly.
This is a P-CR. Since the TR is not yet in the database, the document was submitted as type ‘Other’ rather than P-CR (which requires a TR number.)
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---------- Use Case template ----------
x.1	Remote DSO management of connectivity for Smart Energy
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101]x.1.1	Description
It is important to emphasize that this use case is not theoretical. There are many substations around the world that use 3GPP access for communication services in more or less ad hoc fashion (where management interfaces between the 3GPP system and the DSO are not standardized.) This use case focusses on how 5G can provide service to DSOs as well.
A DSO has many, e.g. 100s to 10,000s of substations. These substations are managed from operation centers typically referred to as control centers. 
[image: ]
Within the substation there are many services (shown here remote metering, automation, MV supervision, LV supervision, etc.) In addition, there are power line communication links beyond, to customer premises equipment, that increasingly will spread out the reach of IP services up to the smart meters. The thick red line represents the termination of communication outside the substation. For 3GPP telecommunication services supporting the DSO, the model of the interface between the switch and the network can be considered a 5GLAN service.
The actual topology between substations is more complex than shown, since there may be several communication services (back up links to provide greater reliability, etc.) For the purposes of this use case this is not considered further.
The traffic from the diverse services in the substation is aggregated before it leaves the switch and may be encrypted – the 5G system will not see the individual service flows. Of particular importance to the DSO is the interface exposed by the switch. Information about this from the mobile network that has proved very important in the past.
· UE information: IMEI, IMSI, ICCID, MSISDN (network ID), IP Address, APN Network Type
· RAN serving the UE information: RAT, Location (Cell ID, CGI), Quality of signal parameters (RSRP, RSRQ, RSSI, etc.), Frequency, serving eNB or gNB
· Core network individual components information: serving NFs, especially user plane
NOTE1:	The radio parameters given above are not to be considered for inclusion in normative stage 1 specification. They are listed here solely to provide an understanding of the kinds of parameters that are of interest to DSOs.
Specific events that should trigger real-time alarms to the DSO from the MNO
· USIM card related events: USIM opens or closes context, 
· UE (with a particular USIM):  changes location (cell ID, CGI), USIM changes a network type (e.g. RAT for GERAN, UTRAN, E-UTRAN, NG RAN…), change of on-the-air frequency band, traffic consumption events (essentially UE session monitoring), periodic monitoring of signalling quality parameters (e.g. RSRP, RSRQ, RSSI, etc.) and alarms when they degrade below levels identified by the DSO
· Network events affecting service for a UE (with a particular USIM): an alarm for failure of network infrastructure (e.g. UPF, PGW, etc.) affecting UEs in a particular area
[bookmark: _Toc355779205][bookmark: _Toc354586743][bookmark: _Toc354590102]NOTE2:	The radio parameters given above are not to be considered for inclusion in normative stage 1 specification. They are listed here solely to provide an understanding of the kinds of parameters that are of interest to DSOs.
x.1.2	Pre-conditions
A DSO “U” has a service contract with a MNO “T” to provide telecommunication service to U’s substations. U has shared parameters for monitoring and alarms with T in advance from a standard set of them grouped in a SNMP MIB or any similar standard artifact offering the needed functionality,and established standard communication interfaces (e.g. APIs) that allow secure and highly available exchange of management data between T and U. The parameters and the communication interface must be standard for all MNOs and DSOs be able to receive a consistent service in the different world regions indepently of the service provider.
In a network operation center for U’s distribution services, a technician “Fred” observes a number of substation local area networks, ready to detect and resolve any sign of trouble that arises. 
[bookmark: _Toc355779206][bookmark: _Toc354586744][bookmark: _Toc354590103]x.1.3	Service Flows
During the course of a very bad day, Fred observes the following issues:
1) for a substation network, the UE providing communication for the switch of the substation local area network, trouble arises.
a. A technician swaps a switch’s USIM card unexpectedly. Though the new USIM card allows the switch to obtain connectivity, it is the ‘wrong’ subscription for this substation.
b. A switch appears to unexpectedly move from one cell to another. (Upon investigation, Fred determined that the ‘mobility’ was due to a truck full of scrap metal parked in front of the substation that caused the signal from one cell to diminish to the point that the UE switched serving cell.)
c. The UE switches from E-UTRAN service to UTRAN service, with markedly reduced performance. 
d. The signal strength received by the UE drops below the level needed to trigger an alarm.
As a result of these observations, Fred files reports to investigate later, in order to pursue service improvements or mitigations to these problems (e.g. new procedures for service technicians, disallowing parking in front of substations, etc.)
2) For another substation network, there is a communication failure for some of the service components in the substation. Fred investigates and determines that
a. The UE is reachable. 
b. The VLAN configured with the 5GC is configured properly. 
c. Over this VLAN, the equipment in the substation is also reachable. The network management interfaces for this equipment (out of scope of 3GPP) indicate they should be operable.
d. Further investigation of the conditions of the 3GPP connectivity indicate one or more of the following problems – signal quality degradation, QoS performance parameters are not sufficient according to the SLA, UE configuration anomalies, etc.
3) For a number of substations, there is a sudden number of common communication failures. Fred investigates and determines that
a. The problem is not related to the DSO private network
b. The problem is related to a Core network or RAN section of the MNO.
c. Specific and detailed information can be collected and passed on to the MNO to restore the service.
As a result of these discoveries, Fred can contact the MNO to work to resolve the incident – possibly immediately if the service degradation is serious enough to reduce services beyond a critical level.
[bookmark: _Toc355779207][bookmark: _Toc354586745][bookmark: _Toc354590104]x.1.4	Post-conditions
U is able to work to maintain and improve the services they provide to their customers. U is able to report incidents to T with an enriched content that will help the identification and solution of it with less effort and time. T receives input from U and is able to improve and maintain their service quality.
[bookmark: _Toc355779209][bookmark: _Toc354586747][bookmark: _Toc354590106]x.1.5	Existing features partly or fully covering the use case functionality
22.261 6.10.2
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted third-party to monitor the network slice used for the third-party.
The 3GPP network shall be able to provide suitable and secure means to enable an authorized third-party to provide the 3GPP network via encrypted connection with the expected communication behaviour of UE(s).
NOTE 1:	The expected communication behaviour is, for instance, the application servers a UE is allowed to communicate with, the time a UE is allowed to communicate, or the allowed geographic area of a UE.
The 3GPP network shall be able to provide suitable and secure means to enable an authorized third-party to provide via encrypted connection the 3GPP network with the actions expected from the 3GPP network when detecting behaviour that falls outside the expected communication behaviour.
NOTE 2:	Such actions can be, for instance, to terminate the UE's communication, to block the transferred data between the UE and the not allowed application.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted third-party to scale a network slice used for the third-party, i.e. to adapt its capacity.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted third-party application to request appropriate QoE from the network. 
Based on operator policy, the 5G network shall expose a suitable API to allow an authorized third-party to monitor the resource utilisation of the network service (radio access point and the transport network (front, backhaul)) that are associated with the third-party.
Based on operator policy, the 5G network shall expose a suitable API to allow an authorized third-party to define and reconfigure the properties of the communication services offered to the third-party.
Based on operator policy, the 5G system shall provide suitable means to allow a trusted and authorized third-party to consult security related logging information for the network slices dedicated to that third-party.
Based on operator policy, the 5G network shall be able to acknowledge within 100ms a communication service request from an authorized third-party via a suitable API.
The 5G network shall provide suitable APIs to allow a trusted third-party to monitor the status (e.g. locations, lifecycle, registration status) of its own UEs.
NOTE: The number of UEs could be in the range from single digit to tens of thousands.
The 5G system shall support APIs to allow the non-public network to be managed by the MNO third s Operations System.
The 5G system shall provide suitable APIs to allow third-party infrastructure (i.e. physical/virtual network entities at RAN/core level) to be used in a private slice. 
A 5G system shall provide suitable APIs to enable a third-party to manage its own non-public network and its private slice(s) in the PLMN in a combined manner.
Editor’s Note: The applicability of non-public networks and private network slices to this use case is FFS.

22.261 6.26.2.3
The 5G network shall enable the network operator to create, manage, and remove 5G LAN-VN including their related functionality (subscription data, routing and addressing functionality). 
22.261 6.26.2.5
The 5G system shall support traffic scenarios typically found in an industrial setting (from sensors to remote control, large amount of UEs per group) for 5G LAN-type service.
22.261 6.26.2.9
Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted third-party to create/remove a 5G LAN-VN.
Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted third-party to manage a 5G LAN-VN dedicated for the usage by the trusted third-party, including the address allocation.
Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted third-party to add/remove an authorized UE to/from a specific 5G LAN-VN managed by the trusted third-party.
22.261 8.5
For a private network using 5G technology, the 5G system shall support network access using identities, credentials, and authentication methods provided and managed by a third-party and supported by 3GPP.
Editor’s Note: The applicability of non-public networks and private network slices to this use case is FFS.

x.1.6	Potential New Requirements needed to support the use case
[PR.X.1.6.1] Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted third party to monitor a LAN-VN performance parameters, to configure and receive alarms for specific UE, network and radio performance parameters and to query specific configuration aspects of the UE in the VN.
Information that is 
· UE information: IMEI, IMSI, ICCID, MSISDN (network ID), IP Address, APN Network Type
· RAN serving the UE information: RAT, Location (Cell ID, CGI), Quality of signal parameters (RSRP, RSRQ, RSSI, etc.), Frequency, serving access nodeeNB or gNB
· Core network information: serving NFs, especially user plane (which can prove useful for diagnosis of DSO problems in case of failure to deliver performance per SLA for reasons external to the DSO network)
Specific events that should trigger alerts to the DSO from the MNO.
· USIM card related events: USIM opens or closes context, 
· UE (with a particular USIM):  changes location (cell ID, CGI) at the cell level, etc., USIM changes a network type (e.g. RAT for GERAN, UTRAN, E-UTRAN, NG RAN…), change of on-the-air frequency band, traffic consumption events (essentially UE session monitoring), periodic monitoring of signalling quality parameters (e.g. RSRP, RSRQ, RSSI, etc.) and alarms when they degrade below levels identified by the DSO
· Network events affecting service for a UE (with a particular USIM): an alarm for failure of network infrastructure (e.g. UPF, PGW, etc.)functions affecting UEs in a particular area
Editor’s Note: Further potential new requirements to support the use case may be identified.
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