3GPP TSG-SA WG1 Meeting #91e	S1-203085
Electronic Meeting, 24-31 August 2020	(revision of S1-203xxx)

Title:	Use case on secure Clock signals to Devices and Application Servers
Agenda Item:	7.8.1
Source:	Nokia, Nokia Shanghai Bell
Contact:	Betsy Covell	betsy.covell@nokia.com 

Abstract: This contribution proposes a use case for secure timing signals to devices and application servers such as stock trading platform. Timing signals of different granularity are needed to support different uses. 
Proposed Text:
***** Text below is all new, shown without change marks for readability ******

[bookmark: _Toc43718769]5.x	5GS secure clock signals to devices and application servers
[bookmark: _Toc43718770]5.x.1	Use case Description
This use case describes the need for secure clock signals to be made available to devices and application servers in a reliable manner. The clock signals may be used for timing synchronization in a variety of applications, such as highly sensitive industrial IoT applications, Power grid, commercial banking and stock trading platforms. All these application domains are highly time sensitive and provide critical infrastructure. As such, these domains may be subject to attacks by spoofing the clock source. To prevent such attacks, in all these scenarios, the clock signals can be accepted only if they are authenticated to be genuine without any manipulation by an external source. Hence it is essential that there is a means to verify the authenticity and integrity of these clock signals.
[bookmark: _Toc43718771]5.x.2	Pre-conditions
Devices and application servers connecting to a 5GS are expected to go through the 5GS authentication process. As part of 5GS authentication, the subscription records for these devices are verified and are authorized for service. During this process, the devices also learn to generate the application specific keys. Hence when these devices invoke the timing service, and receive the clock signals, it is possible to verify the authenticity of the clock server as well as verify the integrity of the clock signals.
[bookmark: _Toc43718772]5.x.3	Service flows
The timing service needs to support multiple granularity and accuracy KPIs based on what these clock signals are used for. For example, there can be premium service with high accuracy and redundancy, whereas ordinary service may be just time of the day up to minutes. Hence the clock signals need to be made available based on the service subscription. 
Table 5.x.3-1: Clock granularity examples
	Timing Service type
	Application 
	Clock Granularity

	Premium timing service
	Industrial controls
	Highly accurate with nano second, microsecond granularity with redundancy

	Commercial timing service
	Commercial banking applications
	Medium granularity up to seconds.

	Regular timing service
	Regular Time of the day 
	Medium granularity up to seconds.

	Dedicated timing service
	Clock signals with application specific format and frequency
	Dedicated granularity and frequency



[bookmark: _Toc43718773]5.x.4	Post-conditions
The UEs connected to 5GS are mutually authenticated and authorized for timing service. The UEs such as industrial precision robots requiring clock signals have a subscription for timing service. The 5GS is able verify the identity of the UE and authorize it for a timing service with the precise granularity needed. The UE, after completing the authentication and authorization, is able to invoke the timing service either through a specific API or a messaging interface. The UE is able to authenticate the clock server (source of clock signal) as genuine or not. If the UE finds that the clock server is failing the authentication verification, the UE does not accept the timing service. The UE is also able to verify the integrity of clock signals received. If the integrity check fails UE doesn’t accept the signals.
Similarly, an application server also is able to connect to the 5GS. The application server may be connected to the 5GS either over a wireless link or a wireline interface. Both 5GS and the application server mutually authenticate before offering and making use of the timing service
[bookmark: _Toc43718774]5.x.5	Existing timing requirements 
Currently TS 22.104[x] has requirements on timing which provide the base for additional requirements for a timing service.
[bookmark: _Toc43718775]5.x.6	Potential new requirements and KPIs
5.x.6.1 Potential Requirements
[bookmark: _GoBack] [PR 5.x.5.1-1] The 5GS shall support a mechanism for a UE to mutually authenticate and verify authorization to use a timing service offered by 5GS.
[bookmark: _Hlk46842113][PR 5.x.5.1-2] The 5GS shall support a mechanism for a 3rd party application server to mutually authenticate and verify authorization to use a timing service offered by 5GS.
[bookmark: _Hlk46842421][PR 5.x.5.1-3] The 5GS shall support a mechanism to provide timing service to UEs and application servers with specific KPIs (e.g., accuracy, interval, coverage area).
[PR 5.x.5.1-4] The 5GS shall support a mechanism for a 3rd party application server to request a timing service with specific KPIs (e.g., accuracy, interval, coverage area).
[PR 5.x.5.1-5] The 5GS shall support a mechanism for a UE to request a timing service with specific KPIs (e.g., accuracy, interval, coverage area).
[PR 5.x.5.1-6] The 5GS shall support a mechanism for the UEs and application servers to verify the authenticity of the clock source.
[PR 5.x.5.1-7] The 5GS shall support a mechanism for the UEs and application servers to verify the integrity of the received clock signals.
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