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6
Security Aspects

6.1
Introduction
This section proposes potentially new security requirements that allow Primary and Partner MCX Service Systems to exchange administrative and security relevant information without compromising integrity of the connected MCX Service Systems.  
6.2
Potential requirements
[PR 6.2.00a] Exchange of administrative and security related information between MCX Service systems shall not compromise the integrity and security of either MCX Service System.

[PR 6.2.00b] Exchange of administrative and security related information shall not expose the internal structure or configuration of either MCX Service System.
[PR 6.2.00c] MCX Service Systems shall detect and prevent unauthorized connection attempts
 
[PR 6.2.00d] Exchange of administrative and security related information between MCX Service Systems shall cover prevention of replay attacks 

[PR 6.2.00e] Exchange of administrative and security related information between MCX Service Systems shall cover algorithm negotiation and prevention of bidding down attacks 

[PR 6.2.00f] Mutual authentication and authorization between the connected MCX Service Systems shall be supported 

[PR 6.2.00g] Separate, mutual authentication and authorization shall be possible with more than one MCX Service System at any time
[PR 6.2.00h] Messages that travers trust boundaries shall follow 3GPP specifications for protection, if not protected by end-to-end security  
