3GPP TSG-SA WG1 Meeting #90e
S1-202073
Electronic Meeting, 18 - 22 May 2020
SA WG2 Meeting #138E (e-meeting)
S2-2003216
20-24 April 2020, Elbonia

Title:

Reply LS on Questions on onboarding requirements
Reply to:
LS S2-2002629/S1-201087 from SA WG1: LS on Questions on onboarding requirements
Release:
Release 17
Work Item:
FS_eNPN
Source:
SA2
To:

SA1
Cc:

SA, CT1, SA3, CT6
Contact person:
Name:
Dan Wang

Tel. Number:


E-mail Address:
wangdanyjy AT chinamobile DOT com
Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org
Attachments:
None
1
Overall description
1. Overall Description:

SA2 thanks SA1 for their reply for on boarding requirements. SA2 have the knowledge of Q1 and would like to provide response for the Q2 and Q3.
SA2 raised several questions concerning the following onboarding requirement in SA2#136AH meeting.
The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.

Q2)SA2 would like to verify with SA1 whether the above-quoted requirement applies to PNI-NPN, which is the NPN “hosted by a PLMN” as described in TS 22.261 clause 6.25.1, or not, and what would be the corresponding use cases.

A2) SA1 requests clarification on the question from SA2, specifically, is SA2 asking if the above quoted question is related to primary or secondary authentication for the PNI-NPN.

A2 from SA2) SA2 is asking whether the non-3GPP identities and credentials (provided by authority of the PNI-NPN, e.g. enterprise, factory) for NSSAA or PDU session secondary authentication, can be remotely provisioned to UE which only has normal PLMN credentials and configuration. 
Q3) If SA1 confirm the above-quoted requirement applies to PNI-NPN in Q2, SA2 have further Q3 as below.

For PNI-NPN, a UE may perform secondary PDU session authentication using 3rd party credentials, if the NPN is integrated in PLMN by means of dedicated DNNs, and/or a UE may perform Network specific slice authentication and authorisation (NSSAA) using 3rd party credentials if the NPN is integrated in PLMN by means of network slice. Given the authentication procedures already specified in TS 23.501, TS 24.501 and TS 33.501, SA2 would also like to ask whether provisioning for identities and credentials used for Network specific slice authentication and authorisation (NSSAA) and secondary PDU session authentication should be considered to be covered as part of NPN service requirement for onboarding and remote provisioning solution.

A3) SA1 requests clarification on the question from SA2, specifically, is SA2 asking whether 3rd party credentials may be used for secondary network slice authentication and authorization or 
Is SA2 asking whether these 3rd party credentials for secondary authentication can be provisioned via the 3GPP system, or is SA2 asking something else.
A3 from SA2) SA2 is asking whether 3rd party identities and credentials (provided by authority of the PNI-NPN, e.g. enterprise, factory) used for NSSAA and PDU secondary authentication can be provisioned via the 3GPP system to UE, which only has normal PLMN credentials and configuration.
2
Actions
To SA1
ACTION: 
SA2 would like SA1 to answer the questions above.
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Dates of next TSG SA WG2 meetings
TSG-SA2 Meeting#139E

1-12 June 2020


TBD

TSG-SA2 Meeting#140

24-28 August 2020


TBD
