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Attachments:
1. Overall Description:

SA1 thanks SA2 for their LS and query about onboarding requirements. Response from SA1 are listed as below.
SA2 started working on solutions for key issue#4: UE Onboarding and remote provisioning in TR 23.700-07 and is looking for clarification on the interpretation of the term: “non-3GPP identities and credentials” documented in the following service requirement in TS 22.263: 

The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.

Q1) SA2 would like to verify with SA1 whether the above-quoted requirement includes the provisioning of the following for Stand-alone non-public networks (SNPNs):

a) IMSI accompanied by AKA credentials, both used for SNPN authentication 

b) IMSI accompanied by AKA credentials, the IMSI being used to derive a Network Specific Identifier that will be used for SNPN authentication with the AKA credentials

SA2 would like to emphasise that use of (a) above is explicitly supported and (b) is not precluded by SA2 specifications for SNPNs.

Response from SA1: 
SA1 understand that both a) and b) are 3GPP identities and credentials. SA1 doesn’t specify any requirements related to remote provisioning of 3GPP identities and credentials for a UE. 
Q2) SA2 would like to verify with SA1 whether the above-quoted requirement applies to PNI-NPN, which is the NPN “hosted by a PLMN” as described in TS 22.261 clause 6.25.1, or not, and what would be the corresponding use cases.

Response from SA1: 

SA1 had agreed that NPN may be deployed as completely standalone networks, or hosted by a PLMN, or offered as a network slice of a PLMN, according to the texts specified in TS 22.261 clause 6.25.1:

“Non-public networks are intended for the sole use of a private entity such as an enterprise, and may be deployed in a variety of configurations, utilising both virtual and physical elements. Specifically, they may be deployed as completely standalone networks, they may be hosted by a PLMN, or they may be offered as a slice of a PLMN.” 
Thus, from SA1 perspective, PNI-NPN (i.e., hosted by a PLMN) is a possible scenario that the above-quoted requirement applies to.

Q3) If SA1 confirm the above-quoted requirement applies to PNI-NPN in Q2, SA2 have further Q3 as below.

 For PNI-NPN, a UE may perform secondary PDU session authentication using 3rd party credentials, if the NPN is integrated in PLMN by means of dedicated DNNs, and/or a UE may perform Network specific slice authentication and authorisation (NSSAA) using 3rd party credentials if the NPN is integrated in PLMN by means of network slice. Given the authentication procedures already specified in TS 23.501, TS 24.501 and TS 33.501, SA2 would also like to ask whether provisioning for identities and credentials used for Network specific slice authentication and authorisation (NSSAA) and secondary PDU session authentication should be considered to be covered as part of NPN service requirement for onboarding and remote provisioning solution.

Response from SA1: 
According to the above-quoted requirement, non-3GPP identities and credentials used for NPN access authentication are remotely provisioned by a NPN operator. Thus the use case when the non-3GPP identities and credentials are provisioned to be used for Network specific slice authentication and authorisation (NSSAA) and secondary PDU session authentication can be considered as part of NPN service requirement.
2. Actions:

To SA2
ACTION: SA1 kindly asks SA2 to take the above information into account.
3. Date of Next TSG SA WG1 Meetings:

SA1#90
18-22 May 2020

TBD, North-America

SA1#91
24-28 August 2020 (TBC)
Wroclaw, Poland
