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START of CHANGES
8
Security considerations

8.1
Attestation of authorized MPS priority 
8.1.1
Description

In this use case, MPS for an MMTEL voice or video call is initiated in MPS capable originating network A and terminated to a UE served by another network, MPS capable terminating network B (shown in Figure 9.4.1-1).  Network A and network B are not necessarily in the same country.  Once the request for MPS is authenticated and authorized by originating network A, the MPS call is provided priority treatment based on the MPS priority markings of the call.

The MPS call may traverse one or more intermediate networks before reaching terminating network B.  Intermediate networks may or may not be MPS capable.  MPS capable intermediate networks provide priority treatment based on the MPS priority markings of the call.  Intermediate networks that are not MPS capable may pass the MPS priority markings transparently based on policy agreements.  The set of intermediate networks are not necessarily in the same country.

A network (e.g., an intermediate network or terminating network B) receiving a call with MPS priority markings from another network may not trust the validity of the MPS priority markings to admit the call with the MPS priority markings.  For example, it is possible that the MPS priority markings could have been spoofed or modified by unauthorized entities along the call path between the originating network and the receiving network.

This use case describes a mechanism for an originating network (e.g., network A) to send a trust assertion for the MPS priority markings and a receiving network (e.g., terminating network B) to verify the assertion to determine whether it can be trusted and the call admitted with the priority markings.
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Figure 9.4.1-1: Trust of MPS priority markings
In this use case, originating network A sends an assertion that the MPS markings of the outgoing MPS call is authorized (e.g., using a cryptographic token) and then routes the call towards terminating network B.  For example, originating network A could use the Personal Assertion Token (PASSporT) extension defined in RFC 8443 [6] to cryptographically sign the Session Initiation Protocol Resource Priority Header (SIP RPH). By including the signed PASSPorT token for the SIP RPH, originating network A is asserting that the call is an MPS call that has been authenticated and authorized (i.e., the MPS priority markings can be trusted).

An intermediate network receiving the incoming MPS call with a signed token for the MPS priority markings (e.g., PASSPorT token for the SIP RPH) may verify the token to determine whether to trust the MPS priority markings and provide priority treatment to the call based on policy agreements.

Upon receiving the incoming MPS call with a signed token for the MPS priority markings (e.g., PASSPorT token for the SIP RPH), terminating network B verifies the token.  If the verification is successful, it means that the MPS priority markings can be trusted and the call is admitted with the MPS priority markings and provided priority treatment based on policy agreements.  If the token verification fails, terminating network B may decide based on local policy to admit the call without the MPS priority markings (i.e., treat the call as an ordinary call).

Terminating network B may provide the called UE with information indicating that the MPS call was verified as a priority call.  For example based on local policy, the called UE may be provided with display information that the call is a verified priority call.

8.1.2
Pre-conditions
The following are pre-conditions for this use case:

· The originating network is a MPS capable 3GPP system,

· Intermediate networks (e.g., transit networks) may or may not be MPS capable. Intermediate networks that are not MPS capable may pass the MPS markings based on policy agreements,
· The terminating network is a MPS capable 3GPP system,

· The originating, intermediate(s), and terminating networks are not required to be in the same country,

· The originating UE has basic network connectivity,
· The terminating UE has basic network connectivity,
· The terminating UE is not required to have a subscription for MPS,

· The originating, terminating and intermediate networks have needed policy arrangements in place,
· Measures for verifying policies and admitting a MPS call across the network boundaries between interconnecting networks are pre-determined. 
8.1.3
Service flows
The following describes the sequence of events:

1
A request for an MPS call/session is initiated in originating network A.

2
The MPS User is authenticated and the MPS call is authenticated and authorized by originating network A, including verification of whether the MPS call to network B is allowed. 

3
Originating network A constructs and includes a signed token for the MPS priority markings of the outgoing call (e.g., using the PASSPorT extension defined in RFC 8443 [6]) and routes the call with priority towards terminating network B.
4
MPS capable intermediate network or networks receiving the MPS call with the signed token may verify the token to determine whether the MPS priority markings can be trusted to admit the call with the priority markings and provide priority treatment within their network based on policy agreements, 

5
Intermediate networks that are not MPS capable pass the MPS priority markings transparently.

4
The MPS call may cross international borders between network A and network B.

5
Terminating network B receives and identifies the incoming MPS call based on the priority markings and determines that a signed token for the priority markings is included in the incoming call.
6
Terminating network B verifies the token to determine whether the MPS priority markings can be trusted to admit the call with the priority markings.
7
Terminating network B verification of the token is successful and call is admitted with the MPS priority markings and priority treatment is provided in completing the call to the terminating UE based on policy agreements.
8
Terminating network B may provide the UE with signalling information indicating that the call is a verified priority call.

8.1.4
Post conditions
Upon end of the MPS call/session, the UE returns to normal conditions (i.e., use of normal MMTEL voice and video).
8.1.5
Potential impacts or interactions with existing services/features
IETF RFC 8443[6] defines a PASSporT extension and the associated mechanisms to provide a feature to sign the Resource Priority Header (RPH) field that is used to indicate resource prioritization in SIP call control signalling. It defines a feature to cryptographically sign the SIP RPH field and to convey assertions of authorization of the information in the SIP RPH field.  The mechanism defined in IETF RFC 8443 could be leveraged to protect the integrity of MPS priority markings and convey trusted assertions of MPS authorization.
3GPP TS 24.229 [7] defines a mechanism (i.e., the “verstat” parameter) to convey the status of the calling number verification performed by the home network.  This existing feature could be leveraged to convey status of priority verification.
8.1.6
Potential requirements
[PR.8.1.6-001] Void. 
[PR.8.1.6-002] The originating 3GPP system shall provide a means to securely attest to MPS authorization for the session..

[PR.8.1.6-003] Void
[PR.8.1.6-004] Void. 
[PR.8.1.6-005] The  3GPP system shall provide a means to securely verify the attestation of MPS authorization for the session received from the originating network.

END OF 1st CHANGE
START OF 2nd CHANGE
9.4
Consolidated security considerations requirements

9.4.1
Attestation of MPS priority 

The originating 3GPP system shall provide a means to securely attest to MPS authorization for the session.

The 3GPP system shall provide a means to securely verify the attestation of MPS authorization for the session received from the originating network.



END OF CHANGES
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