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5.8
Mobile operation panel for production lines

5.8.1
Description

The use case describes a mobile operation panel as opposed to wired operation panels currently used in an industrial setting. Operation of machines or production units via a mobile operation panel provides higher flexibility and comfort for human operators and can lead to increased productivity and lower cost compared to existing wired solutions. This is because a single mobile operation panel can be used to manage more than one production system at a time due to its mobility in the factory. The operation panel provides relevant information for configuration, control of industrial machines, as well as monitoring of relevant data generated during the construction of a product. The monitoring data is generally considered to be less time-critical subsequently requiring non-real-time communication. On the other hand, the operation panel supports safety-critical functions such as emergency stops or enabling or changing the position of robots and other machines. These functions are generally considered to have strict ultra-low latencies and reliable transmission requirements that must follow strict safety standards making them time-critical (real-time communication).

Several safety protocols are designed to be independent of characteristics of the underlying transmission channel. The transmission rate, the physical characteristics of the transmission media (wired/wireless) and any mechanisms for error mitigation and error detection in the transmission protocol are considered a black channel. Safety considerations do not take these into account. This approach frees users of such safety protocols from requiring a safety assessment of the individual communication paths of the system. 

Nevertheless, reliable wireless transmission is necessary. Functional safety protocols specify the necessary requirements on the wireless communication such as latency and transfer interval (see Table 5.8.6-1, use case scenario on emergency stop). Furthermore, functional safety protocols may specify further requirements, e.g. that the communication path is without a single point of failure. A prominent example of a functional safety application is a wireless emergency stop.
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Figure 5.8.1-1 Mobile Operation Panel

One mobile operation panel (Mobile Control Panel) is moving from one cell coverage to another cell coverage and continuously communicates with mobile robots in different cell coverages. 
One scenario is the use of a mobile operation panel to monitor and to control mobile robots/production lines (personal mobile operation panel). The mobile operation panel is connected to the mobile robot/production line. If the monitoring and control tasks are finished, the mobile operation panel is disconnected and taken to another mobile robot for monitoring and control (potentially in a different 5G cell).

Another scenario is the use of a mobile operation panel to control mobile robots in the production process. The robot (and the mobile operation panel) moves across several production lines under different cell coverages.
Consideration for the use case in the 3GPP 5G network or system provides the following benefits:

-
Management of multiple production lines or traffic flows with different end-to-end latency and other QoS requirements while utilizing a common infrastructure.

-
Dynamic reconfiguration of a running industrial system.

-
Enabling wireless connectivity with safety-critical features in industrial application.
Consideration for the use case in the 3GPP 5G network or system provides the following demands and challenges: 

Security: Connectivity over wireless transmission technology such as 3GPP 5G network may introduce a scenario where information transmitted over the wireless medium can be prone to potential attacks on the production line as unauthorized parties may get access to the control and production data. For example, the injection of malicious messages such as false emergency-stop commands can be very detrimental to the production system. This is a general concern for the overall acceptance of wireless technology in the industrial domain albeit performance degradation issues.

Dynamic flow control and seamless handover: high Signal-to-Noise-Ratio (SNR) and fading radio channels may result in fluctuations in a dynamic factory due to mobility support. This therefore requires well specified worst-case scenarios for re-configuration of communication services over the network in order to guarantee QoS. Furthermore, potential handovers from one access point to another can cause additional delays or packet losses.

Interference and co-existence of communication services: The panel supports different services such as monitoring and control. Each of these services require different communication services with varied QoS guarantee. It is therefore important that the co-existence of these services on the network can be clearly supported in terms of identification and QoS guarantees. Also, interference from other panels may lead to performance degradation in a wireless network.

Robustness, availability, and latency: These are key communication service performance indicators for the use case which has very deterministic bounds and as such is very difficult to guarantee on wireless and mostly non-industrial networks.

Safety: The mobile operation panel is used to perform safety-critical control services, including the control of mobile robots and emergency stop functionality.
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5.8.3.2
Establishing connectivity for emergency stop

Establishing connectivity between mobile operation panel and production line/mobile robot for emergency stop requires the following steps:

1)
The mobile operation panel establishes connectivity to the 5G network and the mobile robot/production line for the emergency stop application. The communication service requirements for the emergency stop service are in Table 5.8.6-1.
2)
The mobile operation panel then begins to exchange encrypted data for the emergency stop application (periodic deterministic traffic for connectivity availability / aperiodic deterministic traffic for emergency stop events) with the production line/mobile robot.

3)
The 5G network terminates the session when requested. 
The emergency stop service is a safety-critical application. It utilises functional safety protocols and requires certification. 
5.8.4
Post-conditions for establishing connectivity for emergency stop

Connectivity between mobile operation panel and production line/mobile robot has been established:
-
The communication service between UEs has been maintained on the 5G network for the entire duration without drops so far as UEs stayed within the 5G network coverage or until an explicit tear-down had been initiated.

-
Data transfer between UEs has been encrypted and secured through the 5G network.

-
The 5G network maintains service guarantees within negotiated bounds for the entire duration of the connectivity. 

-
Initiation of a new communication service from the mobile operation panel does not cause any service degradation effect on existing communication services.
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