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5.19 Use case for multi-connectivity for robotic automation
5.19.1
Description

Industrial automation is a key part of Industry 4.0 strategy to improve operational efficiency, productivity and safety. Industries to introduce 5G technology into their factories as an incremental enhancement to their existing communications (e.g., Ethernet, WLAN) infrastructure to leverage the benefits of reliable, low latency wireless communications.to meet specific needs. In such cases, there is a need for 5G to work well with other communications technologies such as WLAN and Ethernet.

5.19.2
Pre-conditions

A factory has deployed a number of devices of varying degrees of complexity – ranging from environmental sensors to manufacturing equipment requiring specific latency and reliability. Sophisticated algorithms are needed to process the data from these devices for precise localization, movement and task management. The devices run different kinds of applications with different characteristics ranging from streaming sensor feeds - camera images, reporting humidity and temperature, as well as command-response messages to determine business specific actions. An application cloud is used in the factory to support the computational algorithms and coordinate applications across the devices for collaborative tasks. The devices need to have reliable, ubiquitous connectivity to the application cloud that supports appropriate QoS for different types of application traffic. The factory has incumbent networks, e.g., Ethernet, WLAN, deployed prior to installing 5G. Therefore, after installation, connectivity to the application cloud is available via multiple networks, e.g., Ethernet, WLAN, 5G non-public network, private slice of a PLMN network.

Communication requirements of different applications vary and that determines the network that is capable and best-suited to carry the traffic type. For example, the 5G network can transport real-time high bandwidth traffic like sensor feeds and actuator control, whereas applications which need high bandwidth but with relaxed timing constraints like location map updates can be carried over the WLAN network. Depending on the latency needs, applications like machine control can be carried over 5G for devices that have migrated to support 5G, allowing use of Ethernet capacity for devices that do not yet support 5G and are on Ethernet connectivity only. Using multiple networks simultaneously offers the best performance and utilization of network resources. 

To take advantage of simultaneous connections over the 5G and existing factory communication networks, the 5G network needs to support a multipath connectivity function e.g., in the 5G network or in an application cloud. Given the long life cycles of industrial infrastructure, an upgrade of the communication networks should not force a retrofit of the existing deployments on-site. It is therefore desirable that the multipath connectivity function should allow independent operation of the networks and evolution of the access and multipath technologies. Multipath capable devices in the factory establish a multipath session when the initial network connection is established allowing for timely setup of other connections in the same multipath session as the need arises. Say, if the robot initially connects via a non-3GPP network, it establishes the first connection of a multipath session over that network. Later, when the device connects via 5G, it establishes the second connection of the multipath session over the 5G network.

5.19.3
Service flows

1.
A robot with the capability for multipath communications including simultaneous connections to both 3GPP (e.g., NR UE) and non-3GPP networks makes its first connection to the multipath connectivity function in an application cloud over a non-3GPP network. 
2.
The multipath connectivity function requests the UE identity (e.g., pre-provisioned key) from the 5G system to verify that the robot is allowed to use the multipath connectivity function in preparation for a subsequent connection to be set up over the 5G system. Having the 5G system control use of the multipath connectivity function in this manner allows additional benefits such as:
· Ensure only 5G capable UEs connect to the multipath connectivity function, regardless of which network a requested connection is using,
· Ensures secure correlation of the multipath connections over different networks,
· Allows the 5G network to better support UEs connected to the multipath connectivity function by coordinating with other scheduling and multipath functions (e.g., ATSSS) implemented within the 5G network,
· Allows the 5G network to provide network measurements to assist multipath operations for UEs connected to the multipath connectivity function.
3.
Once verified, the robot then establishes the first connection of a multipath session with the multipathconnectivity function over this connection. The robot proceeds to provide a variety of application streams ranging from streaming camera, temperature readings, GPS locations, command-control messages as it moves about the factory. 
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Figure 5.19.3-1 Robot accesses application cloud via Existing (Factory Communications) network

4.
At some point, the robot reaches a region where it finds 5G network coverageTo ensure reliability, continuous coverage, and enhanced capacity, the robot requests an additional multipath connection - for application traffic over the 5G network. 
5.
The multipath connection function confirms, using the UE identity (e.g., pre-provisioned key) received from the 5G system, that this requested multipath connection is part of the same multipath session that was previously established over the non-3GPP network.
6.
The robot now uses the non-3GPP network for streaming camera and sensor readings, but exchanges application command-control data over the 5G network. In such a case, the point of transitioning from single connectivity to multi connectivity is to be able to more efficiently support both traffic types. The robot can also spread the traffic from a given application across the two networks to take advantage of the combined capacity of the two networks or dynamically distribute traffic across the 5G and non-3GPP networks in response to changing network load conditions during a shift.

[image: image2]
Figure 5.19.3-2 Robot accesses application cloud simultaneously via 5G and Existing (Factory Communications) network 


Securing multipath connection establishment at the network multipath connectivity function across independent networks

The 5G network should control which UEs are allowed to establish a multipath session (e.g., MPTCP) when one of the connections is over the 5G network, even when the first connection is established over a non-3GPP network. It should also ensure that subsequent connection establishment, from an independent network, is indeed from the originator of the first connection. In other words, the device should assert its identity to establish each connection of the multipath session, e.g., by providing a pre-provisioned key during establishment of both initial and subsequent connections.

An identifier is used to manage UE use of the multipath connectivity function, including correlation of multipath connections established over different networks. The application cloud uses a standard interface to the 5G system to obtain the UE identity (e.g., pre-provisioned key) for a factory UE that is allowed to use the multipath connectivity function. The procedure to obtain the UE Identity can be similar to the CAPIF feature for IoT devices. This capability extends multipath connectivity to factory automation in a multi-network environment. 
If a multipath connectivity function in the 5G network is supported, a mechanism to coordinate two multipath connectivity functions, (e.g. in 5G network and in application cloud) is needed to ensure that both multipath connectivity functions can coexist and operate correctly.

In either case, when the UE attempts to establish a multipath connection from a non-3GPP network, the 5G system interaction is only with the trusted 3rd party application cloud.

Controlling performance

The multipath connection addition/deletion from the network connections should be based on network link conditions, as a connection established via a poor network connection diminishes overall performance, even compared to the single path operation.

Deployment considerations

The 5G network can be an NPN, a private slice of the PLMN for use by the factory, or a PLMN.

5.19.4
Post-conditions

Robot applications provide reliable service utilizing ubiquitous connectivity with appropriate QoS including across varying network coverage and link conditions.

5.19.5
Existing features partly or fully covering the use case functionality
While SA1 has not written specific requirements for multipath connectivity, the downstream groups have developed the capability in the 5G system to address various system requirements (e.g., ATSSS). The existing capability is limited to coordination  for multipath sessions connected to the same core network even though a session may include connections using both 3GPP and non-3GPP networks. This use case proposes to expand that capability to support multipath sessions with cnnections using independent core networks.
There are many requirements regarding access to trusted 3rd party applications in 22.261.
Additionally, secure interfaces between the 5G system and an application server (e.g., cloud) are already addressed in the Common API Framework for 3GPP Northbound APIs (CAPIF) [8].
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 Figure 5.19.5-1 Access via CAPIF

5.19.6
Potential new requirements needed to support the use case

5.19.6-1 The 5G system shall support a mechanism to enable a UE to establish a multipath session which includes connections over both 3GPP and non-3GPP networks.

6.3
Network operation and Maintenance

This clause contains merged and consolidated potential service requirements related to network operation and maintenance in 5G non-public networks for cyber-physical control applications in vertical domains. This includes enhanced QoS monitoring, communication service and networks diagnostics. Furthermore, this clause includes merged and consolidated potential service requirements related to the communication service interface between application and 5G systems, e.g. information to the 5G network for setting up communication services for cyber-physical control applications and corresponding monitoring.

[MPR-22832-6.3-00a]
The 3GPP network shall be able to provide suitable and secured means to enable an authorized 3rd party to provide the 3GPP network via encrypted connection with the expected communication behaviour of UE(s).

NOTE 1:
The expected communication behaviour is, for instance, the application servers a UE is allowed to communicate with, the time a UE is allowed to communicate, or the allowed geographic area of a UE.

[MPR-22832-6.3-00b]
The 3GPP network shall be able to provide suitable and secured means to enable an authorized 3rd party to provide via encrypted connection the 3GPP network with the actions expected from the 3GPP network when detecting behavior that falls outside the expected communication behavior.

NOTE 2:
Such actions can be, for instance, to terminate the UE’s communication, to block the transferred data between the UE and the not allowed application.
[MPR-22832-6.3-00c]
The 5G network shall be able to provide secure means for providing communication scheduling information (i.e. the time period the UE(s) will use a communication service) to an NPN via encrypted connection. This communication scheduling information is used by the 5G network to perform network energy saving and network resource optimization.
[MPR-22832-6.3-00d]
The 5G system shall support the means for disengagement (tear down) of communication services by an authorized 3rd party.

[MPR-22832-6.3-00e] The 5G system shall provide support for reliable communications when a UE serves as a TSN talker or listener so there is no single point of service failure.

[MPR-22832-6.3-00f] The 5G system shall support a mechanism to enable a UE to establish a multipath session which includes connections over both 3GPP and non-3GPP networks.
Table 6.3-1: Relation between merged and new potential service requirements from use cases

	Merged Potential Service Requirement (clause 6)
	Based on New Potential Service Requirements (clause 5)
	Merged Potential Service Requirement (clause 6)
	Based on New Potential Service Requirements (clause 5)

	[MPR-22832-6.2-00a]
	[PR-5.5.6-001]
	[MPR-22832-6.2-00c]
	[PR-5.6.6-001]

	[MPR-22832-6.2-00b]
	[PR-5.5.6-001]
	[MPR-22832-6.2-00d]
	[PR-5.7.6-001]
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