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-------------------------            START FIRST CHANGE         -----------------------------
6.10
Network capability exposure

6.10.1
Description

3GPP SEES and (e)FMSS features allow the operator to expose network capabilities e.g., QoS policy to 3rd party ISPs/ICPs. With the advent of 5G, new network capabilities need to be exposed to the 3rd party (e.g., to allow the 3rd party to customize a dedicated physical or virtual network or a dedicated network slice for diverse use cases; to allow the 3rd party to manage a trusted 3rd party application in a Service Hosting Environment to improve user experience, and efficiently utilize backhaul and application resources).

6.10.2
Requirements

The following set of requirements complement the requirements listed in 3GPP TS 22.101 [6], clause 29.

Based on operator policy, a 5G network shall provide suitable APIs to allow a trusted 3rd party to create, modify, and delete network slices used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to monitor the network slice used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to define and update the set of services and capabilities supported in a network slice used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to configure the information which associates a UE to a network slice used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to configure the information which associates a service to a network slice used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to assign a UE to a network slice used for the 3rd party, to move a UE from one network slice used for the 3rd party to another network slice used for the 3rd party, and to remove a UE from a network slice used for the 3rd party based on subscription, UE capabilities, and services provided by the network slice.

The 5G network shall provide a mechanism to expose broadcasting capabilities to trusted 3rd party broadcasters' management systems.

Based on operator policy, a 5G network shall provide suitable APIs to allow a trusted 3rd party to manage this trusted 3rd party owned application(s) in the operator's Service Hosting Environment.

Based on operator policy, the 5G network shall provide suitable APIs to allow a 3rd party to monitor this trusted 3rd party owned application(s) in the operator's Service Hosting Environment.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to scale a network slice used for the 3rd party, i.e., to adapt its capacity.

Based on operator policy, a 5G network shall provide suitable APIs to allow one type of traffic (from trusted 3rd party owned applications in the operator's Service Hosting Environment) to/from a UE to be offloaded to a Service Hosting Environment close to the UE's location. 

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party application to request appropriate QoE from the network. 

Based on operator policy, the 5G network shall expose a suitable API to an authorized 3rd party to provide the information regarding the availability status of a geographic location that is associated with that 3rd party.

Based on operator policy, the 5G network shall expose a suitable API to allow an authorized 3rd party to monitor the resource utilisation of the network service (radio access point and the transport network (front, backhaul)) that are associated with the 3rd party.

Based on operator policy, the 5G network shall expose a suitable API to allow an authorized 3rd party to define and reconfigure the properties of the communication services offered to the 3rd party.

Based on operator policy, the 5G network shall expose a suitable API to provide the security logging information of UEs, for example, the active 3GPP security mechanisms (e.g., data privacy, authentication, integrity protection) to an authorized 3rd party.
Based on operator policy, the 5G system shall provide suitable means to allow a trusted and authorized 3rd party to consult security related logging information for the network slices dedicated to that 3rd party.
Based on operator policy, the 5G network shall be able to acknowledge within 100ms a communication service request from an authorized 3rd party via a suitable API.

The 5G network shall provide suitable APIs to allow a trusted 3rd party to monitor the status (e.g., locations, lifecycle, registration status) of its own UEs.

NOTE: The number of UEs could be in the range from single digit to tens of thousands.

The 5G network shall provide suitable APIs to allow a trusted 3rd party to get the network status information of a private slice dedicated for the 3rd party, e.g., the network communication status between the slice and a specific UE.

The 5G system shall support APIs to allow the non-public network to be managed by the MNO’s Operations System.

The 5G system shall provide suitable APIs to allow 3rd party infrastructure (i.e., physical/virtual network entities at RAN/core level) to be used in a private slice. 

A 5G system shall provide suitable APIs to enable a 3rd party to manage its own non-public network and its private slice(s) in the PLMN in a combined manner.

The 5G system shall support suitable APIs to allow an MNO to offer automatic configuration services (for instance, interference management) to non-public networks deployed by 3rd parties and connected to the MNO’s Operations System through standardized interfaces.

-------------------------            END FIRST CHANGE         ---------------------------

-------------------------            START SECOND CHANGE         -----------------------------
8
Security
8.1
Description
IoT introduces new UEs with different life cycles, including IoT devices with no user interface (e.g., embedded sensors), long life spans during which an IoT device may change ownership several times (e.g., consumer goods), and which may not be pre-provisioned (e.g., consumer goods). These drive a need for secure mechanisms to dynamically establish or refresh credentials and subscriptions. New access technologies, including licensed and unlicensed, 3GPP and non-3GPP, drive a need for access independent security that is seamlessly available while the IoT device is active. High-end smartphones, UAVs, and factory automation drive a need for protection against theft and fraud. A high level of 5G security is essential for critical communication, e.g., in industrial automation, industrial IoT, and the Smart Grid. Expansion into enterprise, vehicular, medical, and public safety markets drive a need for increased end user privacy protection. 5G security addresses all of these new needs while continuing to provide security consistent with prior 3GPP systems.

8.2
General

The 5G system shall support a secure mechanism to store cached data.

The 5G system shall support a secure mechanism to access a content caching application.
The 5G system shall support a secure mechanism to access a service or an application in an operator's Service Hosting Environment.
The 5G system shall enable support of an access independent security framework.
The 5G system shall support a mechanism for the operator to authorize subscribers of other PLMNs to receive temporary service (e.g., mission critical services).

The 5G system shall be able to provide temporary service for authorized users without access to their home network (e.g., IOPS, mission critical services).

The 5G system shall allow the operator to authorize a 3rd party to create, modify anddelete network slices, subject to an agreement between the 3rd party and the network operator. 
Based on operator policy, a 5G network shall provide suitable means to allow a trusted and authorized 3rd party to create and modify network slices used for the 3rd party with  appropriate security policies (e.g. user data privacy handling, slices isolation, enhanced logging…).
The 5G system shall support a secure mechanism to protect relayed data from being intercepted by a relay UE.
Subject to HPLMN policy as well as its service and operational needs, any USIM able to access EPS instead of a 5G USIM may be used to authenticate a user in a 5G system to access supported services according to the user‘s subscription. 
The 5G system shall provide integrity protection and confidentiality for communications between authorized UEs using a 5G LAN-type service. 
The 5G LAN-VN shall be able to verify the identity of a UE requesting to join a specific private communication.
The 5G system shall provide suitable means to allow use of a trusted 3rd party provided encryption between any UE served by a private slice and a core network entity in that private slice. 
The 5G system shall provide suitable means to allow use of a trusted and authorized 3rd party provided integrity protection mechanism for data exchanged between an authorized UE served by a private slice and a core network entity in that private slice.

The 5G system shall provide suitable means to allow use of a trusted and authorized 3rd party provided integrity protection mechanism for data exchanged between an authorized UE served by a non-public network and a core network entity in that non-public network.
-------------------------            END SECOND CHANGE         ---------------------------
