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Abstract: This is a discussion document to SA1 and CT 1 arguing for having the mechanisms defined in the STIR/SHAKEN applicable for emergency calls and PSAP call-back calls as well. The text explicitly valid for SA1 is highlighted in yellow.
Background

Regulators in North America (U.S and Canada) currently have a strong focus on combatting nuisance calls, including robocalling and illegitimate caller ID spoofing, using caller authentication techniques based on the Signature-based Handling of Asserted Information Using toKENs (SHAKEN) standards developed by ATIS (e.g., ATIS-1000074, Signature-based Handling of Asserted information using toKENs [SHAKEN] ) and the IETF RFC related to Secure Telephone Identity Revisited (STIR) (i.e., RFC 8224, Authenticated Identity Management in the Session Initiation Protocol [SIP]).  Using the mechanisms defined in the STIR/SHAKEN specifications and supported in 3GPP TS 24.229, calls traveling through interconnected carrier networks can have the legitimacy of their caller ID evaluated and, if asserted, "signed" as legitimate by the originating carrier. The terminating carrier performs validation checks against the signed caller ID before the calls are delivered to called users, allowing the terminating carrier of the party receiving the call to provide an indication to the called party of the legitimacy of the caller ID.

While standards related to SHAKEN and STIR address mechanisms for caller ID authentication in general, currently these standards do not specifically consider caller ID authentication associated with emergency (e.g., 911, 112, 999, etc.) calls or Public Safety Answering Point (PSAP)/Emergency Call Center (ECC) callback calls made to emergency callers. 
The potential interactions between IMS functional elements involved in the processing of emergency calls (e.g., E-CSCFs) and the SHAKEN infrastructure (i.e., STI-AS, STI-VS) must be considered to fully support caller ID assertion and verification associated with emergency calls, as well as the delivery of verification status information to PSAPs/ECCs (as an indication of the “trustworthiness” of the caller identification [e.g., callback number] information), along with the callback number that they receive with an emergency call. This verification information could provide a basis for Telephony Denial of Service (TDoS) detection and prevention, as well as detection of potential telephone scams using spoofed telephone numbers such as SWATting, prank calls and illegitimate robocalling.
Potential interactions with the SHAKEN architecture and procedures must also be assessed when considering caller authentication associated with calls (including callbacks) that are routed via a Next Generation Emergency Services Network. In the context of emergency services, caller authentication associated with callback calls must ensure that the callback calls receive the desired call treatment and provide the best chance of being answered by the intended party.
In considering the application of SHAKEN/STIR concepts to emergency calling, it is important to note the following signalling characteristics associated with emergency calls and callback calls.  As specified in 3GPP TS 24.229, the Request-URI and To header associated with an emergency call will contain an emergency service URN. This is important to note because this information will need to be conveyed within the ‘dest’ claim of a PASSporT payload exchanged during the caller ID signing and verification processes.  Currently, RFC 8224 allows for the ‘dest’ claim to be of type “tn” or “uri”. Based on RFC 8224, if a ‘dest’ claim is of type ‘uri’, URI normalization procedures must be invoked to canonicalize the URI before it is included in a PASSporT object in a "uri" claim. These procedures do not lend themselves to a ‘dest’ claim based on a To header that contains an emergency service URN of the form urn:service:sos, which will be the case for emergency calls.

In addition, 3GPP TS 24.229 allows a Resource-Priority header field in the “esnet” namespace to be inserted by the entity identifying a call as an emergency call (e.g., a P-CSCF or IBCF), when a network has a requirement to prioritize emergency calls. Consideration should also be given to the applicability of the procedures specified in IETF RFC 8443 related to signing of the Resource-Priority Header (RPH) to emergency calls, and potential interactions between caller ID and RPH signing/verification in the context of emergency calling.

It is also important to note that callback calls, while identified by a Priority header value of “psap-callback”, may also contain a Resource-Priority Header value of “esnet.0”, as specified in NENA-STA-010.  As such, the question of potential interactions between caller ID and RPH signing/verification is also relevant in the context of callback calls.
Suggested way forward in CT1 and SA1
In the context of emergency calling, an E-CSCF should be capable of interacting with an Application Server (AS) that supports calling number and/or RPH authentication/signing, and may do so based on local policy, once it determines that an emergency call is destined for a Next Generation Emergency Services Network. Therefore, it is proposed that TS 24.229 be modified to allow an E-CSCF to support calling number verification associated with emergency calls using signature verification and attestation information as specified in subclause 3.1, based on local policy.

In support of calling number authentication/verification associated with emergency originations, it is further proposed that TS 24.229 accommodate ‘dest’ claims based on To headers that are in the form of an emergency service urn (i.e., urn:service:sos).

Since emergency calls and PSAP/ECC callback calls may contain a Resource-Priority Header in the “esnet” namespace, consideration should be given to extending TS 24.229 to address support for PASSporT “rph” claims and the associated authentication and verification service behavior, per IETF RFC 8443.  

While support for calling number verification using signature verification and attestation information, as it relates to non-emergency calls, has been addressed by the SA2 and CT groups (and documented in TS 23.228 and TS 24.229, respectively), it is also proposed that consideration be given to adding requirements in TS 22.101 to address calling number attestation/verification and rph signing associated with emergency and non-emergency calls.
Proposal
If there is support for pursuing the modifications/extensions described in this document, CRs will be made to next SA1 meeting to propose the associated text changes.
