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Discussion

For process and asset monitoring in process automation, massive numbers of Industrial Wireless Sensors (IWS) are deployed in a plant to give insights into the process, environmental conditions and general health of the plant’s assets. The majority of these devices do not require or need to achieve the extreme KPIs of URLLC, eMBB or mMTC. This contribution formulates requirements for a “lighter” version of NR, suitable for Industrial Wireless Sensors, to be included in TR 22.832.

Proposed Changes

START OF PROPOSED CHANGES
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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

ACSI
Application Communication Service Interface

AGV
automated guided vehicle

AR
Application Relation

CR
Communication Relation

Dsp 
Descriptive Parameters

gPTP
generalized precision time protocol
IWS
Industrial Wireless Sensor
PTP
precision time protocol
QoSp
QoS Parameters

Scp
Security Parameters

Sfp
Safety Parameters

TSN
time-sensitive networking
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5.x
Industrial Wireless Sensors for process and asset monitoring
5.x.1
Description

A general description of process and asset monitoring in process automation is given in TS 22.104, annex A.2, as well as TS 22.261, annex D.3. Process automation facilities may be indoor or outdoor and may extend over several km² and rely on large numbers of sensors for process and asset monitoring. These sensors periodically send measurement values used for observing the plant’s performance and for ensuring the safe and stable operation of the plant.

For process monitoring, values relevant to continuous process (e.g. temperature, pressure, flow rate) are collected from various types of sensors.  These values are displayed to human operators for monitoring and are transported to monitoring tools, for example, for data analytics and process optimization.  A human operator does not require an update interval shorter than 1 second, but a shorter interval might be preferred for advanced monitoring tools.

Sensors are also used for health monitoring of plant assets such as pumps, pipes, instruments, etc.  For example, vibration sensors are common for predictive maintenance of equipment such as motors and tubes.  Regular cameras and thermal cameras can also be used for detecting leakage and cracks at an early stage without a human patrolling around the plant.  In these cases, sensors send higher volume data (e.g. waveform, images) than traditional monitoring data such as temperature, pressure, etc. Typical data rates for such sensors are a few 100 kbit/s for waveforms and 1-2 Mbit/s for images.

Besides the periodic traffic pattern for sending sensor values, there are also aperiodic traffic patterns for maintenance purpose. The sensor sends an alarm of a small size (several bytes) to a monitoring system when an error is detected on the sensor.  As a result of an alarm, an operator usually collects diagnostic information of a medium size (less than 1 KB) from the sensor via the monitoring system. When firmware update of the sensor is required, a new firmware image of a larger size (up to a couple of MB) is pushed to the sensor.

General requirements for industrial wireless sensors:

· Sensors must be able to operate in harsh environment such as outdoors in extreme climate conditions (e.g., dessert, Arctic, off-shore) or in a high temperature area
· Safe operation of sensors in hazardous areas

· Compliance with regulations such as the ATEX (ATmosphère EXplosive) directive, for example, in the petrochemical industry

· Battery life of 5 years or longer

· Not realistic to replace batteries of thousands of sensors scattered throughout a plant at short intervals
· High level of communication security (authentication, authorization, encryption, etc.) must be ensured to protect a plant from cyberattacks
While there is a wide variety of industrial sensors, this use case focuses on sensors that are constrained in terms of size, complexity and/or power consumption. Sensors used for safety-critical monitoring are excluded from this use case, as they shall be classified as URLLC devices due to their high demands on reliability and latency.
5.x.2
Pre-conditions

A chemical plant with a dimension of 1000x1000 m produces various liquids (e.g. solvents, acids, adhesives) and solids (e.g. plastic, colorants, detergents, fertilizer).

The plant comprises of:

· Tanks and silos for storage of raw material and products

· Pipes and tubes, as well as moving tanks for transportation on site

· Assets for processing (e.g. pumps, heaters, coolers, mixer, stirrer)

5G-enabled sensors are in place for monitoring of:

· Inventories by level sensors

· Utilities (water, steam, compressed air) consumption by temperature, pressure and flow sensors

· Pump condition by vibration and pressure sensors

· Heat exchanger efficiency by temperature, pressure and flow sensors

· Leakages by thermal cameras
These sensors are battery operated and wirelessly connected to ease installation and enhance flexibility of usage. The sensors are added to the existing plant and assets.
5.x.3
Service Flows

1. The sensor reads the current value at the predefined time interval and transmits it to the receiving application

2. The current value is made available to the user (through a dashboard or message in case of a human, or to a monitoring tool)

3. The value is stored for later analysis, usage

Alternatively, this flow can be triggered by an event (e.g. crossing a threshold value) instead of a predefined time interval.
5.x.4
Post-conditions

The plant operates normally and monitoring data from the various sensors is being collected by monitoring and process optimization tools and is being displayed to human operators who can take appropriate actions, should any anomaly be detected in the monitored data.
5.x.5
Existing features partly or fully covering the use case functionality
NB-IoT and LTE-M address similar scenarios but may not be able to meet the combined latency and reliability requirements of IWS, while some of the features, such as extended coverage, are not required. Moreover, NB-IoT and LTE-M are designed for operation on LTE carriers, which are incompatible with the TDD frame configurations required for URLLC and would therefore not be suitable for deployment on the same spectrum that is expected to be used in most non-public networks for industrial automation. A NR-based solution is needed.
5.x.6
Potential New Requirements needed to support the use case
[PR-5.x.6-001] 5G NR shall allow for a low-complexity class of UEs.

[PR-5.x.6-002] NR shall be able to support industrial wireless sensors according to the service performance requirements listed in Table 5.x.6-1.

Table 5.x.6-1: Industrial wireless sensors service performance requirements
	
	Characteristic parameter
	
	Influence quantity

	Use case
	Communication service availability: target value in %
	Communication service reliability: mean time between failure
	End-to-end latency
	Transfer interval
	Bit rate

[bits/s]
	Battery lifetime [year]

(note 1)
	Direction
	Message

Size

[byte]
	Survival time
	UE speed
	UE density [UE / m2]
	Range

[m]
(note 2)

	1
	99,99
	≥ 1 week
	< 100 ms
	100 ms – 60 s
	≤ 1 M
	≥5
	Mobile originated
	20

(note 3)
	3 x transfer interval
	Stationary
	Up to 1
	<200

	2
	99,99
	≥ 1 week
	< 100 ms
	≤ 1 s
	≤ 200 k
	≥5
	Mobile originated
	25 k
	3 x transfer interval
	Stationary
	Up to 0,05
	<200

	3
	99,99
	≥ 1 week
	< 100 ms
	≤ 1 s
	≤ 2 M
	≥5
	Mobile originated
	250 k
	3 x transfer interval
	Stationary
	Up to 0,05
	<200

	NOTE 1: While industrial sensors can use a wide variety of batteries depending on the requirements, a battery capacity of 5 Wh is assumed to be available for communication purposes for use case 1 and 2, and up to 50 Wh for use case 3. 

NOTE 2: Distance between the gNB and the UE.
NOTE 3: The application-level messages in this use case are typically transferred over Ethernet. For small messages, the minimum Ethernet frame size of 64 bytes applies and dictates the minimum size of the PDU sent over the air interface.


Use case one

Sensors generating periodic measurements of a continuous value (e.g. temperature, pressure, flow rate sensors).

Use case two

Sensors generating waveform measurements (e.g. vibration sensors). Even though the waveform measurement is continuous, it is expected that this type of sensors will buffer and transmit the data periodically (e.g. every second) to save battery by enabling discontinuous transmission.

Use case three

Cameras (regular or thermal) for asset monitoring (e.g. for leakage detection). Even though the video recording is continuous, it is expected that this type of sensors will buffer and transmit the data periodically (e.g. every second) to save battery by enabling discontinuous transmission.
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6.4
Network performance requirements
This clause contains merged and consolidated potential service requirements related to network performance requirements for cyber-physical control applications in vertical domains.
[MPR-22832-6.4-001] 5G NR shall allow for a low-complexity class of UEs.

[MPR-22832-6.4-002] NR shall be able to support industrial wireless sensors according to the service performance requirements listed in Table 6.4-1.

Table 6.4-1: Industrial wireless sensors service performance requirements
	
	Characteristic parameter
	
	Influence quantity

	Use case
	Communication service availability: target value in %
	Communication service reliability: mean time between failure
	End-to-end latency
	Transfer interval
	Bit rate

[bits/s]
	Battery lifetime [year]

(note 1)
	Direction
	Message

Size

[byte]
	Survival time
	UE speed
	UE density [UE / m2]
	Range

[m]

(note 2)

	1
	99,99
	≥ 1 week
	< 100 ms
	100 ms – 60 s
	≤ 1 M
	≥5
	Mobile originated
	20

(note 3)
	3 x transfer interval
	Stationary
	Up to 1
	<200

	2
	99,99
	≥ 1 week
	< 100 ms
	≤ 1 s
	≤ 200 k
	≥5
	Mobile originated
	25 k
	3 x transfer interval
	Stationary
	Up to 0,05
	<200

	3
	99,99
	≥ 1 week
	< 100 ms
	≤ 1 s
	≤ 2 M
	≥5
	Mobile originated
	250 k
	3 x transfer interval
	Stationary
	Up to 0,05
	<200

	NOTE 1: While industrial sensors can use a wide variety of batteries depending on the requirements, a battery capacity of 5 Wh is assumed to be available for communication purposes for use case 1 and 2, and up to 50 Wh for use case 3. 

NOTE 2: Distance between the gNB and the UE.

NOTE 3: The application-level messages in this use case are typically transferred over Ethernet. For small messages, the minimum Ethernet frame size of 64 bytes applies and dictates the minimum size of the PDU sent over the air interface.
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