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1 Potential risk of denial of service attack
GSMA RIFS notes the response C4-190485 from CT4 with respect to GTP Recovery Counter and GSN node behaviour, copied below:
GSMA RIFS would like to highlight that use of a IPSec tunnel as advised by CT4 would not provide any additional protection. The response implies that there is a IPSec tunnel between mobile network operators (MNOs), and that MNOs will have IPSec links with all roaming partners. This is not often the case between mobile networks, as GRX/IPX providers are typically used as interconnection providers between the MNOs. 
In addition, the IPSec tunnel would not protect against a malicious attack within the tunnel, because an attacker could still alter the recovery counter and cause a denial of service on a per-peer basis. Moreover, the GTP traffic could be spoofed because the UDP transport is vulnerable to IP spoofing. Such spoofed malicious traffic could be received from any interconnect and even from the IPSec-protected interconnect.
The GSMA therefore suggests that in the absence of full signalling protection, other more secure mechanisms possibly could be developed, such as described below:
Option 1:

Here is an example of a possible handshake mechanism (this could prevent IP spoofing and the attack would not be possible with just a single message):

1. The receiving node after receiving restart counter with higher counter value could initiate the following counter verification procedure:

2. Send GTP-Echo back to the restarted node with some specific IE (e.g. some cookie).
3. The restarted node should return back the restart counter to confirm the value + replay that specific IE (cookie).
4. If the restarted counter matches in (1) and (3), then the receiving node accepts the restart indication .
5. It is possible to use a private Information-Element-Identifier (IEI) for this exchange thus the original protocol structure is retained, but the use of the interface would enable backward compatibility, and it would be up to the MNO to enable the spoofing validation or not.

6. The IEIs are allowed to be nested so if a private IEI is in use already then others can be used.

7. The interface itself doesn’t also preclude using new IEIs either these are just some initial suggestions on the matter.

Option 2:

Another solution could be that the packet core nodes should not rely on such restart indication mechanisms. 

Instead, the inactive PDP contexts / sessions could expire based on a timer or be overwritten for the same subscriber. The network elements could therefore be self-correcting without depending on a restart indication from another node.
2 Action Required
GSMA RIFS would like to ask the 3GPP CT4 group to note this vulnerability and consider the suggested options, and any others CT4 may suggest. In the meantime the GSMA will continue to maintain the risk and RIFS will continue to maintain its advice to members as specified below:
	Attack
	Method
	Attack Type
	Attack Pre-conditions
	Mitigation

	Denial of service on all subscribers on the same SGSN/SGW
	An attacker can spoof any GTP-C message (e.g. Echo response) with increased Restart Counter and send it to the target node. The target node, since the counter has been increased, assumes a restart of the sending node and deletes all context assigned to this spoofed IP address.
	Actively send malicious message
	Target node IP reachability (e.g. access to the GRX/IPX, Internet exposure)
	GSN nodes should not strictly follow this 3GPP functionality and thus not delete all contexts after restart counter indication to reduce the impact. Employ anti spoofing on the IP firewall, at least to protect spoofing of internal IPs and other explicitly not allowed IP addresses.

Ensure the recovery counter is sequential and monitor counter values on GTP-C messages.


3 Next Meetings

· RIFS holds conference calls at approximately 3-4 week intervals.

Restart counters are used on GTP-C interfaces in the GPRS Core and EPC in several restoration procedures specified in TS 23.007. Restoration procedures are an important functionality of the GPRS core and EPC to avoid end users' service disruptions when failures occur in the network. 





Annex B of 3GPP TS 33.210 specifies the security requirements for the protection of GTP-C control signalling, where it is specified (among others) that: 





GTP-C is used for traffic that that is sensitive in various ways including traffic that is:


-	critical with respect to both the internal integrity and consistency of the network;


-	essential in order to provide the user with the required services;


-	crucial in order to protect the user data in the access network and that might compromise the security of the user data should it be revealed.





Amongst the data that clearly can be considered sensitive are the mobility management messages, the authentication data and MM context data. Therefore, it is necessary to apply security protection to GTP signalling messages (GTP-C).





IPSec ESP shall be used with both encryption and integrity protection for all GTP-C messages traversing inter-security domain boundaries.
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