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--- FIRST CHANGE ---
5.12
Authentication of heterogeneous AVPROD devices on a shared non-public network

5.12.1
Description

The television production environment at a music festival or a live sporting event may be based on a non-public network operated by the host facility. This network may be offered to all broadcasters present at the event. This helps to manage the proliferation of networks at the event, and the overload of any macro network resources.
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Figure 5.12.1-1: 

This scenario raises the question of how provisioning of the broadcaster’s equipment is done, and how agile the process can be in a rapidly changing production environment.

It can be expected that the equipment brought onsite by the broadcasters do not have the credentials of the Non-Public Network (NPN). It can be assumed, however, that this heterogeneous equipment has been provisioned correctly to work with the Broadcaster.

In this scenario, we require the NPN to be able to advertise the broadcaster which have been enabled on the NPN.

5.12.2
Pre-conditions

Audio/visual equipment has been provisioned with credentials that can be authenticated to gain access to a Broadcaster 1 non-public network, or Broadcaster 1 as a third-party service provider offered by another non-public network.

5.12.3
Service Flows

1. NPN Operation, Administration, & Maintenance (OA&M) adds the broadcaster as a third-party service provider supported on the NPN

2. NPN advertises that it supports service for devices configured for this third-party service provider

3. Audio/visual production equipment detects NPN advertising a known third-party service provider

4. Audio/visual production equipment attempts to authenticate to NPN using credentials associated with third-party service provider (e.g. Broadcaster 1)

5. NPN requests authentication by third party service provider (e.g. Broadcaster 1)

6. Authentication succeeds and is accepted by the NPN

7. Audio/visual production equipment can access services provided by the specific third-party service provider on NPN

5.12.4
Post-conditions

Audio/visual equipment from all broadcasters provisioned to access service via the SXSW NPN can get connectivity.

5.12.5
Existing features partly or fully covering the use case functionality

NPNs as defined in TS 23.501 can support necessary functionality such as authentication based on non-3GPP credentials, differentiated QoS, etc.

An NPN shall be able to restrict services, available quality of service, and capacity to subscribers of a specific third-party service provider.

5.12.6
Potential Requirements

[PR-5.12.6-001] The 5G system shall enable an NPN to be able to request a third-party service provider to perform alternative (e.g., to AKA) authentication with non-3GPP identities and credentials to be used for UE network access authentication in non-public networks based on non-3GPP identities and credentials supplied by the third party service provider.
[PR-5.12.6-002] The 5G system shall enable an NPN to support multiple third-party service providers.
--- END FIRST CHANGE ---
--- SECOND CHANGE ---
5.13.6
Potential Requirements

[PR-5.13.6-001] Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning).
[PR-5.13.6-002] The 5G system shall support an on-demand mechanism for a user (human or software) to request on-the-spot network connectivity while providing the network operator with identification and security tools for the provided connectivity.

[PR-5.13.6-003] The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.

[Editor’s note: copy definition of network operator from REFEC TR]

--- END SECOND CHANGE ---
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